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Microsoft Cloud in Switzerland
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SWISS Set-up %

« CH North & CH West are paired within Switzerland,

®)

customer data at-rest does not leave Switzerland Switzerland North

» Region pairing enables geo-replication for data backup,

Switzerland West

in-country disaster recovery as a plus g,

» Based on the same trust principles as our global offerings




Complete Cloud Offer

Synergies with underlying common layer

Microsoft
Dynamics 365

i ~ Microsoft 365 LinkedIn
( B Microsoft

'SWISS DATACENTER | .

ONE CLOUD
| J

Microsoft Azure

Identity, security, management, and compliance




Local Offering Rollout Vs A

Azure laaS and some PaaS (Azure SQL DB, Cosmos DB) launched in August 2019

« Further Azure services are deployed in Switzerland step-by-step

« Microsoft 365 launched in December 2019

 Power Bl launched in June 2020

« First Dynamics 365 workloads and Power Apps / Power Automate launched December 2020

* Further D365 and Azure services continue to be deployed
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Further Azure Services Launched (extract)

Azure NetApp Files

Azure Kubernetes Service

Web Apps / App Services / ASE
Azure DB for PostgreSQL / MySQL / MariaDB
Synapse Analytics

Azure Firewall

Azure Migrate

Log Analytics

Application Insights

Azure Functions

Event Grid

APl Management

DDoS Standard A
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Azure Red Hat OpenShift

Bastion

Container Registry and Instances
Databricks

Dedicated HSM

DevTest Labs

HDInsight

Media Services

Cognitive Services (Extract) and Search
Data Factory

DB Migration Service

File Sync

Automation

GPUs | “
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Azure Services Availabilities and Roadmap Vs A

The official Azure Roadmap

E KEY: / Generally Available D In Preview . In Preview (hover to view expected timeframe) 0 Future availability (hover to view expected timeframe)

Is published under this link

Non-re! gional

Switzerland North

(mouse-over “Future availability” icons
for target GA date; subject to change)



https://azure.microsoft.com/en-us/global-infrastructure/services/?regions=switzerland-north,switzerland-west,non-regional&products=all

Microsoft 365 Services 4+ A

Core customer data at-rest stays within Switzerland for the following services:
» Exchange Online mailbox content (e-mail body, calendar entries, and the content of

e-mail attachments)

SharePoint Online (site content and files stored within that site)

OneDrive for Business (uploaded files)

Teams (chats)

Other Services per this overview

Live Events and Dataverse for Teams are also locally available
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https://products.office.com/en-us/where-is-your-data-located

Dynamics 365 and Power Platform in Swiss DCs €%

« D365 Sales, Customer Service (including Chat Add-in / Omnichannel) Field

Service, Marketing, Finance, Supply Chain Management, Commerce, Sales
Insights, Audience Insights as well as D365 Business Central

» Power BI, Power Apps, Power Automate, Power Platform Admin Center, Power
Apps Portals, Power Virtual Agents as well as Al Builder

« See the public roadmap here
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https://dynamics.microsoft.com/en-us/geographic-availability/
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Trusted Cloud Principles

A set of foundational beliefs that guide the way we do business in the cloud

Security

N
1

Strong security
protects data and
safeguards from hackers
and unauthorized access
by using state-of-the-
industry technology,
processes, and
certifications.

A
A

Privacy &

@elglife] @

Customers control their

data, as well as
permissions. They can
always access their data,
take it with them when
they terminate an
agreement, and delete it
upon request.

Compliance

Customers can store
and manage their data
in compliance with their
obligations, applicable
laws, regulations, and key
international standards.

Transparency

ul

Customers know what
is happening with their
data. Microsoft explains
in clear, plain language
how the cloud provider
uses, manages, and
secures data.



Compliance and Data Protection 4+ A

« Swiss DCs received the following attests and certifications: C5, SOC 1 Type Il, SOC 2 Type I, SOC 3,
CSA STAR and PCl as well as ISO 9001, 20000, 27001, 27017, 27018 & 27701

* Microsoft commits in its contracts to abide by the requirements of the Swiss Data Protection law

Microsoft's commitment for the storage location of customer data at rest can be found in the

Product Terms — Switzerland is listed as own geography

Service Trust Portal including compliance documentation, audit reports etc

da



https://aka.ms/dpa
https://www.microsoft.com/en-us/licensing/product-licensing/products
https://servicetrust.microsoft.com/

Trust Center

New and Archived Audit Reports

Use these reports to stay current on the latest privacy, security, and

Archived Compliance Reports FedRAMP Reports

Document ipfion

@ Azure - ISO 27001 and 27018 Assessment Report - 11.2.2017

@ Azure - ISO 27001 Certificate - 11.2.2017

Azure - 1SO 27001 and ISO 27018 - Statement of
Applicability - 11.2.2017

Operations.

@ Azure - ISO 27018 Certificate - 11.2.2017

@ Office 365 - Germany ISO 27001, IS
Audit Assessment Report Year 2

7018, and ISO 27017

@ Azure - CSA STAR Cer#icate - 2.12.2018

Office 365 - Ing6rmation Security Management System
(ISMS) map#dal 2017.docx

Controls.

Office 365 - 1SO 2700%27017, and 27018 ISMS Statement of
Applicability (SOA) 2017.x1

Office 365 - ISO 27001, 1SO 27018, and I1SO 27017
Assessment Report Year 2017.pdf

@ Visual Studio Team Service (VSTS) ISO 27018 Certificate of

Registration 2017.pdf procedures are r

Ao A,

pliance-related inf

GRG/Assessment Reports

This documents details scope of ISO 27001 audit

This documents details scope of 1ISO 27001 and |

Certificate demonstrating Azure's compliance wit|

Third party independent audit assessment report
pof 27001 - Information Security Management Stand
27018 - Code of Practice for Protecting Personal

Certificate demonstrating Azure's compliance wit]

The Office 365 Information Security Managemenf
with ISO IEC 27001:2013, ISO 27017:2015, and 1S¢
herein are mappings and references linking the c
activities to relevant ISO |EC 27001:2013, ISO 270

ISMS Statement of Applicability (SOA) for Office
Security Management Standard, ISO 27017 - Cod
Practice for Protecting Personal Data in the Cloud

Third party independent audit assessment report
Information Security Management Standard, ISO

ode of Practice for Protecting Personal Data in {]

Y Jeam Service (VSTS)'s achievement

st and in line with its high std
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ISO 27018 Certificate of Registration

ISO Assessment Residual Risk Statement v5.0

FY17 1SO 27017 Assessment Report

Microsoft FY17 ISO 20000-1 Assessment Report

FY17 - ISO 20000-1 Certificate

FY17 ISO 27017 Statement of Applicability

FY17 ISO 20000-1 Statement of Applicability

FY17 ISO 27017 Certificate

CY17 1SO 27001 Certificate - IS 577753



https://servicetrust.microsoft.com/

Consolidated Compliance Resources

http://docs.microsoft.com/compliance

Service assurance

Begin your security and risk assessments with an understanding of how Microsoft safeguards customer data.

Compliance documentation

Architecture Audit logging Datacenter security Encryption and key
Microsoft documentation and resources you need to get started with compliance for your busing = Learn about architecture 2 Learn about audit logging =] Learn about datacenter security management
{8 Architecture overview {8 Audit logging overview & Datacenter security overview & Learn about encryption and key
management

{8 Encryption and key management
overview

GET STARTED
Quick tasks for

GET STARTED

hal ¢
~E

Deploy information Learn about shared Learn how Microsoft

getting started with protection for data responsibility in the safeguards customer
Microsoft 365 privacy regulations cloud data
compliance

| | | RN | BN

% Learn about % Manage insider risk & Manage information & Learn about

Microsoft in Microsoft 365 protection and Advanced

Compliance governance eDiscovery and
Manager Advanced Audit

A



http://docs.microsoft.com/compliance

Microsoft Cloud in Switzerland — Extract of Client References

Clients Solutions
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https://www.google.ch/imgres?imgurl=https%3A%2F%2Fwww.ubs.com%2Fimg%2FUBS_Logo_Semibold.svg&imgrefurl=https%3A%2F%2Fwww.ubs.com%2Fch%2Fde.html&docid=aLnPyrRl4SnzPM&tbnid=ro4OC9gyqafQEM%3A&vet=10ahUKEwjU9bXJ8JbkAhXM0aQKHfABCq0QMwhOKAAwAA..i&w=800&h=290&itg=1&bih=799&biw=1368&q=ubs%20logo&ved=0ahUKEwjU9bXJ8JbkAhXM0aQKHfABCq0QMwhOKAAwAA&iact=mrc&uact=8
https://www.google.ch/imgres?imgurl=https%3A%2F%2Fwww.wincasa.ch%2FWINC%2Fimg%2Flogo.png&imgrefurl=https%3A%2F%2Fwww.wincasa.ch%2Fde-ch%2Fhome-de&docid=VeqNtgvFxXoX4M&tbnid=vBtmiemTile4VM%3A&vet=10ahUKEwi6gLS4uZnkAhWQL1AKHTCXBvoQMwg_KAEwAQ..i&w=480&h=105&bih=799&biw=1368&q=wincasa%20logo&ved=0ahUKEwi6gLS4uZnkAhWQL1AKHTCXBvoQMwg_KAEwAQ&iact=mrc&uact=8

Teams

Your teams

€ et

B Ks8 - Kundenportal
KSB

General

Pilot

&' Join or create a team

Q search

Y KQ“E Pilot Posts Files Planner heyPortal (Prod)~ 1more~ + 0 &a.J 0® T Meet
@ heyPatient Kantonsspital Baden AG haén Rei | Iden .
@ Dashboard
EE Dashboard

Departemente Fachbereich

Der Spitalbetrieb aus dem
Microsoft Swiss Data Center

Luis Schuller, Leitung ICT und Digitalisierung, Klinik im Hasel AG

Patienten

De bons débuts pour la migration de curaMED

Encore plus de sécurité et de

stabilite

La demande autour du systeme d’information de
cabinet curaMED a connu une forte hausse. Pour
continuer a garantir sa disponibilité, sa stabilité et sa

sécurité, Swisscom Health a transféré son

hébergement dans une autre infrastructure.

Bug Bounty Switzerland launches first Swiss ethical
hacking platform on Microsoft’s Cloud

Feb 23, 2021 | Microsoft Switzerland

Rene Jiivcer Jeitnng

Hacker diirfen schon bald die Bundesverwaltung angreifen

Der Bund plant einen Versuch, bei dem eine Handvoll Angreifer ein IT-System austesten

soll. Im Erfolgsfall gibt es eine Pramie. Das Modell soll danach ausgeweitet werden.



https://news.microsoft.com/de-ch/2021/02/23/bug-bounty-switzerland-launches-first-swiss-ethical-hacking-platform-on-microsoft-cloud/?_lrsc=06781c92-709a-4845-80d6-ddda6ff003b2
https://www.nzz.ch/amp/technologie/bug-bounty-hacker-duerfen-schon-bald-die-bundes-it-angreifen-ld.1603506?
https://news.microsoft.com/de-ch/2020/12/03/dynamics-365-und-power-platform-aus-den-schweizer-datencentern/
https://www.heypatient.com/post/l%C3%B6sungsintegration-einfach-nahtlos-intuitiv
https://www.swisscom.ch/de/business/enterprise/themen/health/curamed-ist-migriert.html
https://www.swisscom.ch/de/business/enterprise/themen/health/curamed-ist-migriert.html
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