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NEW REVENUES AND INNOVATION

• Dynamic environment, global reach and openness to partners

• It is the place where disruptive innovation is happening

ENABLE BUSINESS AGILITY

• Enable the bank to response rapidly 

• Easier access to new markets

ENHANCE CUSTOMER EXPERIENCE & MOBILITY

• Self-service, putting user experience at its core
• Services are more flexible to changes and easier to adopt 

COST TRANSPARENCY AND FLEXIBLITY

• Cost transparency and the ability to steer
• Agility increases to scale and address temporary needs

SECURITY

• Data confidentiality and data recoverability management
• Continuous updates of security patches and estate-wide data encryption 
• Ability to apply Controls, leveraging highly mature tooling

Cloud comes with multiple benefits, most important and disruptive are the business enabling ones, allowing 
businesses to transform and to create new services and markets.

Why Cloud?





Economies of Scale

Source: Microsoft Size (Number of Servers)
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3 key benefits:

1) Better Economies of Scale per Unit of IT    (~10x)

2) Better Economics of Compliancy              (~100x)

3) Increased Speed of Innovation               (~1000x)

Industrialization of IT

Note: The numbers are scale indicators



Why? How?

Technology

Legal & regulatory
requirements

Organization



Spotlights

• Where is the data stored? What are the data flows?

• Who has access to the data? How can I determine if and how the 

data is accessed?

• How is the data deleted after I leave the service? Exit planning?

• What are the Service Level Agreements?

• Right to audit?

• How are Subcontractors selected?

• What happens if there is a security incident?

• How is Business Continuity implemented?

• What are possibilities for law enforcement agencies to access data?

• ….



Layers of risk assurance 

Contractual commitments

Control framework

Regulator engagement

Operating model



Contractual commitments



• We do not provide any government with 
direct and unfettered access to customer 
data. 

• We do not provide any government with the 
ability to break encryption. 

• We do not provide the government with 
encryption keys.

• Microsoft does comply with applicable law. A 
demand must follow applicable legal process.

• Microsoft only responds to requests for 
specific accounts/identifiers.

• Microsoft does review every legal demand to 
ensure it is valid. 

• Privacy is a fundamental human right.

Principled approach 

US CLOUD Act: Why it should not prevent cloud projects - VISCHER

https://www.vischer.com/en/knowledge/blog/us-cloud-act-why-it-should-not-prevent-cloud-projects-38580/




Control framework



Control framework

Different flavors of encryption & key management EU data boundary

Confidential compute

Zero standing access
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Regulator engagement
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Emerging Regulatory Discussions…

AI and Ethics 

-- New Regulation?

Concentration Risk

-- How to assess and manage?

Geopolitical Risk

-- Exit and continuity planning?

New Computing Models and Regulation

-- Quantum Computing?

Cyber Risk

--Scale mitigates risk?

Regulating cloud vendors

-- Critical infrastructure utilities?

Cloud Governance

-- Scalable and flexible approaches



Microsoft Confidential

Microsoft Cloud in Switzerland
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