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Diego Lens

» 24 Years working in Distribution
+ Cloud Enablement
 Sales/Technical Trainings

* Microsoft Azure

*  Microsoft 365

» Azure Virtual Desktop

» diego.lens@ingrammicro.com

* linkedin.com/in/diegolens {1

5 Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.
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Click the training to subscribe
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Are you organizing your own event for your customers ?

Searching for a speaker ?

diego.lens@ingrammicro.com

INCRAIVI]  https://bit.ly/2024H2 Training Calendar 2024 — Q3-Q4

Agenda

Remote Desktop : Historical Overview
Remote Desktop : Challenges
Azure Virtual Desktop

AVD : How does it work ?

AVD : Requirements

AVD : Prepare your Environment
AVD : Components

AVD : Build your POC

AVD : Sizing

AVD : FSLogix Integration
Shared Computer Activation
AVD : Load Balancing

AVD Value Added Solutions

AVD Roadmap
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Remote Desktop : IN“RAM: CLOUD

Historical Overview

More as a Service’

2020 Ingram Micro Inc. All Rights Reserved.

Vocabulary

RD Gateway

RemoteFX RD Client RD Broker
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Remote Desktop Services

© 2023 Ingram Micro Inc. All Rights Reserved.

RDP

RDP

15
IPSec
RDP RDP
RD Client Remote host Remote host
Host Pool(s)
RD Client RD Infra User profile
Remote host
© 2023 Ingram Micro [ne. All Rights Reserved.
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RDS Security Issues

Almaar meer Remote Desktop Protocol-aanvallen

10 april 2020 15:09 | Frederic Pefitjean

nvo=

Het aantal aanvallen op Remote Desktop Protocol-servers lag in maart van
dit jaar dertig procent hoger dan in februari. Deze stijging valt samen met
een aanzienlijke toename van het aantal blootgestelde RDP-servers, zo
rapporteert het Sans Institute.

De bevindingen zijn zorgwekkend omdat ze samenvallen met de enorme golf
van bedrijven die werknemers vanuit huis laten werken. Om werknemers in
staat te stellen te telewerken, hebben veel organisaties RDP geimplementeerd

en dat kan vertrouwelijke systemen aan het publieke internet blootstellen
Zwakke RDP-servers kunnen opgespoord worden door de zoekmachine
Shodan waarmee gebruikers op het internet naar verbonden apparaten kunnen zoeken

Remote Desktop Protocol is een door Microsoft ontwikkeld protocol dat een grafische interface biedt om via een
netwerkverbinding met andere computers een verbinding te leggen. Het is voor bedrijven een goedkope en relatief eenvoudige
manier om telewerken mogelijk te maken. Een gebruiker dient hiervoor RDP-clientsoftware te gebruiken, terwijl de andere

computer RDP-serversoftware moet toepassen

https://www.computable.nl/artikel/nieuws/security/6912416/250449/almaar-meer-remote-desktop-protocol-
aanvallen.html

© 2023 Ingram Micro Inc. All Rights Reserved.
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RDS versus VDI

Remote Desktop Services (RDS) Virtual Desktop Infrastructure (VDI)

Server Operating System Desktop Operating System
Multi Session Environment Single Session Environment
Applications installed by Admin Personal Installed Applications

©2023 Ingram Micro Inc. All Rights Reserved.
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Typical RDS Installation

RD Web RD Connection
Access Broker

Connection
Client

RD
Gateway ‘I: — [ Active Directory
Authorization (W
Check

© 2023 Ingram Micro Inc. All Rights Reserved.

More info : https://technet.microsoft.com/en-us/library/jj992579.aspx

19

Is RDS still relevant ?

—
o
o
~O

Windows applications:

. Not designed for modern
workplace
Demand Windows Desktop

Rely heavily on application
back end

Process huge amounts of
data

Resource intensive

50%

15%

# of the LOB Windows Apps

Time

© 2023 Ingram Micro Inc. All Rights Reserved.
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Historical Steps in RDS

ON PREMISES | CLOUD

12/4/2024

RDS

I Windows
- Vi | Desk
3% Windows Server s I o [ | | Microsoft
Remote Desktop Ser Windows u
" ;’,‘,’;:jﬁ;z?{;"gozo Azure Virtual Desktop
VDI I wwvw éfslogix -
I WVD Spring Update
» oo 68 o . 2020 Proui
i s < RDS modern infrastructure: Web Services - P ( Preview)
Microsoft VDI 28 . “
g i
O -

Terminal Server Edition

WVD Fall 2019v.1

BE Windows 365

@ Press Chil + Alt + Delete to begin

21

2014 : Cloud First Strategy

© 2023 Ingram Micro Inc. All Rights Reserved.
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RDS 2012 R2 & Azure Integration

RD CLIENTS RD INFRASTRUCTURE RD SESSION HOSTS

0

Ll

~ 4lp

RD GATEWAY RD BROKER

SQL SERVER ACTIVE DIRECTORY

FIREWALL

anoTo !IARRL NI

+ All roles implemented in Azure virtual machines

=> "Lift & Shift” approach

© 2023 Ingram Micro Inc. All Rights Reserved.
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WS 2016 : Azure Integration & RDS

RD CLIENTS RD INFRASTRUCTURE RD SESSION HOSTS

D IAAS
443
DESKTOPS APPS
]
UPD
E 443

< b

FILE SERVER

RD GATEWAY RD BROKER

FIREWALL

L d
PAAS
AZURE AD

AZURE SQL DATABASE DOMAIN SERVICES

E
[2]
-
[=]
(=
o

e PaaS for Azure SQL Database and AAD Domain Services

© 2023 Ingram Micro Inc. All Rights Reserved.
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WS 2016 Additional Improvements

RD CLIENTS RD INFRASTRUCTURE RD SESSION HOSTS WIN10

D |:| -E IAAS
e e
UPD

HTML

O
Ll

R & 5

FILE SERVER
RD GATEWAY RD BROKER

@ ? PAAS
AZURE AD

AZURE SQL DATABASE DOMAIN SERVICES

FIREWALL

* Integrated with RD Web, connect from any html5 browser device, no RD client installation
» RD Virtualization Host (VH) enabled using nested Virtualization in Azure
*  Support Windows 10 VDI

© 2023 Ingram Micro Inc. All Rights Reserved.
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Remote Desktop: IN“RAM: CLOUD

Challenges

More as a Service’

© 2020 Ingram Micro Inc. All Rights Reserved.
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RDS Challenges

RD Infrastructure needs
Licensing — RDS CALs / VDA CALs

RD Client Availability |—ﬁ\—> é

User Profiles / Security RD Web ocmeden =

RD Aecess Broker Session §

» Domain Authentication Comnection Host (L))
* Domain Membership | Coma—> [N =) 'T‘
» Multiple Azure Tenants RO

Gateway ﬁ " "

Active Directory
° COSt Authorization
Check

* Outlook on RDS
OneDrive Desktop App not supported on RDS
* MS Teams

© 2023 Ingram Micro Inc. All Rights Reserved.

27

Outlook on RDS

* Cached Exchange Mode
* OST Files are 50% - 80% larger compared to Mailbox Size
* 50 GB Data Storage in Office365

* Online Mode

* Direct from Server

* https://docs.microsoft.com/en-us/exchange/outlook/cached-exchange-mode

© 2023 Ingram Micro Inc. All Rights Reserved.
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Azure Virtual
Desktop

IN“RAIVI: CLOUD

More as a Service’

© 2020 Ingram Micro Inc. All Rights Reserved.

Azure Virtual Desktop

» 2017 Started as Remote Desktop Modern Infrastructure (RDMi)
* 2018 : Announced Windows Virtual Desktop
* 2019 : Release Windows Virtual Desktop

* Now called Windows Virtual Desktop Classic
* Earlier called WD 2019 Automn Release

* 2020 : 2nd Release of Windows Virtual Desktop
* Now called Windows Virtual Desktop
* Earlier called WVD 2020 Spring Update

* 2021 : Rebranding as Azure Virtual Desktop
* 2022 : Additional Features

© 2023 Ingram Micro Inc. All Rights Reserved.
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What is Azure Virtual Desktop ?

* Azure service for VDI/RDSH management

* Enables a multi-user Windows 10 experience

* Optimized for Office 365 ProPlus

* Supports Windows 7 with free Extended Security Updates
* Virtualize full desktop and apps

* Scalable service to deploy and manage

* Integrates with Microsoft 365

© 2023 Ingram Micro Inc. All Rights Reserved.

31

Virtualization Before

RDS VDI

Windows Server Windows 10
Desktop Experience Enterprise

Scalable multi — session legacy Native single — session modern
Windows environment Windows experience
Windows Server Windows 10
Office Perpetual Office 365 ProPlus

© 2023 Ingram Micro Inc. All Rights Reserved.
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Virtualization Today

RDS AVD

Windows Server Windows Virtual Desktop

Multi-session

RD Session Host

Scalable multi-session modern
Windows user experience with
Windows 10 Enterprise security

Scalable multi-session legacy
Windows environment

Windows Server Windows 10
Office 2019 Perpetual Office 365 ProPlus
Multiple Sessions Multiple Session

© 2023 Ingram Micro Inc. All Rights Reserved.

VDI

Windows 10

Enterprise

Native single-session modern
Windows experience
Windows 10
Office 365 ProPlus

Single Session

33

Best of Both Worlds
RDS AVD

Windows Server Windows Virtual Desktop

Multi-session

RD Session Host

Scalable multi-session modern
Windows user experience with
Windows 10 Enterprise security

Scalable multi-session legacy
Windows environment

VDI

Windows 10

Enterprise

Native single-session modern
Windows experience

Windows 10

Windows Server Windows 10 <
Office 2019 Perpetual Office 365 ProPlus
Multiple Sessions > Multiple Session

© 2023 Ingram Micro Inc. All Rights Reserved.

Office 365 ProPlus

Single Session

34
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Azure Virtual Desktop Service

Consists of: Azure service to manage connections between RD clients and

IT admins can:

»  Publish remote desktops and apps to end users from pools of single or multi-session Windows 10 Enterprise VMs in Azure

* Manage and troubleshoot connections between RD Clients and Windows virtual machines

End users can:

«  Connect to Windows desktops and applications from their favorite client device from anywhere on the internet

RD clients
Customer-managed

sssssssnssssnnnnnnnsi F[REWALL =

Windows Virtual Desktop
Microsoft-managed Azure services

Web Access @

Gateway 6:—)

Diagnostics

J\/\.
.é

Azure SQL DB a

Broker

sesssnsnnnnnsnnnnnns FIREWALE s sesnsnunnnnnnnnnnnsn

Windows 10 Enterprise multi-session VMs

Windows 10 Enterprise multi-session
Customer-managed Azure VMs & services

Azure AD

Desktops

Active
Directory

|;|0

4

Apps

User Profile
File Server

VMs

=]

35

Azure AD Authentication

RD clients authenticate with Azure Active Directory (AAD)

Enables Azure AD security features, such as Conditional Access, Multi-factor Authentication, and Intelligent Security Graph

Maintains app compatibility in the customer’s environment where Windows VMs are AD domain-joined

RD clients
Customer-managed

sassssssssssssnnnnni FIREWALL ssssnnsn

Windows Virtual Desktop

Microsoft-managed Azure services

S
>

Web Access @

s

Gateway 35

Diagnostics

J\/..
.é

Azure SQL DB @

Broker

sssnnsnssnnnnssnnnns F[REWALLEssssannnnadennnnnnnn

Windows 10 Enterprise multi-session
Customer-managed Azure VMs & services

Azure AD

Desktops

ve
Directory

|;|0

<

Apps

User Profile
File Server

VMs
o

=

36
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RD clients
Customer-managed

we! FIREWALL ===sssssnssnsunnnnsn

Improved Isolation : Reverse Connect

Outbound WebSocket connections from customer VMs to Broker and Gateway

Bidirectional communications between VMs and RD infra over https (443)

No inbound ports need be opened to the customer environment

Windows Virtual Desktop
Microsoft-managed Azure services

Windows 10 Enterprise multi-session
Customer-managed Azure VMs & services

VMs

; ; 0o — 0
Di H
jagnostics : 1

Web Access @

Apps

User Profile =]

N
Gateway ticd File Server

Active
Directory ¢'

-
Azure SQL DB

37

RD clients
Customer-managed

HTML |

5|
L

/g

*  WVD Remote Desktop Client

ani FIREWALL =ss=ssssssnansnnnnnsn

Azure Virtual Desktop Access

*  Windows Virtual Desktop HTML5 Web Client

Windows Virtual Desktop
Microsoft-managed Azure services

Windows 10 Enterprise multi-session
Customer-managed Azure VMs & services

VMs

0

Azure AD

Diagnostics

Web Access @

Jv.

Desktops

1 = Apps
F——N

== FIREWALE »=ssssasssannunnnnns

User Profile =
File Server =

Broker >€>
Azure SQL DB @

an Active
Gateway & \7 Directory ¢'

38
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FSLogix Profile Container

* Hybrid User Profiles with FS Logix Profile Container
+ FS Logix Office 365 Container
* Application Masking

RD clients Windows Virtual Desktop Windows 10 Enterprise multi-session
Customer-managed  : Microsoft-managed Azure services :  Customer-managed Azure VMs & services

Azure AD VMs

Desktops g ° Apps °

Web Access @ Diagnostics J\/\-

ssi FIREWALL =sssssnnuus
ss FIREWALL =ssssnsnsnan

Active ¢ FS Logix

AN
Gateway i Broker * < > Directory Profile Container

v

: -
| Azure SQL DB

anoo A NI

39

Extensible Platform

Third-party apps can use PowerShell or REST API to extend Windows Virtual Desktop platform

Examples: Deployment automation, VM scaling & provisioning, Web Ul to configure, monitor, and troubleshoot, etc.

RD clients Windows Virtual Desktop Windows 10 Enterprise multi-session
Customer-managed  : Microsoft-managed Azure services :  Customer-managed Azure VMs & services

Azure AD VMs

Desktops E ° Apps °

Web Access @ Diagnostics J\/\-

=t FIREWALL ==sssssnss
= FIREWALEsssssnsusnnn

Gateway 64\-) Broker -é

v
Rest API 4O

Active User Profile =
Directory ¢ File Server =

anoo A NI

Third-party
app
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AVD

How does it work ?
(with Active Directory)

IN“RAIVI: CLOUD

More as a Service’

© 2020 Ingram Micro Inc. All Rights Reserved.

1. AD Connect Active Directory <-> AAD

RD clients Windows Virtual Desktop Windows 10 Enterprise multi-session
Customer-managed Microsoft-managed Azure services Customer-managed Azure VMs & services
= = Azure AD VMs
¢ee0o
: . () — 0
3 Web Access @ Diagnostics J\/\- B Desktops I;I Apps
<
Z 5 =
e = !
A s * Active FS Logix

Gateway (_q,') Broker Directory Profile Container i
- O.
Azure SQL DB 5
(=
o
© 2023 Ingram Micro Inc. All Rights Reserved. 42
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2. Customer’s VM Reverse Connect

RD clients Windows Virtual Desktop Windows 10 Enterprise multi-session
Customer-managed  : Microsoft-managed Azure services :  Customer-managed Azure VMs & services
- . Azure AD VMs
¢eeo0o E i
B Web Access @ Diagnostics J\/\- H 1 (]
g = P——N
e«

FS Logix
Profile Container

Gateway é$-> Broker

Azure SQL DB @

© 2023 Ingram Micro Inc. All Rights Reserved.
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3. RD Client contacts WVD Service

RD clients : Windows Virtual Desktop : Windows 10 Enterprise multi-session
Customer-managed  : Microsoft-managed Azure services :  Customer-managed Azure VMs & services
E | Azure AD VMs
ce¢oo : :
: . . : o 0
p Web Access @ Diagnostics J\/\- H Desktops L1 Apps
s S
g g
= =
: ih < - T Active FS Logix
Gateway A4 Broker Directory ‘ Profile Container

Azure SQL DB @

© 2023 Ingram Micro Inc. All Rights Reserved.
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4. Azure AD Authentication

RD clients
Customer-managed

Windows Virtual Desktop
Microsoft-managed Azure services

Azure AD

¢e 9

Desktops

B Microsoft

Aanmelden Active

Doorgaan naar Microsoft Azure

Directory

diego.lens@WVDTEST.be|

Geen account? Maak nu een account

Hebt u geen toegang tot het account?

Vorige Volgende

ssssnnsssssnnnnnans F[REWALE=ssnnns

© 2023 Ingram Micro Inc. All Rights Reserved.

|;|0

<+

Windows 10 Enterprise multi-session
Customer-managed Azure VMs & services

VMs

FS Logix
Profile Container

45
- - -
4a. Optional : MFA Authentication
] u
E Azure MFA
RD clients : Windows Virtual Desktop : Windows 10 Enterprise multi-session
Customer-managed Microsoft-managed Azure services : ustomer-managed Azure VMs & services
o :
E_- Azure AD VMs
ce ]
[ | EVH
" M ft
B Microsoft i ierose
diego.lens@WVDTEST.be
= — = Aanmelden : -

Doorgaan naar Microsoft Azure Aanmeldingsaanvraag kel
goedkeuren

diego.lens@WVDTEST.bel )
Q¥ Er wordt naar uw telefoon gebeld. Beantwoord

de oproep om door te gaan.

Geen account? Maak nu een account
U bent gebeld, maar u hebt niet opgenomen.

Hebt u geen toegang tot het account? Probeer het opnieuw. Details weergeven

— Hebt u problemen? Meld u op een andere manier aan
© 2023 Ingram Micro Inc. All Rights Reserved.
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5. Application & Desktop Enumeration

RD clients Windows Virtual Desktop Windows 10 Enterprise multi-session
Customer-managed  : Microsoft-managed Azure services : Customer-managed Azure VMs & services

Azure AD VMs

(] — 0
Desktops E Apps

Web Access @ Diagnostics J\/\-

s FIREWALL ssssssnnnnnn

FS Logix

0
Gateway < \1/-> Broker ~%>

Azure SQL DB @

Profile Container

© 2023 Ingram Micro Inc. All Rights Reserved.

47

6. User will launch Application/Desktop

RD clients Windows Virtual Desktop Windows 10 Enterprise multi-session
Customer-managed  : Microsoft-managed Azure services ¢ Customer-managed Azure VMs & services

Azure AD VMs

o — 0
Desktops E Apps

Web Access @ Diagnostics J\/t-

wa FIREWALL s ssssannnnan

FS Logix
Profile Container

Gateway €$-) Broker -é

Azure SQL DB a

© 2023 Ingram Micro Inc. All Rights Reserved.
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7. AVD Load Balancing

RD clients Windows Virtual Desktop Windows 10 Enterprise multi-session
Customer-managed  : Microsoft-managed Azure services : Customer-managed Azure VMs & services
E . : Azure AD VMs
¢ceeo0o : :
: ) . (1)
3 Web Access @ Diagnostics J\/.. E
=
&
H an FS Logix
H Gateway ésl/_) Profile Container

Azure QL DB @
\./

© 2023 Ingram Micro Inc. All Rights Reserved.

49

8. Return Session Launch Information

RD clients : Windows Virtual Desktop : Windows 10 Enterprise multi-session
Customer-managed  : Microsoft-managed Azure services : Customer-managed Azure VMs & services
Azure AD VMs
¢ee0o :
e ™ . ; H 0 — 0
- wew e oy Diagnostics J\/\- H Desktops L1 Apps
< <
Z z
T [
H N + FS Logix
Gateway ésj,_) Broker .%) H Profile Container

Azure L QL DB @
\“

© 2023 Ingram Micro Inc. All Rights Reserved.
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9. Reverse Connect VM to Gateway

RD clients Windows Virtual Desktop Windows 10 Enterprise multi-session
Customer-managed  : Microsoft-managed Azure services ¢ Customer-managed Azure VMs & services
E . Azure AD VMs
cee0o : :
L Web Access @ Diagnostics J\/.. 0 Desktops I;I o
:
o

N FS Logix
Gateway 08 '{ e ‘ Profile Container

~ IngramDemoWND

Azure SQL DB a

© 2023 Ingram Micro Inc. All Rights Reserved.

51

10. Web-Socket Connection to Gateway

RD clients Windows Virtual Desktop Windows 10 Enterprise multi-session
Customer-managed  : Microsoft-managed Azure services i Customer-managed Azure VMs & services

Azure AD VMs

Web Access @ Diagnostics J\/l- Desktops |;| o
F—N\

Agtive FS Logix
Directory Profile Container

Gateway i ’é

~ IngramDemoWND

Azure SQL DB a

© 2023 Ingram Micro Inc. All Rights Reserved.
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11. Session Start

RD clients
Customer-managed

© 2023 Ingram Micro Inc. All Rights Reserved.

Windows Virtual Desktop
Microsoft-managed Azure services

Web Access

Diagnostics J\/\-
<

-
Azure SQL DB

Windows 10 Enterprise multi-session
Customer-managed Azure VMs & services

Azure AD VMs

Desktops I;I °
—

Active
Directory

FS Logix
Profile Container

53

12. FSLogix Profile Container Attach

RD clients
Customer-managed

=
ceeo0o

© 2023 Ingram Micro Inc. All Rights Reserved.

Windows Virtual Desktop
Microsoft-managed Azure services

Web Access @

Diagnostics Jv-
Broker *é

Azure SQL DB @

Windows 10 Enterprise multi-session
Customer-managed Azure VMs & services

Azure AD

Desktops

Active FS Logix
Directory Profile Container

54
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13. Active Application/Desktop

RD clients Windows Virtual Desktop Windows 10 Enterprise multi-session
Customer-managed Microsoft-managed Azure services Customer-managed Azure VMs & services

Azure AD VMs

Web Access @ Diagnostics Jv- Desktops

i FS Logi
Gateway <—4\-) Broker *é active e

s Directory Profile Container
Azure SQL DB a

anoo JINRLNI
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© 2023 Ingram Micro Inc. All Rights Reserved.
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Azure Virtual Desktop IN“RAM: CLOUD

Requirements

More as a Service’

© 2020 Ingram Micro Inc. All Rights Reserved.

28



Azure Virtual Desktop requires:

To run Windows 10* multi-session, Windows

10* single-session,

Microsoft 365 E3, E5, A3, A5, Business Premium, F3
Windows E3, E5, A3,

Customers can access Azure Virtual Desktop from their non-
Windows Pro endpoints if they have a Microsoft 365 E3/E5,
Microsoft 365 A3/A5 or Windows 10 VDA per user license.

To run Windows Server* 2012 R2, 2016, 2019

Remote Desktop Services (RDS) Client Access
License (CAL) with active Software Assurance (SA)

*Access to FSLogix technology, including Office container, profile
containers and app masking, are included in Windows E3+,
Microsoft 365 E3+, and Remote Desktop Services (RDS) CAL

licenses

or Windows 7

A5

croso 0
i 6 d 6
0
EMS EMS E3 L] L]
Windows 10 E3 .
Windows - - -
Windows Virtual Desktop Rights .
Teams . [ L]
SharePoint' and Yammer Enterprise . . .
Office Web/Mobile Apps Read-only 2 .
Microsoft Forms . ]
Office 365 OneDrive Storage 268 2GB
Email 2 GB® 2GB?
Power Automate 2000 steps/day 2000 steps/day
Power Apps * L]
Stream?* . . 3
'SharePoint Plan K. Cannot be administrators. No site mailbox. No personal site. F1 users unable to create forms, 2GB per user/10GB
shared st . . User Eligibility: M/0365 F-SKU licenses may only be
*Office mobile apps included in F1 limited to devices with integrated screens 10.1° diagonally or less assigned to users without a Dedicated Device. A
e ok o Yekman Dedicated Device is a computing device used for work
with a 10.1” screen or larger, used by the user more than
60% of the user’s total work time during any 90-day
period.
©2023 Ingram Micro Inc. All Rights Reserved.
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Azure Pricing

Pay only for the virtual machines (VMs), storage,
and networking consumed when your users are
using the service

You have the flexibility to pick any VM and
storage options to match your use cases

Take advantage of options such as one-year or
three-year Azure Reserved Virtual Machine
Instances, which can save you up to 72 percent
versus pay-as-you-go pricing. Reserved Virtual
Machine Instances are flexible and can easily be
exchanged or returned

@ 2023 Ingram Micro Inc. All Rights Reserved

59

Active Directory integration

* Active Directory is optionally

» Windows Server Active Directory in sync with Azure Active Directory

* Azure AD Connect

* OR

» Azure Active Directory Domain Services (AADDS)

© 2023 Ingram Micro Inc. All Rights Reserved.
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Virtual Machines (Session Hosts)

* Domain Joined Windows 10 Enterprise Multi-session

Windows 10 Enterprise Single-Session

« AAD Joined

Windows 7 Single-Session
. ) Windows Server 2019
* Hybrid Joined

Windows Server 2016

Windows Server 2012 R2

anoo JINRLNI
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Azure Virtual Desktop IN“RAM: CLOUD

Prepare your Environment

More as a Service’

© 2020 Ingram Micro Inc. All Rights Reserved.
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AD Joined or AAD Joined Devices

* Limitations today :

» AAD Joined devices supported since July 2021

* External Users not supported with AAD Joined devices

+ No support for FSLogix with AAD Joined Devices

No SSO support with AAD Joined Devices

Only Local Profiles supported with AAD Joined Devices

Azure Active Directory

No support for MSIX App Attach with AAD Joined Devices

*  https://docs.microsoft.com/en-us/azure/virtual-desktop/deploy-azure-ad-joined-vm --

© 2023 Ingram Micro Inc. All Rights Reserved.

Active Directory

63

Prepare your Active Directory

* ARM Template Deployment
* Prepare an Additional Disk for FS Logix
* Prepare an OU for WVD Users

* GPO’s

* Prepare an OU for WVD Hostpools

* GPO’s

* If possible : Domain Name equal to Azure

Active Directory Domain

e DNS Server

© 2023 Ingram Micro Inc. All Rights Reserved.

Home > New > Template deployment > Custom deployment
Custom deployment
© Read the docsi2

# Build your own template in the editor

Common templates
KA Create a Linux virtual machine
[;_' Create a Windows virtual machine
& Create a web app

EJ Create a SQL database

Load a GitHub quickstart template

Jisclaimer) @
ry-new-domain v

active
This template creates an Azure VM with AD

Author: simongdavies
Last updated: 2018-07-04
Learn more

64
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mAzure Active Directory Domain Service

* High Available

» No Deployment

* No Management

* No Patching

* Automatic integration with AAD

Microsoft Azure AD

Domain Services

© 2023 Ingram Micro Inc. All Rights Reserved.

65
-
Configure AD Connect
O N
b e &8
Active
Directory
(Azure)
Azure
Active
Directory
AD
Connect
© 2023 Ingram Micro Inc. All Rights Reserved.
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AD Connect Software Download

© 2023 Ingram Micro Inc. All Rights Reserved.

@ overzicht

@’ Aandeslag

BEMEREN
& Gebruikers

% Groepen

s Rollen en beheerders
#  Bedrijfstoepassingen
B Apparaten

#|  App-registraties

B! Toepassingsproxy
= Licenties

¥ Azure AD Connect

& Namen van aangepaste dom...

2 Mobility (MDM en MAM)

Wachtwoord opnieuw instell...

Il Aangepaste huisstijl

«

X Problemen oplossen ) Vemieuwen

i o Gebruik Azure AD Connect om uw Azure AD te integreren met uw Windows Server AD of een andere adreslijst in uw netwerk.

SYNCHRONISATIESTATUS
Niet geinstalleerd
Laatste synchronisatie
Wachtwoord-hashsynchronisatie  Uitgeschakeld

AANMELDING DOOR GEBRUIKER
Federation Uitgeschakeld

Naadloze eenmalige aanmelding  Uitgeschakeld

Pass-through-verificatie Uitgeschakeld

'ON-PREMISES TOEPASSINGEN

Azure AD Connect downloades

ynchronisatie 5 nog nooit urtgevoerd

0 domeinen
0 domeinen

0 agents

ﬁ Op zoek naar het configureren van externe toegang voor on-pi s Ga naar Xy

STATUS EN ANALYSE

@ Uw on-premises infrastructuur voor identiteiten en synchronisatieservices bewaken in de cloud. Azure AD Connect Health

67

AD Connect Configuration

Express Settings

Required Components

Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering
Optional Features
single sign-on

Configure

User sign-in

Select the Sign On method

® Pass-through authentication @

7 Federation with AD Fs @

_) Do not configure (2]

Select this option to enable single sign-on for

) Password Hash Synchronization @

) Federation with PingFederate @ (Preview)

Enable single sign-on @ J

—> Same Sign-On experience
—> Single Sign-On experience

ur corporate desktop users:

We recommend that you have a cloud only Company Administrator account so that you are able to
manage pass-through authentication in the event of an on-premises failure. Learn more

2023 Ingram Micro Inc. All Rights Reserved.
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© 2023 Ingram Micro Inc. All Rights Reserved.

Azure Active Directory Domain Services

SAML NTLM
OAuth Kerberos

Azure
Azure Active
Active Directory

Directory Domain

Services
(AADDS)

69
Create File Share (FSLogix)
File Server Azure Files
2020 Ingram Miera ne. Al Rights Reservod https://docs.microsoft.com/en-us/azure/virtual-desktop/store-fslogix-profile
70
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Azure Virtual Desktop
Components

IN“RAIVI: CLOUD

More as a Service’
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Azure Virtual Desktop Components

A\YD) AVD AVD AVD

Application Metadata

Workspace HostPool
> Group

A\V/p) AVD \Yp)
RemoteApp Desktop SessionHost

© 2023 Ingram Micro Inc. All Rights Reserved.

73

Role Based Access Control (RBAC)

*WVD is ARM Based

* A new Role has been introduced :
Desktop Virtualization User

* Allows user to use the applications in an application group
User Access Administrator

* Administrator than can change the User Access Fole

Desktop Virtualization User ®

Owner @

Owner ®

User Access Administrator (O

© 2020 Ingram Micro Inc. All Rights Reserved.

74

anoo A NI

E
(2}
=
(e}
=
o

12/4/2024

37



12/4/2024

What is a workspace ? (for the Administrator) @

* A Workspace will replace the WVD Tenant in WVD Classic

* A workspace is a logical grouping of application groups

* A Hostpool is not dependent to a Workspace (anymore)

*You can create a Hostpool without assigning to a workspace

*In order to make Application Groups visible to the User, you need to
register them against a Workspace

* [Workspace — Hostpool — Application Group] are located in the same

region

anoo A NI

* A Workspace has got none, one, or multple Application Groups Assigned

© 2020 Ingram Micro Inc. All Rights Reserved.

75

Workspace Dependencies

Workspace | . 6
mote Desktop| | Remote Ap -

A

App Groups

Remote Desktop  Remote Ap
I | :}‘._

anoo A NI

| Session Hosts
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What is a Workspace ? (for the user)

* A collection of Applications and Desktops
* The user does not see the different application Groups

* A Workspace can contain multiple Application Groups

v Workspace1

) '} e L |

Character Paint WordPad WVD LABO
Map Desktop

© 2020 Ingram Micro Inc. All Rights Reserved.

77

What is a Hostpool ?

*Is a Container of equal Virtual machines (Session Hosts)

*In the same location as Workspace and Application Group(s)
* Contains One or Multiple Session Hosts

* Hostpool delivers VMs to the Application Group(s)

* Defines Multi User Environment or Single User Environment

*Has only ONE Image & Image Version assigned
Same OS, same Disk Type, same Image Type & Version

© 2020 Ingram Micro Inc. All Rights Reserved.
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What is an Application Group ?

* A Container of Applications or Desktops

* Two (Resource)Types :

RemoteApp : Contains Shortcuts to Remote Applications
Desktop : Contains Shortcut to full-blown Desktop

*Both Resource Types can be created in ONE Hostpool
*One User can be part of both resource type (same hostpool)

* The Desktop Applicagon Group is called {HostpoglName}—DAG
<

- IEE‘- < B-Bo
Thoue houe
g=F a=p
o o
©2020 ngram Miero ne. Al Righis reserved. — Application Group 1 Application Group 2

O

79

AVD MetaData

* The configuration of Windows Virtual Desktop

West Europe
North Europe
North Central US
East US

East US 2

North CentralUS
South Central US
West Central US
West US

West US2

© 2020 Ingram Micro Inc. All Rights Reserved.
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AVD Components Overview

ARM object model

Subscription Lighthouse

Workspace Host pool
Registered app List of app groups
Qroup

Session host

User sessions

Metadata (in US)

App group
RemoteApp/
Desktop

anoo A NI

i

©2020 Ingram Micro . All Rights Reserved Workers (Any Region)
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Azure Virtual Desktop IN“RAM: CLOUD

Build your POC

More as a Service’

© 2020 Ingram Micro Inc. All Rights Reserved.

1. Microsoft.DesktopVirtualization
Resource Provider

*You do not need to create a WVD Tenant anymore

*You do not need to enable Consent — Pages anymore

*You still need to have an Azure Subscription

* Verify : Microsoft.DesktopVirtualization Resource Provider is registered

* Where ?
Azure Portal > Subscription > Resource Provider > Microsoft.DesktopVirtualization

WVDv2 - Demo | Resource providers

;
é.
[o]
=
o

Ry Partner information

© 2020 Ingram Micro Inc. All Rights Reserved.
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2. Domain Controller or AADDS

Home > New > Template deployment > Custom deployment

© Read the docsz

,l' Build your own template in the editor

Common templates
B Create a Linux virtual machine
I Create a Windows virtual machine
& Create a web app

B Create a SQL database

Load a GitHub quickstart template

Microsoft Azure AD

Domain Services

Select a template (disclaimer) @

active-directory-new-domain v

This template creates an Azure VM with AD

Author: simongdavies
Last updated: 2018-07-04
Learn more

anoo (I NI

© 2020 Ingram Micro Inc. All Rights Reserved.
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3. Create File Share (FSLogix)

File Server Azure Files Azure NetApp Files

anoo A NI

2020 Ingram Miera ne. Al Rights Rescrvod, https://docs.microsoft.com/en-us/azure/virtual-desktop/store-fslogix-profile
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4. Create a Workspace

» Same region as Hostpool and Application Group(s)
* Locations in Europe is available ! Create a workspace

Basics | Application groups Tags  Review + create

*Name Displayed to Users

rouping of application groups. Users will only be able to access an application group published to
kspace. Learn more &

Instance details

Workspace name * [
[

Friendly name

Description

© 2020 Ingram Micro Inc. All Rights Reserved.

87

4. Create a HostPool

* Same region as Workspace and Application Group(s)

» Configure the HostPool Type

Personal (VDI)
Pooled (RDS or WVD Multi-Session)

* Load Balancing Configuration

* Session Hosts not needed yet

© 2020 Ingram Micro Inc. All Rights Reserved.
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5. Create Session Hosts

* Created in the Host Pool
* An updated Registration Key in needed !

* Region can be different compared to HostPool

=

Image
Virtual Machine

N
N

Cloned VMs

89

6. Create Application Group

« Same region as Workspace and HostPool

* Two Types :

Desktop
Remote Application

* Assign here AAD Users or AAD Groups

90
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Outbound access for Virtual Machines

* Enable Outbound Access with
Azu re NAT G ateway afte r 30 The default outbound access for virtual machines in Azure will be retired on 30

September 2025. After this date, all new virtual machines that will require access to
September 2025 if the VM’s

the internet will need to use one of the explicit outbound connectivity methods:

e Azure NAT Gateway

need to have internet access " haure el
®  Azure Load Balancer outbound rules
Wlth the appl Icatlon s runn | n g e Directly attached public IP address
. In this article, we will lock at how you can create and use an Azure NAT Gateway
on th e Vi rt ua | D es kto p for outbound access for your virtual machine.

anoo A NI

https://azure.microsoft.com/en-us/updates?id=default-outbound-access-for-vms-in-azure-will-be-retired-transition-to-a-new-method-of-internet-access

© 2020 Ingram Micro Inc. All Rights Reserved.
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AVD/W i I'IdOWS 365 More as a Service’
Windows App

© 2020 Ingram Micro Inc. All Rights Reserved.

Windows App

* New Client for Secure Connections to Windows 365, AVD, Remote PC's
* hitps://aka.ms/WindowsApp

* Available for: N e
° V\/IﬂdOWS Fa\.‘mrites o
* macOS :
+ I0S/iPad0S @ \
* Android/Chrome OS .mm.ﬂg .E;
* \Web Browsers C.Iou.“d PC | Iczethtoso Desktop
* New Features - :
* Multi Monitor Support - B
¢ Custom Resolution o @ o -

© 2023 Ingram Micro Inc. All Rights Reserved.
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What’s New ?

With the general availability of Windows App, you'll see enhancements designed to make
accessing and managing Windows resources even more seamless. These updates bring new

features and improvements to your experience across all major platforms:

* Device and app actions: Simplify device management with a variety of integrated actions
unique to supported sclutions.

* Support for Windows 365 Frontline Cloud PCs: Enjoy extended compatibility for
specialized use cases.

* In-app feedback: Windows 365 and Azure Virtual Desktop users can easily provide
feedback within the app.

* Account switcher for Microsoft Entra ID: iOS and macOS users can take advantage of

easy account switching when using a Microsoft Entra account.

* Relayed Remote Desktop Protocol (RDP) Shortpath: Experience improved connectivity
and performance for remote sessions. For more information, see Relayed RDP Shortpath
for public networks now available.

https://techcommunity.microsoft.com/blog/windows-itpro-blog/windows-app-now-available-on-all-major-platforms/4246939

© 2023 Ingram Micro Inc. All Rights Reserved.
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More Information

* Download Page
» Windows App - Free download and install on Windows | Microsoft Store

* Get Started with Windows App

* https://learn.microsoft.com/en-gb/windows-app/get-started-connect-devices-desktops-apps

* Introduction Video
e https://voutu.be/[OXU59VbKOc

F

u»uumummwummwmmﬁ
&

© 2023 Ingram Micro Inc. All Rights Reserved. -
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AVD More as a Service’
Azure AD Joined Session Host

© 2020 Ingram Micro Inc. All Rights Reserved.

Azure AD Joined Session Host

* No Active Directory Needed

* Attention :
1) HostPool > RDP Properties > Advanced : Add: targetisaadjoined:i:1

Connection information Session behaviour Device redirection Display settings Advanced

RDP Properties (0

=~ audiomode::0;videoplaybackmode:i 1 redir
vicestoredirect:s:redirectcomports:i:i;redirec
- enablecredsspsupporti:iredirectwebauthn:
senablerdsaadauthii);screen mode iditl;smart

ic resolutioni:1

2) Resource Group > Access Control > Add > Add Role Assignment
- Virtual Machine Administrator Login
- Virtual Machine User Login
- Assign ONE OF BOTH to a User or Group

© 2020 Ingram Micro Inc. All Rights Reserved.
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Verify Settings if this message is
displayed

Sign in failed. Please check your username and password and try again

Reconnect Cancel

anoo A NI

https://learn.microsoft.com/en-us/azure/active-directory/devices/howto-vm-sign-in-azure-ad-
windows#configure-role-assignments-for-the-vm

©2020 Ingram Micro Inc. All Rights Reserved.
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Azure Virtual Desktop IN“RAM: CLOUD

Sizing

More as a Service’

101

Session Host sizing Considerations

* Number of Users per vCPU

* AVD — RDS — VDI (Pooled or Personal)

* Expected Active Users during working hours / Night / Weekend
* Applications

* Graphical Application needs

;
é.
[o]
=
o

© 2023 Ingram Micro Inc. All Rights Reserved.
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Microsoft Recommends

Multi-session recommendations

The following table lists t| aximum suggested number of users p

and the minimum VM for each workload. These r

workloads.

Workload

type

Light

Medium

Heavy

Power 6 vCPUs, 56 GB RAM, 340
GB storage

irtual central processing unit (vCPU)
tions are based on Remote Desktop

Profile container storage

minimum

30GB

30GB

30GB

30GB

https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-services/virtual-machine-recs

© 2023 Ingram Micro Inc. All Rights Reserved.
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Users Per Core

1 User / Core 2 Users / Core

© 2023 Ingram Micro Inc. All Rights Reserved.

3 Users / Core

104
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Price per User per Month

3 USERS PER CORE

12 USERS
RDS for 12 RDS per User | AVD for 12 Users | AVD per User in
Users in Azure | in Azure in Azure Azure

D4S (4 Cores) /1 €252,53 €21,04 € 113,06 €9,42
year RI(24/7)

TOTAL / User €21,04 l€9,42 |

© 2023 Ingram Micro Inc. All Rights Reserved.

105

Price per User per Month

3 USERS PER CORE
24 USERS

AVD for 24 Users
in Azure

AVD per User in
Azure

RDS per User
in Azure

RDS for 24
Users in Azure

D8S V5 (8 Cores)  €470,85 €19,61 €8,55
/ 1 year RI (24/7)
TOTAL / User €19,61 | €855 |

© 2023 Ingram Micro Inc. All Rights Reserved.
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Price per User per Month

3 USERS PER CORE

24 USERS
RDS for 24 RDS per User | AVD for 24 Users | AVD per User in
Users in Azure | in Azure in Azure

D8S 5 (8 Cores) € 470,85 €19,61 € 205,41 €8,55

/ 1year Rl (24/7)

RDS CAL €5,85

M365 BPremium €18,60 €18,60
i
a.

TOTAL / User € 44,06 [€27,15 | e
(=
o

© 2023 Ingram Micro Inc. All Rights Reserved.
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Azure Virtual Desktop IN“RAM: CLOUD

FSLogix Integration —

© 2020 Ingram Micro Inc. All Rights Reserved.
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FSLOQIX With the acquisition of FSLogix, eligible customers will get access to
Technologies three core pieces of technology

@ Profile Container
Replacement for roaming profiles and folder redirection. Dramatically speeds up
logon and application launch times.

* Includes Office 365 Container, which roams Office cache data (Outlook OST, OneDrive
cache, Skype for Business GAL, etc.) and Windows Search DB with user in virtual desktop
environments.

oo App Masking

| Minimize number of gold images by creating a single image with all applications.
Excellent app compatibility with no packaging, sequencing, backend
infrastructure, or virtualization.

i Java Redirection
Helps protect the enterprise from vulnerabilities of multiple installed versions of
Java by mapping specific versions to individual apps or websites.

110
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Benefits

8 Container

111

Benefits

@ Profile Container

SMB Storage

Uses native Windows
VHD capabilities—no hypervisor.

Very easy to deploy and manage.

Completely seamless end-user
experience.

Works with other application
management platforms.

Easy to test, implement,
and manage.

Reduces network and
filesystem load.

SMB Storage

Places entire user profile in
network-based container.

Extremely fast logon times.

Virtually eliminates profile
corruption.

Works alongside existing User
Environment Management
platforms.

12/4/2024

56



User profile disks versus
FSLogix Profile Containers

User Profile Disks (UPD) FSLogix User
Profile
Containers

Low Integrity Application Support No
(Office, Acrobat, Internet Explorer)

Migrate Existing Profiles No
Office 365 Support No
Roam Windows Search dB No
Ondrive Cache Container No
OST-Files ?
Concurrent Access to Profile No

Yes

Yes
Yes
Yes
Yes
Yes
RW + RO

https://docs.fslogix.com/display/FA26/Microsoft+UPD+vs+FSLogix+Profiles

© 2023 Ingram Micro Inc. All Rights Reserved.

113

FSLogix Containers Documentation

https://interact.sharefile.com/public/share/web-
se0d304c096fa4ef4ad68f08770372d78

© 2023 Ingram Micro Inc. All Rights Reserved.

upD and FSLogix
Containers

L -
peployment petails s
ot on P
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Benefits

Places Office 365 cache data in
network-based container.

Enables roaming of Outlook OST,
OneDrive cache, Windows Search,

A
I I and more...

SMB Storage Office apps have native
performance and behavior.

Office 365 Container

Works alongside other profile
management platforms.

®
o8
J

115

00800 - ™
#Felogix
FSLogix Office 365 Container Product Overview

David G Young Jr — Architect/Product Champion

July 2016 Engineering the Enterprise Class Workspace

https://interact.sharefile.com/public/share/web-se0d304c096fa4ef4ad68f08770372d78
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Beneﬂts Application Management without

sequencing, snapshotting,
packaging, or virtualization.

All apps installed in base image.

* Only apps a user is entitled to
are revealed.

* App entitlements can be
changed in real time.

» Works with fonts, plugins, and
more...

* Excellent app compatibility
App Masking

Massively reduce the number of
gold images that must be
maintained

117

Benefits

. Securely collocate multiple version

Dm A G+ - | of Java on same base image

Search Filter: |
B coe : Run each app or website with
- E— W specific version of Java required for
Jova Verson \r:iggm = full fUnCtiOha“ty

Uses FSLogix App Masking to hide
unused versions of Java when not
‘ needed

Java Redirection

118
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FSLogix Agent Installation

* https://go.microsoft.com/fwlink/?linkid=2084562
» Aka.ms/fslogix

anoo JINRLNI
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Office 365 / Microsoft 365 IN“RAM: CLOUD

More as a Service’

on Azure Virtual Desktop
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What is Shared Computer Activation ?

SCA is used for situations where multiple users share the same
computer and where the users are logging in with their own
account.

)\

B o 2 O
— N =01 —

e

R

@ 2023 Ingram Micro [nc. All Rights Reserved
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SCA with Microsoft 365 Business Premium

 Normally, Office 365 can be Activated on a limited N° of devices (5)

* Microsoft 365 Business Premium can now be activated on shared
computer activation > No Limit !

* hitps://techcommunity.microsoft.com/t5/Microsoft-365-Business-
Blog/Shared-Computer-Activation-for-Office-in-Microsoft-365-

N 5 e " " e -
B Uusli ﬂeSS/ba - 0/472 994 Verify that shared computer activation is enabled for Office 365 3
ProPlus @
Here are two ways that you can check whether shared computer activation is enabled on the computer that has Office 365
ProPlus installed.
—
* Open any Office 365 ProPlus program, such as Word. Go to File > Account > About Word (or whatever the name of the o
app is). On the second line from the neath the version number, you should see Shared Computer
h b hould hared =
Activation, instead of a Produc ollowing screenshot. °
(=
A o6 o
Microsoft® Word 2016 MSO (16.0.84:
aaaaaaaaaaaaaaaaaaaaa
* Use Registry Editor, and go to HKEY_LOCAL_MACHINE\SOFTWARE\Mi Office\ClickToRun\C The:
© 2023 Ingram Micro Inc. All Rights Reserved should be a value for SharedComputerLicensing with a setting of 1.
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AVD Load Balancing

IN“RAIVI: CLOUD

More as a Service’

© 2020 Ingram Micro Inc. All Rights Reserved.
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2vCPU/4GB RAM . 2vCPU/4GB RAM = 2vCPU/4GB RAM R 2vCPU/4GB RAM . 2vCPU/4AGB RAM
. . . .

Resource T
Utilization bt 2

LR

- mY ou o ol o

VMs .“ E N
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127

Host pool

0 . P Search (Ctrl+/) «
* During Creation por—

& Activity log

* At Host pool level

* HostPool > Properties -

@ Tags

2 Diagnose and solve problems
Settings

11! Properties

& Locks

& Export template
Manage

© Application groups
B3 session hosts
Monitoring

[ Diagnostic settings
Support + troubleshooting

B New support request

©2023 Ingram Micro Inc. All Rights

Load Balancing Algorithm Configuration

1 WVD-W10-MU | Properties

save X Discard L Download template

Subscription

[ 161285b8-047e-46db-bbde-7645988e9420 n

Change subscription

Location
EastUS 2

Name

WVD-W10-MU

Configuration

Personal desktop
Validation environment ©
Friendly name

Description

Yes No
O No (® Yes

Created through the WD extension

Max session limit ©

Load balancing algorithm ©

[s |

[ Breadth-irst |

RDP Properties O

anono

Example: audiocapturemods

128

64



12/4/2024

WVD Autmatically Scaling (14h00)

WVD Autmatically Scaling (14h00-16h30)
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WVD Drain Mode (16nh30)

Logoff & Logon
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Drain Mode Configuration

* At Session host Configuration

IMC-1.IMCLOUD.GA

Session host

Send message u/) Log off all active users 533:3 Change drain mode @ Remove D Refresh

A\ Essentials
Name : IMC-1.IMCLOUD.GA
-
Size : Standard B2s a
Last heartbeat time : 8/28/2020, 2:11:40 PM
Drain mode : Off (allows new connections)
(2]
Users P
L=
o

‘ P Filter by Name

There are no users within this session host.

© 2023 Ingram Micro Inc. All Rights Reserved.
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Autoscale for Azure Virtual Desktop

* Tool uses Azure Automation and Azure Logic App

https://docs.microsoft.com/en-us/azure/virtual-desktop/set-up-scaling-script

anoo A NI

Azure Logic Apps

Azure 4
Automation

© 2020 Ingram Micro Inc. All Rights Reserved.
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Azure Virtual Desktop
What is New ?

o Microsoft

© 2021 Ingram Micro Inc. All Rights Reserved.

135

IN“RAIVI: CLOUD

More as a Service’

12/4/2024

2 Session Desktop

AVD Watermarking

HoeOCHBZ

https://learn.microsoft.com/en-us/azure/virtual-desktop/watermarking

© 2021 Ingram Micro Inc. All Rights Reserved.
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Windows 7 Not supported anymore

* Windows 7 Support ended on 10-01-2023

Operating system User access rights
e Windows 11 License entitlement: E
Enterprise multi- e Microsoft 365 E3, E5, A3, A5, F3, Business Premium, Student Use Benefit
session e Windows Enterprise E3, E5 g
e Windows 11 e Windows VDA E3, E5
Enterprise e Windows Education A3, A5 6
e Windows 10 5
Enterprise multi- External users can use per-user access pricing instead of license entitlement. c
session o
e Windows 10
Enterprise
® Windows Server 2022 License entitlement:
e Windows Server 2019 ® Remote Desktop Services (RDS) Client Access License (CAL) with Software
e Windows Server 2016 Assurance (per-user or per-device), or RDS User Subscription Licenses.
e Windows Server 2012
R2 Per-user access pricing is not available for Windows Server operating systems.
© 2021 ngrarm MICIO ING. AL RIGHLS Keserveu . L. . .
https://learn.microsoft.com/en-us/azure/virtual-desktop/prerequisites#operating-systems-and-licenses
137
SLogix VHD-Disk I
FSLogix -Disks compaction
' . . .
* Decrease the amount of storage a user's container is using
* During the sign-out phase, disk compaction should run
E
=
=
o
=
o

FSLogix 2210

©2021 Ingram Micro Inc. All Rights Reserved.
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Azure Virtual Desktop :actie birectory optional!

RD clients Azure Virtual Desktop Service
Customer-managed  : Microsoft-managed

HTML | Customer’s Azure AD

Desktops E Apps

Active FSLogix —
Directory ‘ User Profile =

Customer’s Tenant (&

Web Access @ Diagnostics J\/t-

-
~ B[]
FIREWALL

s FIREWALlE sssusnnnnnnnnnnnnnns

Gateway (—i—) Broker -é)

: —
Azure SQL DB

anoo ;IARFHs NI

* Using your own Active Directory is

https://docs.microsoft.com/en-us/azure/virtual- ble but not needed anymore
desktop/deploy-azure-ad-joined-vm (public preview since 07-202 lb@
* Using FSLogix User Profiles is

© 2021 Ingram Micro Ine. All Rights Reserved recommended but not needed
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Azure Virtual Desktop :exermal users (e

RD clients Azure Virtual Desktop Service :
Customer-managed  : Microsoft-managed : External Azure AD Users

HTML | Customer’s Azure AD

—
Desktops E Apps -

Web Access @ Diagnostics J\/t-

«! FIREWALL ssssssnnnssn
was FIREWALL s ssssnsanans

Active FSLogix —
Directory ‘ User Profile =

Customer’s Tenant (&

Gateway (—i—) Broker -é)

: -
Azure SQL DB

anoo ;IARFHs NI

Additional Cost will Apply * External Azure AD Users can be
given access to Remote
Applications and Remote Desktops
running in your Tenant”

©2021 Ingram Micro Inc. All Rights Reserved. (New sinee July 15, 2021 '®
New s . y .
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Azure Virtual DESk‘tOp : Remote App Streaming

E
-;;.
=
—_ o
> [=
o
App as a SaaS solution
https://learn.microsoft.com/en-us/azure/virtual-desktop/remote-app-streaming/licensing
- External (B2B) Identities not supported yet
©2021 Ingram Micro Inc. Al Rights Reserved - External Users created in own Tenant
- Guest Accounts not supported
141
AVD Remote App Streaming @
* Special Promo effective from July 14, 2021 to December 31, 2021
* No Licensing Cost for External Users ONLY (Infrastructure Cost same as before)
» New per-user Pricing effective on January 1, 2022 5
_ AppS Only (from January 1, 2022) AppS & Desktops (from January 1, 2022) g‘
External Users $5.50 $10.00 =
Internal Users Same licensing as before : Same licensing as before :
- Windows 10 Enterprise - Windows 10 Enterprise
- Microsoft 365 BP, E3, E5 - Microsoft 365 BP, E3, E5

https://azure.microsoft.com/en-us/blog/azure-virtual-desktop-the-desktop-and-app-virtualization-platform-for-the-hybrid-workplace/

©2021 Ingram Micro Inc. All Rights Reserved.
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SSO & Passwordless Authentication

* Today in Public Preview

* 5SSO for Azure AD Joined SessionHosts

* SSO for Hybrid Azure AD Joined SessionHosts

* Passwordless Authentication using Windows Hello

* Passwordless inside the session (Only Windows Client)

1]} SingleSignOn | RDP Properties # -
955 Host pool

» FIDO2 Keys support

Azure AD authentication (O [ RoP vill attempt to use Azure AD authentication to sign in

ity Suppert [ RDP will use CredssP if the operating system supports Credssp

https://techcommunity. microsoft.com/t5/azure-virtual-

desktop-blog/announcing-public-preview-of-sso-and- Settings Altemate shell © [ cvProgramFileswofficevwword.exe

passwordless-authentication/ba-p/3638244 7 scaling plan

KDC proxy name @ [ kdecontoso.com

Il ROP Properties

©2021 Ingram Micro Inc. All Rights Reserved. 11l Properties

anoo ;IARFHs NI
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Private Endpoint + Private Link

xS

* Information to remain on trusted private network
* No communications over Public Internet
* Azure Virtual Desktop services reached over Azure backbone network

Deny Internet A%

Host pool

¥

Azure Virtual Desktop

D 0.0.0.5
VPN Gateway \1

< > < = l 5
Express Y Private
ﬁ Route AVD Private: Link
i endpoint : Gateway Broker
On-premises :

L 40D Virtual Network
(10.0.0.0/16) Microsoft Azure Services

https://techcommunity.microsoft.com/t5/azure-virtual-desktop-blog/new-ways-to-optimize-flexibility-improve-security-and-reduce/ba-p/3650895

©2021 Ingram Micro Inc. All Rights Reserved.

AR
%EVIEW .
o
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RDP Shortpath for public networks

GA

* Direct UDP connection between Client and SessionHost
* Using Simple Traversal Underneath NAT + Interactive Connectivity Establishment

(STUN/ICE) .
_/“*’/ \w g
/|“ Azure ;-:::I::eﬂup ”L‘__ é‘
TCP Transport Protocol — AN TCP Transport Protocol o]
Hop #1 - Hop #2 g

". lI

.\n——r __‘-/.

Microsoft Azure Services

: e
—m RDP Shortpath for public networks

with STUN/ICE protocol

©2021 Ingram Micro Inc. All Rights Reserved.
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FSLogix Automatic Storage Savings

* Unused space in FSLogix VHD (X) is reclaimed at logoff

Storage
space

& Less storage space,
\ lower storage cost

anoo ;IARFHs NI

Profile in use Profile at rest

©2021 Ingram Micro Inc. All Rights Reserved.
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Microsoft Universal Print

Azure Cloud

IPP
.
Universal o~
Print / M

gl Open port with
Ll external IP
Firewall

© 2020 Ingrar Micro Inc. All Rights Reserved.
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MS Intune and Multi-Session in AVD

SCCM
Config Manager

Microsoft Endpoint Manager Azure Arc

Management
-

- Ndpoit i - : ¥ ften
Mlcrosoﬁlntune p“thm A ConflgurationMa )

Nager

Microsoft Threat Protection

- - . sy

=
Identity Devices,, 4. Cloud apps Infrastructure

©2020 Ingram Micro Inc. All Rights Reserved.  https://learn.microsoft.com/en-us/mem/intune/fundamentals/azure-virtual-desktop-multi-session
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AVD QuickStart

* Simplifies and automates the WVD deployment process

* Deploy full WVD environment
AADDS

WVD Configuration Windows Virtual Desktop QuickStart
FSLogix and Shared Storage
Azure Automation

C & wdquickst

Overview | | HowltWorks | GettingStarted | | Customize | Troubleshoot

Welcome to the WVD QuickStart!

Windows Virtual Desktop (WVD) is a desktop and app virtualization service that runs on Microsoft
Azure. Windows Virtual Desktop can be accessed from many client devices with applications for
Windows, MacOS, i0S, Android, and Linux. You can also use most modern browsers (that support
HTMLS) to access Windows Virtual Desktop-hosted experiences, all allowing you to access your
hosted remote desktop and (remote) applications. New to WVD? Check out the Microsoft Learn
module on WVD or the overall WVD documentation for more information.

anoo A NI

https://wvdquickstart.com
https://techcommunity.microsoft.com/t5/windows-virtual-desktop/introducing-the-windows-virtual-
desktop-quickstart/m-p/1589347

© 2020 Ingram Micro Inc. All Rights Reserved.
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Wrap-Up

Remote Desktop : Historical Overview
Remote Desktop : Challenges
Azure Virtual Desktop

AVD : How does it work ?

AVD : Requirements

AVD : Prepare your Environment
AVD : Components

AVD : Build your POC

AVD : Sizing

AVD : FSLogix Integration
Shared Computer Activation
AVD : Load Balancing

AVD Value Added Solutions

AVD Roadmap

anoo A NI
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Connected Workplace
Together We Achieve More

Waork together, work smarter and stay
productive, from anywhere with our
comprehensive suite of collaboration apps,
digital expeniences, and virtual deskiops,
designed to help you do more.

e
| Collaboration Apps
s, o cing

Connected Workplace

Duowo
& Mcosot

- -
TR s
o — = rm———

Windows 365 and
Azurg Virtual Desktop
£ -

Tell

INRAMI CLOUD
= Microsoft

o .
Azure Virtual Desktop :
Setup a POC

.
SUBSCRIBE HERE

LT INRAMI CLOUD

E SUBSCRIBE HERE

Azure Virtual Desktop : )
Advanced Topics.

EX+CX=TX

Employee Experience + Customer Experience = Total Experience

IN“RAM{ CLOUD
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