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December 17, 2024

Modern Work Journey

Microsoft 365 Security 
Story Telling

Diego Lens
Cloud Solutions Strategist
Ingram Micro Cloud

!! COURSE WILL START AT 14h00!!!

December 17, 2024

Modern Work Journey

Microsoft 365 Security 
Story Telling

Diego Lens
Cloud Solutions Strategist
Ingram Micro Cloud
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Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

Diego Lens

Diego Lens
• 24 Years working in Distribution
• Cloud Enablement
• Sales/Technical Trainings
• Microsoft Azure
• Microsoft 365
• Azure Virtual Desktop

• diego.lens@ingrammicro.com

• linkedin.com/in/diegolens

Modern Work Journey

18 Jun 13 Mar 23 Apr

20 Mar 8 May

https://bit.ly/2025H1
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Microsoft Azure Journey

25 Jun

26 Feb

11 Mar 18 Mar

25 Mar

6 May

https://bit.ly/2025H1

Desktop Virtualization

26 Mar

14 May

11 Jun

https://bit.ly/2025H1
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Artificial Intelligence

19 Feb 30 Apr
21 May

TBD
TBD

https://bit.ly/2025H1

Ingram Micro Cloud

7 May

15 May

Stream

https://bit.ly/2025H1
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Are you organizing your own event for your customers?

Searching for a speaker ?

diego.lens@ingrammicro.com

https://bit.ly/2025H1

https://cvent.me/OvlQZR
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Training Calendar 2024 – Q3-Q4

Are you organizing your own event for your customers ?

Searching for a speaker ?

diego.lens@ingrammicro.com

https://bit.ly/2024H2

AGENDA 
Office 365 or Microsoft 365

Microsoft Subscriptions

Office 365

Microsoft 365

Identity & Access Management (Microsoft Entra)

Device & Threat Protection (Microsoft Defender)

Exchange Online Protection

Microsoft Defender for Endpoint

Microsoft Endpoint Manager : Intune

Information Protection (Microsoft Purview)

Security & Compliance (Microsoft Priva)

Copilot for Microsoft 365
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Office 365 or Microsoft 365
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Perpetual Subscription

Perpetual Subscription

Office 2019
Office 2021
Office 2024 (preview) 
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Microsoft Modern Work Products

Enterprise

Business
Designed for small & midsize 

business
Up to 300 users

Designed for an EnterpriseOffice & Collaboration Solutions

High Secure Office & 
Collaboration Solutions

Office 365 Enterprise

Office 365 E1
Office 365 E3
Office 365 E5 

Office 365 A1
Office 365 A3
Office 365 A5

Office 365 F3

Enterprise

Academic

Firstline Workers
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Microsoft 365 Business Premium
Cloud Services, Desktop Apps, and Advanced Security

Microsoft 365 Apps for business
Desktop Apps

Microsoft 365 Business Standard
Cloud Services and Desktop Apps

Microsoft 365 Business Basic
Cloud Services

Office 365 for business 
Products renamed in 2019

19© 2020 Ingram Micro Inc. All Rights Reserved. https://www.microsoft.com/microsoft-365/partners/smb-sku-rename

Microsoft 365 Enterprise

Microsoft 365 E3
Microsoft 365 E5

Microsoft 365 A3
Microsoft 365 A5

Microsoft 365 F1
Microsoft 365 F3

Enterprise

Education (Academic)

Firstline Workers
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Firstline Worker Plan Restrictions

Microsoft 365 Business

Microsoft 365 Business Premium

https://aka.ms/M365BusinessPlans (PDF download) 

21
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Microsoft NCE Subscriptions

Subscription Period (Duration)
• Seat-Based Cloud offering

Monthly Subscription Annual Subscription 36 Month Subscription

 Enables a customer to change the 
number of licenses month to month 
(up and down)

 Customer can cancel in any month 
with no further payment obligation

 20% higher price then they annual 
subscription

 Price locked for 1 month

 Cancellation after 72 hours will be 
billed for the full month

 Regular commitment

 Ability to increase user count any 
time with the ability to decrease 
annually

 Price locked for 12 months

 Same price as today in CSP

 Pay monthly or annually

 Cancellation after 168 hours (7 
calendar days) will be billed for 
the full 12-month term

 Enables a customer to lock pricing 
for a full 36 months

 Ability to increase user count any 
time with no ability to decrease 
during term

 Billing options include monthly, 
annual or upfront

 Same as annual offer

 Cancellation after 168 hours       
(7 calendar days) will be billed for 
the full 36 month term

coming soon

23
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Subscription Payment
Monthly Subscription Annual Subscription 36 Month Subscription

coming

 Enables a customer to change the 
number of licenses month to month 
(up and down)

 Customer can cancel in any month 
with no further payment obligation

 20% higher price then they annual 
subscription

 Price locked for 1 month

 Cancellation after 72 hours will be 
billed for the full month

 Regular commitment

 Ability to increase user count any 
time with the ability to decrease 
annually

 Price locked for 12 months

 Same price as today in CSP

 Pay monthly or annually

 Cancellation after 168 hours (7 
calendar days) will be billed for 
the full 12-month term

 Enables a customer to lock pricing 
for a full 36 months

 Ability to increase user count any 
time with no ability to decrease 
during term

 Billing options include monthly, 
annual or upfront

 Same as annual offer

 Cancellation after 168 hours       
(7 calendar days) will be billed for 
the full 36 month term

Monthly Payment Monthly Payment

Yearly Payment

Monthly Payment

Yearly Payment

coming soon

Yearly / Yearly

Ordering Subscriptions (payment/period)

Monthly Subscription Annual Subscription 36 Month Subscription

coming

 Enables a customer to change the 
number of licenses month to month 
(up and down)

 Customer can cancel in any month 
with no further payment obligation

 20% higher price then they annual 
subscription

 Price locked for 1 month

 Cancellation after 72 hours will be 
billed for the full month

 Regular commitment

 Ability to increase user count any 
time with the ability to decrease 
annually

 Price locked for 12 months

 Same price as today in CSP

 Pay monthly or annually

 Cancellation after 168 hours (7 
calendar days) will be billed for 
the full 12-month term

 Enables a customer to lock pricing 
for a full 36 months

 Ability to increase user count any 
time with no ability to decrease 
during term

 Billing options include monthly, 
annual or upfront

 Same as annual offer

 Cancellation after 168 hours       
(7 calendar days) will be billed for 
the full 36 month term

Monthly Payment Monthly Payment

Yearly Payment

Monthly Payment

Yearly Payment

coming soon

Monthly / Monthly Monthly / Yearly
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26



6/19/2025

14

Cloud Marketplace Example

Monthly Payment Monthly Subscription

Monthly Payment Annual Subscription

Annual Payment Annual Subscription

Monthly / Monthly

Monthly / Yearly

Yearly / Yearly

Office 365

27
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Client/Server Applications

Applications

Client part

Applications

Cloud part

Office 365 Services + Clients

 Exchange Online Outlook
 Sharepoint Online Web Browser
 Teams Services Teams Client
 OneDrive for Business OneDrive App

(Oct 1, 2023)

Applications

Client part

Applications

Cloud part

29
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Office 365 Client / Server solutions

O365 
E5

$35/u/m

O365 
E3

$20/u/m

O365 
E1 

$7/u/m

O365 
F3

$4/u/m

M365 Apps 
for 

enterprise1

$11/u/p


Install Word, Excel, PowerPoint, OneNote, Outlook, Access2, and Publisher2 on up to 5 PCs/Macs + 5 tablets 
+ 5 smartphones per userMicrosoft 365 Apps

3Commercial use rights for Office mobile apps and Office for the web

4ExchangeEmail & Calendar
5SharePoint, YammerSocial & Intranet
TeamsMeetings, Voice & 

Collaboration Phone System, Audio Conferencing

5+ TB65+ TB65+ TB62 GB1 TBOneDrive
Files & Content

8Stream, Sway for Microsoft 365


Mobile Device Management for Microsoft 3659Device 

Management
Forms7

Business Apps
Bookings, Planner, To-Do

Content Search, manual sensitivity and retention labels10, Basic Audit

Security & 
Compliance


Office 365 Data Loss Prevention (DLP) for email and files, eDiscovery Export, eDiscovery Hold, Litigation 
Hold, In-Place Hold, Email archiving



Advanced Audit, Advanced eDiscovery, Advanced Message Encryption, Office 365 Cloud App Security, 
Communication Compliance, Communications DLP (Teams chat), Customer Key, Customer Lockbox, 
Information Barriers, Records Management, Rules-based auto classification11, Privileged Access 
Management

Insights by MyAnalytics (Outlook plug-in)

Analytics MyAnalytics (dashboard, digests, inline suggestions)

Power BI Pro

Client Part

Cloud Service

Office 365 Enterprise Client / Server solutions

O365 
E5

$35/u/m

O365 
E3

$20/u/m

O365 
E1 

$7/u/m

O365 
F3

$4/u/m

M365 Apps 
for 

enterprise1

$11/u/p


Install Word, Excel, PowerPoint, OneNote, Outlook, Access2, and Publisher2 on up to 5 PCs/Macs + 5 tablets 
+ 5 smartphones per userMicrosoft 365 Apps

3Commercial use rights for Office mobile apps and Office for the web

4ExchangeEmail & Calendar
5SharePoint, YammerSocial & Intranet
TeamsMeetings, Voice & 

Collaboration Phone System, Audio Conferencing

5+ TB65+ TB65+ TB62 GB1 TBOneDrive
Files & Content

8Stream, Sway for Microsoft 365


Mobile Device Management for Microsoft 3659Device 

Management
Forms7

Business Apps
Bookings, Planner, To-Do

Content Search, manual sensitivity and retention labels10, Basic Audit

Security & 
Compliance


Office 365 Data Loss Prevention (DLP) for email and files, eDiscovery Export, eDiscovery Hold, Litigation 
Hold, In-Place Hold, Email archiving



Advanced Audit, Advanced eDiscovery, Advanced Message Encryption, Office 365 Cloud App Security, 
Communication Compliance, Communications DLP (Teams chat), Customer Key, Customer Lockbox, 
Information Barriers, Records Management, Rules-based auto classification11, Privileged Access 
Management

Insights by MyAnalytics (Outlook plug-in)

Analytics MyAnalytics (dashboard, digests, inline suggestions)

Power BI Pro

M365 Apps for Enterprise
Client Part Only

Office 365 E1
Cloud Service Part Only

Office 365 E3 & E5
Both Cloud Service + Apps

Before April 21, 2020 Product was called Office 365 ProPlus

31
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Microsoft 365 Business Client / Server solutions

M365 Apps for Business
Client Apps Only

M365 Business Basic
Cloud Service Part Only

M365 Business Standard
Both Service + Apps

Before April 21, 2020 Product was called Office 365 Business

Office 365 E5 differences (compared with O365 E3)

 Phone System, Audio Conferencing
 Office 365 Data Loss Prevention
 Office 365 Cloud App Security
 Microsoft Defender for Office 365
 Information Protection for Office 365
 Communication Compliance

33
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Office 365 Bundles
Office 365 E1 Online Services Only

Office 365 E3 Client Apps + Online Services

Office 365 E5 Client Apps + Online Services + Security & Compliance

Office 365 A1 Online Services Only for Academic only

Office 365 A3 Client Apps + Online Services for Academic only

Office 365 A5 Client Apps + Online Services + Security & Compliance, Academic

Office 365 F3 Limited Set of Online Services Only

M365 Business Basic Online Services Only

M365 Business Standard Client Apps + Online Services

Teams in European Economic 
Area (EEA)

35
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Competition started during corona

• July 27 2023, European Commision launched antitrust investigation
• August 31, 2023 Microsoft announced licensing changes

• Office 365 E1, E3, E5, F3

• Microsoft 365 E3, E5, F1, F3, Business Standard, Business Premium, Business Basic

• Starting October 1, 2023 
• new Microsoft 365 / Office 365 suites do not include teams
• new standalone Teams offering for Enterprise customers
• Microsoft 365 E3/E5/Business Standard/Business Premium/Office365 E1,E3,E5   :   - €2.00 
• Microsoft 365 Business Basic : - €1.00
• Microsoft 365 F1/F3, Office 365 F3 : - €0.50

Licensing Update for EEA

• New EEA-specific Enterprise suites without teams, priced at €2 discount
• New standalone Teams SKU for Enterprise, priced at €5.00
• Customers who intend to buy Office 365 E1/E3/E5 or Microsoft 365 

E3/E5 seats for the first time will need to transition to EEA (No Teams)
• Customers who wish to continue using, expanding, renewing or 

upgrading their Office 365 E1/E3/E5 seats, may continue to do without 
impact

• https://aka.ms/TeamsinEUPartnerPage
• https://aka.ms/TeamsinEUPartnerFAQ

Licensing Update for EEA

37
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Available optionsOrder typeNCE SKU’s
- 2 €
+ 5 €

New customers are ordering a SKU without Teams included (EEA)
- They have the option to order Teams additionally

NewOffice 365 E1/E3/E5

Existing customers can renew / add new seats / step upExistingOffice 365 E1/E3/E5
- 2 €
+ 5 €

New customers are ordering a SKU without Teams included (EEA)
- They have the option to order Teams additionally

NewMicrosoft 365 E3/E5

Existing customers can renew / add new seats / step upExistingMicrosoft 365 E3/E5

- 2 €
- 1 €

New customers have the choice:
- Microsoft 365 Business B/S/P with Teams included
- Microsoft 365 Business S/P EEA without Teams included
- Microsoft 365 Business Basic EEA without Teams included

NewMicrosoft 365 Business 
Basic/Standard/Premium

Existing customers can renew / add new seats / step upExistingMicrosoft 365 Business 
Basic/Standard/Premium

- 0.5 €

New customers have the choice:
- Office 365 F3  Business B/S/P with Teams included
- Microsoft 365 Business B/S/P EEA without Teams included

NewOffice 365 F3 – M365 F1/F3

Existing customers can renew / add new seats / step upExistingOffice 365 F3 – M365 F1/F3

Adding Microsoft 365 / Office 365 seats in EEA/ Switserland

39
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Microsoft 365

Microsoft 365 Bundle

M365 is a Bundle of 3 other Bundles

 Office 365
 Enterprise Mobility & Security
 Windows 11 Enterprise

41
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• Bundles five products

• Entra ID
• Microsoft Endpoint Manager : Intune
• Purview Information Protection Premium
• Microsoft Cloud App Security
• Advanced Threat Analytics

Enterprise Mobility & Security Bundle

• Upgrade from Windows 10/11 Professional

• Microsoft Defender for Endpoint
• Windows Defender

• Credential Guard
• Application Guard
• Application Control

• Microsoft Application Virtualization (App-V)
• Microsoft User Environment Virtualization (UE-V)
• Microsoft Universal Print
• Azure Virtual Desktop License

Windows 11 Enterprise Bundle

43
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Microsoft 365 Products & Plans
Microsoft 

365 E5
Microsoft 

365 E3
Microsoft 

365 
Business 
Premium


Entra ID Premium P1

Entra ID
Entra ID P2

Microsoft Defender for Office 365 Plan 1Microsoft Defender 
for Office 365 Microsoft Defender for Office 365 Plan 2

Microsoft Defender for Endpoint Plan 1Microsoft Defender 
for Endpoint 1Microsoft Defender for Endpoint Plan 2


Microsoft Defender for IdentityMicrosoft Defender 

for Identity

Enterprise Mobility & Security Plan 1Enterprise Mobility 
& Security Enterprise Mobility & Security Plan 2


Microsoft Purview Information Protection Premium P1Microsoft 

Information 
Protection Microsoft Purview Information Protection Premium P2


Insights by MyAnalytics (Outlook plug-in)Microsoft Defender 

for Cloud Apps

Microsoft Intune Plan 1

Microsoft Intune
Add-OnAdd-OnAdd-OnMicrosoft Intune Plan 2

Add-On Licenses

45
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Total Overview 

https://aka.ms/M365EnterprisePlans (PDF Download Link = Always Latest)
https://aka.ms/M365EnterprisePlansEEA

https://aka.ms/M365BusinessPlans (PDF Download Link = Always Latest)
https://aka.ms/M365SMBPlansEEA

https://aka.ms/EduPlans (PDF Download Link = Always Latest)

Enterprise :

Business :

Education :

Microsoft 365 Feature Matrix

Select / Unselect

2Features

1

https://m365maps.com

47
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• Detailed descriptions of services and features available in O365 & 
M365

• https://learn.microsoft.com/en-
us/office365/servicedescriptions/office-365-service-descriptions-
technet-library

Service Descriptions

MICROSOFT 365

Microsoft 365 Solutions Included

49
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Why Microsoft 365 ?

Zero Trust Security Model

51
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Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

Castle-and-Moat Security

• Protection against attacks

• Building a strong wall and outer moat

• Strong Firewall

Zero Trust Security

Instead of assuming everything behind the corporate firewall 
is safe,

Zero Trust assumes an open environment where trust must be 
validated

Assume breach – Assume that attackers will 
succeed (partially or fully) and design accordingly

Verify explicitly – Validate trust of users, devices, 
applications, and more using data/telemetry

Use least privileged access – to limit the impact 
of any given compromise

53
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Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

“Zero Trust” has been around for a while 

The Open Group
(Home of the Jericho Forum) 

ZTNA

Microsoft Leader in Forrester Wave : Zero Trust Platforms

https://www.microsoft.com/en-us/security/blog/2023/09/19/forrester-names-microsoft-a-leader-in-the-2023-zero-trust-platform-providers-wave-report/
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Zero Trust Components

Identities 

Endpoints 

Applications 

Data 

Infrastructure 

Network 

Zero Trust Approach from Microsoft

https://docs.microsoft.com/en-us/security/zero-trust/
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Microsoft Sentinel 

Endpoints 

Identities 

Microsoft 
Defender 
for Identity 

Microsoft 
Entra 

Microsoft 
Defender 

Microsoft 
Endpoint 
Manager 
Microsoft 
Defender for IoT / OT 

Posture Management 

Microsoft 
Defender for 
Office 365 

Microsoft 
Information 
Protection 

Microsoft 
Defender for 
Cloud 

Microsoft 
Defender for 
Cloud Apps 

(MCAS) 

Applications 

Data 

Infrastructure 

Network 

Microsoft Zero Trust Capabilities

Six Security Product Families

59
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Microsoft Defender & Sentinel

Microsoft Endpoint Management

Intune

61
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Microsoft Priva

Jan ‘22

Intune

Microsoft Purview

Apr ‘22

Intune

63
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Microsoft Entra

Inspire ‘23

Intune

Six Security Product Families

Intune
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Security Score & QS Solutions
S

ec
ur

e User

S
ec

ur
e Endpoint

S
ec

ur
e Data
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S
ec

ur
e User

• Entra

S
ec

ur
e Endpoint

• Defender

S
ec

ur
e Data

• Purview

Story Telling
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Microsoft Entra
Identity & Access Management

Authentication Security

71
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2023
July 11

2024
July 11
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Microsoft Entra Product Family

Breaches & techniques Used during Breach

75
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Same Username and Password

78

Active 
Directory

(On Premise)

NTLM
Kerberos

SAML
OAuth

Entra ID
(AAD)

Identities today (Local & Cloud Identity)

77
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Connect AD with Entra ID

Active 
Directory

(On Premise)

NTLM
Kerberos

SAML
OAuth

Entra ID
(AAD)

Entra ID 
Connect

(On Premise)

Entra ID Features 

• User Identity Directory

• Single sign on to any app

• User self-service portal

• Multifactor (MFA) + Passwordless Authentication

• Conditional Access + Identity Protection

• Hybrid Identity Management

• Frontline Worker Identities & External Identities (B2B)

79
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MFA – Multi-factor Authentication

More than 99.9% of these identity-related attacks are stopped by 
using multi-factor authentication (MFA) and blocking legacy 
authentication.

Enabling MFA is simple, and you can use the Microsoft 
Authenticator App on your mobile device.  It is especially critical to 
enable it on privileged accounts, such as Global Admin, User Access 
Admin, Owner, Contributor, etc.  We recommend enabling it on 
ALL accounts!

Microsoft Mobile Phone Authenticator App | Microsoft Security

• Assign risk level
• Automated Responses depending on Risk
• Conditional Access

Conditional Access

81
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Password-Less Authentication

• Biometric Sign-In
• Facial recognition
• Fingerprint recognition

Windows Hello for Business

83

84



6/19/2025

43

Microsoft Entra Product Family
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13 November
https://bit.ly/2024H2

Office 365 
Apps
O365 E1, E3, E5, F3

Premium P2

M365 E5

Premium P1

M365 E3, F1, BP

FreeFeature

10 Apps/UserUnlimitedUnlimited10 Apps/UserSSO

YesYesYesSelf Service Password Reset

YesYesApplication Proxy

YesYesMulti Factor Authentication

YesYesConditional Access

YesYesYesYesJoin Device to Entra ID

YesIdentity Protection (User Risk Policies)

€7.59 
user/month*

€5.06 
user/month*

FreePrice

Entra ID (Azure Active Directory)

87
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OtherM365 
Enterprise E5

M365 
Enterprise E3

M365 
Business

Identity Feature

YesYesYesEntra ID Plan 1

YesEntra ID Plan 2

YesAdvanced Security Management

YesYesAdvanced Treath Analytics (ATA)

YesYesWindows Hello for Business

YesYesYesMulti Factor Authentication (MFA)

YesMicrosoft Cloud App Security

Identity & Access Management Features

Story Telling & Identities

Entra ID

89

90



6/19/2025

46

Microsoft Defender
Device & Threat Protection

Less Complex More Complex

Virus

Spam

Malware

Cyber Attacks some years ago

91
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Less Complex More Complex

Virus

Spam

Malware

Cyber Attacks Today

URL 
Phishing

Spear
Phishing

Ransomware

Business 
Email 
Compromise

Lateral 
Phishing

Data 
Exfiltratrion Password 

Attack

Domain 
Impersonation

Account 
Takeover

© 2020 Ingram Micro Inc. All Rights Reserved.

Cyber Threats

93
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© 2020 Ingram Micro Inc. All Rights Reserved.

Threat Protection & Defender

Threat Protection for Email Exchange Online Protection

Additional Threat Protection for Email Microsoft Defender for Office 365

Threat Protection for Endpoints Microsoft Defender for Endpoint

Threat Protection for Domain Ctrl Microsoft Defender for Identity

Threat Protection for Servers Microsoft Defender for Servers

Multi-Tier Threat Protection

Microsoft Defender for Identity

Microsoft Defender for 
Endpoints (MDATP)

Microsoft Defender for 
Office 365

95
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AV – EPP – EDR - XDR
• Anti Virus (AV)

• Endpoint Protection Platform (EPP)

• Endpoint Detection and Response (EDR)

• Extended Detection and Response (XDR)

XDREDREPPAV
Multiple Layered SecurityBehavioral-Based DetectionMachine Learning Based 

Protection
Signature Based Protection

Single Point of Reference for 
Security Analytics

Alert Triage & Remediation 
(Proactive)

Prevents Known and Unknown 
Threats (Reactive)

Great for Known Threats

XDR Solutions assume a threat 
already exists

Contain – Investigate -
Respond

Low Resource UsageHigher Resource Usage

Breaches originate at Endpoints

Multilevel Breaches  

Endpoint Security Gartner Hype Cycle

XDR

EDR EPP

97
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AV EPP EDR XDR

M
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D
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MXDR

July 2023

Microsoft Defender Suite 2023

• Endpoint behavior sensors (embedded in Windows 10)
• Cloud Security analytics (machine-learning – big data)
• Threat Hunters with Threat protection

Microsoft Defender For Endpoint

99
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Threat Explorer + Real Time Detection

Microsoft Defender SKUs
Cross platform and enterprise grade 
protection with next-gen protection, 
endpoint detection and response, and 
threat and vulnerability management

Available as a 
standalone offering 
and as part of Microsoft 
365 Business Premium

Standalone offering will 
serve non-Microsoft 
365 customers. No 
licensing prerequisites

Supports multi-customer 
viewing of security incidents 
with Microsoft 365 Lighthouse 
for partners in preview

> 300 seats< 300 seatsCustomer size 
Microsoft Defender 
for Endpoint Plan 2

Microsoft Defender 
for Endpoint Plan 1

Microsoft Defender 
for BusinessEndpoint capabilities\SKU

Centralized management

Simplified client configuration for Windows

Threat and Vulnerability Management

Attack Surface Reduction

Next-Gen Protection
1Endpoint Detection and Response
1Automated Investigation and Response

Threat Hunting and 6-months data retention
1Threat Analytics
3Cross platform support for Windows, MacOS, iOS, and Android

Microsoft Threat Experts

Partner APIs
2Microsoft 365 Lighthouse for viewing security incidents across customers

1 Optimized for SMB. 2 Additional capabilities planned 3 iOS, and Android requires Microsoft Endpoint Manager. Please see Documentation for more detail.

101

102



6/19/2025

52

Microsoft Defender for Business
Cross platform and enterprise grade 
protection with next-gen protection, 
endpoint detection and response, and 
threat and vulnerability management

Available as a 
standalone offering 
and as part of Microsoft 
365 Business Premium

Standalone offering will 
serve non-Microsoft 
365 customers. No 
licensing prerequisites

Supports multi-customer 
viewing of security incidents 
with Microsoft 365 Lighthouse 
for partners in preview

> 300 seats< 300 seatsCustomer size 
Microsoft Defender 
for Endpoint Plan 2

Microsoft Defender 
for Endpoint Plan 1

Microsoft Defender 
for BusinessEndpoint capabilities\SKU

Centralized management

Simplified client configuration for Windows

Threat and Vulnerability Management

Attack Surface Reduction

Next-Gen Protection
1Endpoint Detection and Response
1Automated Investigation and Response

Threat Hunting and 6-months data retention
1Threat Analytics
3Cross platform support for Windows, MacOS, iOS, and Android

Microsoft Threat Experts

Partner APIs
2Microsoft 365 Lighthouse for viewing security incidents across customers

1 Optimized for SMB. 2 Additional capabilities planned 3 iOS, and Android requires Microsoft Endpoint Manager. Please see Documentation for more detail.

Optimized for SMB

Endpoint Detection 
& Response

Attack Surface 
Reduction

Microsoft Defender
for Business

Elevate your security

Next Generation
Protection

Auto Investigation
& Remediation

Threat & Vulnerability 
Management

Simplified Onboarding 
and Administration APIs and Integration

*Not all capabilities available at time of preview

Microsoft Defender for Business
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• Cloud-based enterprise mobility management (EMM)
• Endpoint Management
• Application Management
• PC Management
• Smartphone Management
• Smartphone Applications
• Endpoint Security
• AutoPilot

Microsoft Intune

OtherM365 
Enterprise E5

M365 
Enterprise E3

M365 
B.P.

Threat Protection Feature

YesYesMD for Office 365

YesYesAdvanced Threat Analytics

YesAdvanced Security Management

YesYesYesMicrosoft Intune

YesMicrosoft Cloud App Security

YesMicrosoft Defender for Endpoint Plan1

YesMicrosoft Defender for Endpoint Plan2

YesMicrosoft Defender for Business

Licensing Overview

105

106



6/19/2025

54

Story Telling Microsoft Defender
All-In-One Security

(Mobile) Device/Application Management
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Hands-On Training
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Microsoft Purview 
Information Protection

Company Data years ago

File Server

File Permissions
Folder Permissions

NTFS
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Company Data Distribution Today

Data is created, imported, 
& modified across 
various locations

Data is detected
Across devices, cloud 

services, on-prem 
environments

Sensitive data is 
classified & labeled
Based on sensitivity; 

used for either 
protection policies or 

retention policies

Data is protected 
based on policy

Protection may in the 
form of encryption, 
permissions, visual 

markings, retention, 
deletion, or a DLP action 
such as blocking sharing 

Data travels across 
various locations, shared

Protection is persistent, 
travels with the data 

Data is monitored
Reporting on data 

sharing, usage, 
potential abuse; take 
action & remediate

Retain, expire, 
delete data

Via data 
governance policies 

The lifecycle of sensitive data
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Information Protection Example

Purview Information Protection Packaging

IPG SKU
Information Protection 
& Governance SKU
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Information Protection & Governance 
SKU in Business

Story Telling Information Management

What Data ? Protect Data ! Monitor Data ! Data Retention !
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Hands-On Training

Microsoft Priva
Privacy & Compliance
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Privacy Risk 
Management

Subject Rights
Requests

Microsoft Priva : two Solutions

Visibility into your organization’s personal data

• Overexposed personal data
• Open data
• Over-privileged personal data
• Easily manage access rights

• Data transfers
• Manage transference of personal data
• Between Departments / Between Counties / Between regional borders

• Data minimization
• Identify personal data that doesn’t need to be retained
• Efforts to delete this data

Privacy Risk Management 
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The right to review and manage the personal data a company has collected

• Data Privacy Regulations
• Automatically identify and collect the requested data
• Automatically generated reports
• Built-in Power Automate templates and flows
• Microsoft 365 Subject Rights Request API

• Data Subject Requests (DSR’s)
• Request to access, modify or delete personal information

• Data Subject Access Requests (DSARs)
• User’s request to access their personal data that a company has processed

Data Subject Requests
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Story Telling Privacy Management

DSR / DSARData Subject Request
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OtherM365 
Enterprise E5

M365 
Enterprise E3

M365 
BP

YesYesYesMicrosoft Intune

YesYesYesOffice 365 Security & Compliance Portal

YesYesYesOffice 365 Security Score

YesYesYesCompliance Manager (GDPR)

YesMicrosoft 365 Compliance Center

YesMicrosoft Cloud App Security

YesYesYesCompliance – Archiving – eDiscovery - Hold

Microsoft 365 Security & Compliance

Microsoft 365 Copilot
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Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.
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1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.

John McCarthy (1927-2011)
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1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.

John McCarthy (1927-2011)
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1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.

Turing Test (Chat)

Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.

PASSED
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Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.

1959

A subset of AI that enables machines to learn from existing data 
and improve upon that data to make decisions or predictions.

Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.

1959

A subset of AI that enables machines to learn from existing data 
and improve upon that data to make decisions or predictions.
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1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.

1959

A subset of AI that enables machines to learn from existing data 
and improve upon that data to make decisions or predictions.
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1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.

1959

A subset of AI that enables machines to learn from existing data 
and improve upon that data to make decisions or predictions.
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1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.

1959

A subset of AI that enables machines to learn from existing data 
and improve upon that data to make decisions or predictions.

Data Set Labeling
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1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.

1959

A subset of AI that enables machines to learn from existing data 
and improve upon that data to make decisions or predictions.

Data Set Labeling

Algorithm

Algorithm

Algorithm

Algorithm
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Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.

1959
Machine Learning
A subset of AI that enables machines to learn from existing data 
and improve upon that data to make decisions or predictions.

2017
Deep Learning
A machine learning technique in which layers of neural
networks are used to process data and make decisions.

Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.

1959
Machine Learning
A subset of AI that enables machines to learn from existing data 
and improve upon that data to make decisions or predictions.

2017
Deep Learning
A machine learning technique in which layers of neural networks
are used to process data and make decisions.
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1950s
Artificial Intelligence
The field of computer science that seeks to create intelligent 
machines that can replicate or exceed human intelligence.

1959
Machine Learning
A subset of AI that enables machines to learn from existing data 
and improve upon that data to make decisions or predictions.

2017
Deep Learning
A machine learning technique in which layers of neural
networks are used to process data and make decisions.
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Generative AI

AI Generates
new content

Text

Pictures

Video

Code
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Large Language Models (LLMs)

Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

Time to reach 100M users
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https://www.gartner.com/en/newsroom/press-releases/2023-10-11

Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

Microsoft and OpenAI’s partnership

“We formed our partnership 
with OpenAI around a shared 

ambition to responsibly 
advance cutting-edge AI 

research and democratize AI 
as a new technology 

platform“

Satya Nadella  (CEO Microsoft)
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Microsoft Copilot

Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.
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Promote Creativity with 
Microsoft 365 Copilot

Microsoft 365 Copilot   
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Harness Copilot’s 
power so you never 
start from scratch

Let Copilot summarize 
actions for you, and 
optimize your time

Be better at what you’re 
good at and master what 

you’ve yet to learn 

Microsoft 365 Copilot   

Review email inbox to find customer inquiries and supplier updates

Copilot in Outlook

Copilot works alongside to manage 
the daily inbox.

Business needs:
• Facilitate review of recent emails
• Flag important items; specifically, customer 

feedback and supplier
concerns

• Draft customized responses to each inquiry. 
Further trim text and apply a professional tone.
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1

2

Outlook 
Email Draft
Copilot for Sales generates customer replies using sales 
prompts, data, and insights

1 Suggested sales-specific email prompts 

2 Email draft provided by Copilot for Microsoft 365 
enriched with CRM information and sales insights 
like BANT (Budget, Authority, Needs, Timing) 
analysis, buying intent, and more

2

5

1

3

4

6

Outlook 
Email Summary
Copilot for Sales helps sellers catch up on email in a snap

1 Email summary provided by Copilot for Microsoft 
365 enriched with information for the CRM and  
key sales insights – Budget, Authority, Needs, 
Timing, buying intent and more

2 Email summary has a link to open Copilot for Sales 
sidecar

3 Sales-specific information about the customer 

4 Links to recent deals related to this customer or 
account

5 Sales-specific suggested next actions

6 Related CRM records
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Intelligent recap in Copilot in Teams

Intelligent recap

Built-in and 
automated

Standardized

Video, speaker, 
and chapter 
markers

Available after 
meeting only 

Copilot in Teams

On-demand 

Based on unique 
prompts

Conversational 
interaction, with 

citations.

Available real-time
(during and after 

meeting)

Use built-in meeting summaries and ask any question about the meeting
*Intelligent recap is also available in Teams Premium

Create a proposal to update the store’s website

Copilot in Word

Copilot helps write, edit, 
summarize, & create.

Business needs:
• Draft a two-page project proposal based 

on the data from customer feedback
and sales

• Make the third paragraph more concise. 
Change the tone of the document to be 
more casual

• Create a one-page draft based on this 
rough outline
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Copilot for Microsoft 365 example

Copilot in PowerPoint

Copilot helps to create visually 
stunning presentations.

Business needs:
• Create a five-slide presentation based 

on a Word document, include relevant 
stock photos

• Consolidate that presentation into a 
three-slide summary

• Reformat three bullets into three 
columns, each with a photo

Provide comparison on online vs in-person sales

Copilot in Excel

Copilot works alongside to analyze 
trends and create professional-
looking data.

Business needs:
• Break down sales by type and channel
• Project the impact of increasing online 

inventory
• Reformat data into a visual chart to model 

how inventory shifts could impact the 
gross margin

• Create visual charts to share with the team
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1

2

Word Content 
Generation 
Sales meeting preparation brief

Copilot for Sales helps sellers prepare for customer 
engagements

1 CRM records included directly into the 
content generation prompt

2 CRM insights and enrichment blended 
directly into the generated content

2

1

Teams 
In Meeting
During meetings, Copilot for Sales brings sellers real-time 
information and tips

1 Opportunity Summary
Opportunity summary surfaces summarizing 
previous action items, notes and other related CRM 
information

2 Real-time Brand/Competitor detection
When a brand name is mentioned, Copilot detects 
it and surfaces a SWOT analysis and overview of 
the brand from Bing’s database
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Microsoft Copilot + PC
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Small Language Models (SLMs)
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What do you 
need for a 
Copilot+PC ?
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Central Processing Unit
Clock Speed / Cores / Flops (Floating Point Operations per Second)
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Central Processing Unit
Clock Speed / Cores / Flops (Floating Point Operations per Second)
Intel / AMD
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Central Processing Unit
Clock Speed / Cores / Flops (Floating Point Operations per Second)

Graphical Processing Unit
/ Cores / Clock Speed / Flops / Video RAM
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Central Processing Unit
Clock Speed / Cores / Flops (Floating Point Operations per Second)

Graphical Processing Unit
/ Cores / Clock Speed / Flops / Video RAM
Nvidia / AMD / Intel
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Central Processing Unit
Clock Speed / Cores / Flops (Floating Point Operations per Second)

Graphical Processing Unit
Cores / Clock Speed / Flops / Video RAM

Neural Processing Unit
TOPS (Tera Operations Per Second) / TOPS/Watt

Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

Central Processing Unit
Clock Speed / Cores / Flops (Floating Point Operations per Second)

Graphical Processing Unit
Cores / Clock Speed / Flops / Video RAM

Neural Processing Unit
TOPS (Tera Operations Per Second) / TOPS/Watt
NVIDIA, Intel, Qualcomm, Google, Huawei, Apple, Samsung, AMD
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Not x86/64 bit processor but ARM
10x faster than x86 PC’s

Qualcomm Oryon CPU

Qualcomm Adreno GPU

Qualcomm Hexagon NPU

Snapdragon X Elite 

Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.
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Wrap-Up

Office 365 or Microsoft 365

Microsoft Subscriptions

Office 365

Microsoft 365

Identity & Access Management (Entra)

Device & Threat Protection (Defender)

Information Protection (Purview)

Privacy & Compliance (Priva)

Microsoft 365 Copilot

Enablement

http://bit.ly/2024H2 
Mailing Preferences

http://bit.ly/ingram-mailing 
Cloud Champion
https://ingram.cloudchampion.be

I need more information …

Speak with Sales 
(Belgium/Luxembourg)

cloud@ingrammicro.be

Contact me
diego.lens@ingrammicro.com
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