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Diego Lens

* 24 Years working in Distribution
* Cloud Enablement

» Sales/Technical Trainings

* Microsoft Azure

* Microsoft 365

* Azure Virtual Desktop

» diego.lens@ingrammicro.com

* linkedin.com/in/diegolens

Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission

https://bit.ly/2025H1
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Microsoft Azure

Story Telling

Microsoft Asure s & doud computing platform that
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incustries and scenarios

Microsoft Azure
Hands-On

: v:n'" ’w technical Hands-on Training. You will
il il mrmny:rwﬂm" ke virtual Mag hines,
e ypes, WETS, Subnots, A s,
N lmr-w.ly and many more i
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Windows 365 and
Azure Virtual Desktop
Story Tel
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Cost Management

As a Cloud Service Provider, you will manage
multiple Azure tenants from multiple customers.
Leam how Azure Lighthouse and Azure Cost
Management will help you with your service

Azure Virtual Desktop
Setup a POC

Learn how 1o inc wir first Azure Virtual Desktop
Instaltation [ r lhe AVD components like a
Workplace, Hi Application Groups, FSLogix,

Azure Migrate
Assessment & Migration

central hub 1o ré

| Azure Virtual De*_sktop
Advanced Topics
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Images, AutoScaling, Printing and Monitoring
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Microsoft 365 Copilot | T
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https://bit.ly/2025H1

. 3 L”_' .
Are you organizing your own event for your customers?

Searching for a speaker ?

diego.lens@ingrammicro.com

acuMy
Club




6/19/2025

Are you organizing your own event for your customers ?

Searching for a speaker ?

diego.lens@ingrammicro.com

https://bit.ly/2024H2 Training Calendar 2024 — Q3-Q4

AGENDA

Office 365 or Microsoft 365

Microsoft Subscriptions

Office 365

Microsoft 365

Identity & Access Management (Microsoft Entra)

Device & Threat Protection (Microsoft Defender)

anoo ;IARFHs NI

Exchange Online Protection

Microsoft Defender for Endpoint

Microsoft Endpoint Manager : Intune
Information Protection (Microsoft Purview)
Security & Compliance (Microsoft Priva)
Copilot for Microsoft 365
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Office 365 or Microsoft 365

6/19/2025

] Office

] Office 365
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] Office ] Office 365 _
:
Perpetual Subscription
] Office ] Office 365 _
:
Perpetual Subscription

Office 2019
Office 2021

16
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Microsoft Modern Work Products
IJ Office 365 Enterprise
=
Office & Collaboration Solutions Designed for an Enterprise g
=" Microsoft 365 Business
High Secure Office & Designed for small & midsize
Collaboration Solutions business
Up to 300 users
17
Office 365 Enterprise
Office 365 E1 )
Office 365 E3 } Enterprise
Office 365 E5 =
Office 365 A1 %
Office 365 A3 Academic 2
Office 365 A5 °
] Office 365 I Enterprise
Office 365 F3 ; Firstline Workers Samca

18
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Office 365 for business

Products renamed in 2019

Microsoft 365 Business Basic

S
Microsoft 365 Business Standard g
Cloud Services and Desktop Apps (:;
o
S
Microsoft 365 Apps for business
19
Microsoft 365 Enterprise
Microsoft 365 E3
Microsoft 365 E5 » Enterprise
) 2
Microsoft 365 A3 g
Microsoft 365 A5 Education (Academic) B
o
c
5]

Microsoft 365 F1

Firstline Workers

Microsoft 365 F3 I Enterprise

B® Microsoft 365 I

Collaboration Solutions

20
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Firstline Worker Plan Restrictions

License assignment
Office for the web
Office Mobile
Teams

Exchange

SharePoint, Yammer

Skype for Business
Stream
Forms

Windows

OneDrive

Power Apps/Power Automate

M365 F1 | M365 F3 | 0365 F3
Primary device' £10.1" OR shares primary device with other F-SKU user(s)
Read-only No restrictions
Only for devices €10.1"
There are no restrictions that are inherent to Teams. Any restrictions are tied to other product licensing requirements.

Calendar only; no mailbox or other POP3 only. No MAPI support.

rights”

+ Cannot be administrators
+ No site mailbox

* No personal site

No desktop client
Can record meetings and consume Stream content but cannot publish to Stream
No restrictions

No LTSC N/A
No MDOP

VDI only for Licensed Users of a

shared device with a QOS (except for

WVD)

Complete/respond only
N/A

None (Desktop sync permitted)
N/A 2000 API requests/day maximum

anoo ;IARFHs NI
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Microsoft 365 Business

Microsoft 365 Business Premium

https://aka.ms/M365BusinessPlans (PDF download)

ized Businesses

2 Microsoft 365

B® Microsoft 365 Business
Up te 300 urers.

anoo ;IARFHs NI
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Microsoft NCE Subscriptions

6/19/2025

Subscription Period (Duration)

 Seat-Based Cloud offering

coming soon

Monthly Subscription

Enables a customer to change the
number of licenses month to month
(up and down)

Customer can cancel in any month
with no further payment obligation

20% higher price then they annual
subscription

Price locked for 1 month

Cancellation after 72 hours will be
billed for the full month

Annual Subscription

Regular commitment

Ability to increase user count any
time with the ability to decrease
annually

Price locked for 12 months

Same price as today in CSP

Pay monthly or annually
Cancellation after 168 hours (7

calendar days) will be billed for
the full 12-month term

36 Month Subscription

= Enables a customer to lock pricing
for a full 36 months

= Ability to increase user count any
time with no ability to decrease
during term

= Billing options include monthly,
annual or upfront

= Same as annual offer

= Cancellation after 168 hours
(7 calendar days) will be billed for
the full 36 month term

H
tH

smesessson « ANOTD |

24
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Subscription Payment

coming soon

Monthly Subscription

Enables a customer to change the
number of licenses month to month
(up and down)

Customer can cancel in any month
with no further payment obligation

20% higher price then they annual
subscription

Price locked for 1 month

Cancellation after 72 hours will be
billed for the full month

Annual Subscription

Regular commitment

Ability to increase user count any
time with the ability to decrease
annually

Price locked for 12 months

Same price as today in CSP

Pay monthly or annually
Cancellation after 168 hours (7

calendar days) will be billed for
the full 12-month term

36 Month Subscription

Enables a customer to lock pricing
for a full 36 months

Ability to increase user count any
time with no ability to decrease
during term

Billing options include monthly,
annual or upfront

Same as annual offer

Cancellation after 168 hours
(7 calendar days) will be billed for
the full 36 month term

Monthly Payment

Monthly Payment

Yearly Payment

Monthly Payment

Yearly Payment

cxmssssons AMNOTD.

25
- - -
Ordering Subscriptions (aymentperioq
coming soon
Monthly Subscription Annual Subscription 36 Month Subscription
Enables a customer to change the = Regular commitment Enables a customer to lock pricing -
number of licenses month to month for a full 36 months z
(up and down) = Ability to increase user count any
time with the ability to decrease Ability to increase user count any
Customer can cancel in any month annually time with no ability to decrease
with no further payment obligation during term =
= Price locked for 12 months - N .
20% higher price then they annual Sgl,izgﬁﬁtbm}mflwe monthly, '('_)
subscription = Same price as today in CSP p O
Same as annual offer c
Price locked for 1 month = Pay monthly or annually O
Cancellation after 168 hours %
Cancellation after 72 hours will be = Cancellation after 168 hours (7 (7 calendar days) will be billed for 3
billed for the full month calendar days) will be billed for the full 36 month term :
the full 12-month term 5
Monthly Payment Monthly Payment Monthly Payment
Monthly / Monthly Monthly / Yearly
Yearly Payment Yearly Payment
Yearly / Yearly 26
26
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Cloud Marketplace Example

Service plan

Microsoft 365 Business Premium (NCE COI\@ (i)

Monthly Payment

Microsoft 365 Business Premium (NCE COM@ (1]

Monthly Payment

Microsoft 365 Business Premium (NCE CO i ]

Annual Payment

Subscription period

1month(s) -
Monthly Subscription
1year(s) -

Annual Subscription

1year(s)

Annual Subscription

Monthly / Monthly

Monthly / Yearly

Yearly / Yearly

B0ihios €58 4o 4 GnO10§ AN NI

27
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Client/Server Applications

=
Applications Applications E
29
Office 365 Services + Clients
Applications Applications
Cloud part Client part
= Exchange Online Outlook
= Sharepoint Online Web Browser 2
» Teams-Serviees- (Oct1,2023) Jeams-Client- §
= OneDrive for Business OneDrive App g
[
— Y : °
KD & & i
Exchange OneDrive SnarePoint Teams Qutiock iasd Fxrsl Eoweroln “Helvote
W 8
Teams Access (PC
only)

30
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Office 365 Client / Server solutions Cliont P

M365 Apus
for

enterprise!
$11/ulp

Install Word, Excel, PowerPoint, OneNote, Outlook, Access?, and Publisher? on up to 5 PCs/Macs + 5 tablets|

Microsoft 365 Apps |+ 5 smartphones per user

Commercial use righ_ts for Office mobile apps and Office for the web ° o3 o
Email & Calendar Exchange ot °
Social & Intranet SharePoint, Yammer o5 °
Meetings, Voice & [Teams o .
Collaboration Phone System, Audio Conferencing
. OneDrive 1TB 2GB 5+ TB®
Files & Content
Stream, Sway for Microsoft 365 o8 L]
Device Mobile Device Management for Microsoft 365°
° ° °
Management
. Forms’ ° ° °
Business Apps
Bookings, Planner, To-Do ° L)
Content Search, manual sensitivity and retention labels'®, Basic Audit (] o
Office 365 Data Loss Prevention (DLP) for email and files, eDiscovery Export, eDiscovery Hold, Litigation
Security & Hold, In-Place Hold, Email archiving
Compliance Advanced Audit, Advanced eDiscovery, Advanced Message Encryption, Office 365 Cloud App Security,
Communication Compliance, Communications DLP (Teams chat), Customer Key, Customer Lockbox, C| d S .
Information Barriers, Records Management, Rules-based auto classification'’, Privileged Access ou ervice
Management
Insights by MyAnalytics (Outlook plug-in) L]
Analytics MyAnalytics (dashboard, digests, inline suggestions)
Power Bl Pro

5+ TB®
°

5+ TB®
°

31

Office 365 Enterprise Client / Server solutions

X X M365 Apps
Before April 21, 2020 Product was called Office 365 ProPlus for
enterprise!

$11/ulp
Install Word, Excel, PowerPoint, OneNote, Outlook, Access?, and Publisher? on up to 5 PCs/Macs + 5 tablets| _

. °

Microsoft 365 Apps * 5smartphones per user

Commercial use rights for Office mobile apps and Office for the web L[] [ 8 o o L[]
Email & Calendar Exchange [ ° ° °
Social & Intranet SharePoint, Yammer . o5 ° ° °
Meetings, Voice &  Teams M365 Apps for Enterprise o o o o
Collaboration Phone System, Audio Conferencing Client Part Only O

. OneDrive 54+ TB6 5+ TB6

Files & Content

Stream, Sway for Microsoft 365 ° °
Device Mobile Device Management for Microsoft 365° i - A
Management Office 365 E1

Forms’ 1 ° ° o ° °
FreresEs _ Cloud Service Part Only

Bookings, Planner, To-Do ° L) ()

Content Search, manual sensitivity and retention labels'®, Basic Audit ° L] ° °

Office 365 Data Loss Prevention (DLP) for email and files, eDiscovery Export, eDiscovery Hold, Litigation ° °
Security & Hold, In-Place Hold, Email archiving .
Compliance Advanced Audit, Advanced eDiscovery, Advanced Message Encryption, Office 365 Cloud App Security, Ofﬂce 365 E3 & E5

Communication Compliance, Communications DLP (Teams chat), Customer Key, Customer Lockbox, Both ClOUd Service + AppS °

Information Barriers, Records Management, Rules-based auto classification'’, Privileged Access

Management

Insights by MyAnalytics (Outlook plug-in) L] (] o
Analytics MyAnalytics (dashboard, digests, inline suggestions) o

Power Bl Pro °

32
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Microsoft 365 Business Client /| Server solutions

Microsoft | Microsoft Microsoft

Before April 21, 2020 Product was called Office 365 Business i ol [ O W -

business' Basic' Standard'
$8.25/u/m $5/u/m $12.5/u/m
Install Word, Excel, PowerPoint, Outlook, OneNote, Access?, and Publisher? and on up te 5 PCs/Macs + 5 -

Microsoft 365 Apps tablets + 5 smartphones per user *
Commercial use rights for Office mobile apps and Office for the web ° ° °
Email & Calendar Exchange Plan 1 (50 GB mailbox) ® . ]
Social & Intranet SharePoint, Yammer M365 ADDS for Business ° ° z
ings, Calli ft .
ol Client Apps Only / = B g
OneDrive (1TB) ° ° =
Files & Content (2]
Microsoft Stream, Sway for Microsoft 365, Microsoft Forms? i i ot . [} | oy
) EETEDE M365 Business Basic . . 2
e e Cloud Service Part Only c o
Power Platform Power Apps for Microsoft 3655, Power Automate for Microsoft 365% [ ] [ ]
Device & App Mobile Device Management for Microsoft 3656 L) . °
Management Microsoft 365 Admin Center, Microsoft Intune, Windows AutoPilot, Fine Tuned User Experience
Wind Hello, Credential Guard and Direct A 7, Azure Active Directory Plan 1, Mi ft Adh d H
el Gl G D e e D e M dined | MIB65 Business Standard
Security and Identity | o mation Protection, BitLocker Both Service + Apps
Multi-factor authentication
Compliance Content Search, manual sensitivity and retention labels
Analytics Insights by MyAnalytics (Outlook plug-in) L] [
33
Office 365 ES differences (compared with 0365 E3)
= Phone System, Audio Conferencing
= Office 365 Data Loss Prevention
= Office 365 Cloud App Security 5
= Microsoft Defender for Office 365 E
= Information Protection for Office 365 =
. . . r
= Communication Compliance 9
o
N - i nl/=
. L ¢~V
Security Compliance Calling & Meetings Analytics
34

17
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Office 365 Bundles

Office 365 E1 Online Services Only
Office 365 E3 Client Apps + Online Services
Office 365 E5 Client Apps + Online Services + Security & Compliance

2
Office 365 A1 Online Services Only for Academic only %
Office 365 A3 Client Apps + Online Services for Academic only é
Office 365 A5 Client Apps + Online Services + Security & Compliance, Academic ©
Office 365 F3 Limited Set of Online Services Only
M365 Business Basic Online Services Only
M365 Business Standard Client Apps + Online Services

35

Teams in European Economic
Area (EEA)
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Licensing Update for EEA

* July 27 2023, European Commision launched antitrust investigation
* August 31, 2023 Microsoft announced licensing changes

+ Office 365 E1, E3, E5, F3

* Microsoft 365 E3, E5, F1, F3, Business Standard, Business Premium, Business Basic

2
. Startmg October 1, 2023 g
new Microsoft 365 / Office 365 suites do not include teams B
* new standalone Teams offering for Enterprise customers )
* Microsoft 365 E3/E5/Business Standard/Business Premium/Office365 E1,E3,ES -€2.00 5
* Microsoft 365 Business Basic : - €1.00
* Microsoft 365 F1/F3, Office 365 F3 : - €0.50
e
Microsoft 365 '
s Lo T islack  @zoom
37
Licensing Update for EEA
* New EEA-specific Enterprise suites without teams, priced at €2 discount
» New standalone Teams SKU for Enterprise, priced at €5.00
* Customers who intend to buy Office 365 E1/E3/E5 or Microsoft 365 _
E3/ES seats for the first time will need to transition to EEA (No Teams) 2
* Customers who wish to continue using, expanding, renewing or g
upgrading their Office 365 E1/E3/ES seats, may continue to do without 2
impact C

 https://aka.ms/TeamsinEUPartnerPage
* https://aka.ms/TeamsinEUPartnerFAQ

Microsoft 365

@ ook 4

ke o
-l

38
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Adding Microsoft 365 / Office 365 seats in EEA/ Switserland

Order type | Available options _

Oﬂ-’ice 365 E1/E3/E5 New customers are ordering a SKU without Teams included (EEA) -2€
- They have the option to order Teams additionally +5€
Office 365 E1/E3/E5 Existing Existing customers can renew / add new seats / step up
Micri ft E3/E New New customers are ordering a SKU without Teams included (EEA) -2€ =
crosoft 365 E3/ES © - They have the option to order Teams additionally +5€ z
Microsoft 365 E3/E5 Existing Existing customers can renew / add new seats / step up g
Mi ft 365 Busi N New customers have the choice: rQ
ICr n W .
€ IOSO s egs © - Microsoft 365 Business B/S/P with Teams included 8
Basic/Standard/Premium - Microsoft 365 Business S/P EEA without Teams included -2€ S
- Microsoft 365 Business Basic EEA without Teams included -1€
Microsoft 365 Business Existing Existing customers can renew / add new seats / step up
Basic/Standard/Premium
ffi F3—-M F1/F New New customers have the choice:
Office 365 F3 365 IF3 - - Office 365 F3 Business B/S/P with Teams included
- Microsoft 365 Business B/S/P EEA without Teams included -05€
Office 365 F3 — M365 F1/F3 Existing Existing customers can renew / add new seats / step up
19
39
. . il . -
Adding Microsoft 365 / Office 365 seats in EEA/Switzerland
Existing Microsoft Before Oct 2023  No impact, existing customers can renew / add new seats / step up.
b} 365 E3/ES or Office
= 365 E1/E3/€5 : i - ! . i
A i After Oct 2023 New options available, customers can stay on existing suites or switch to new lineup at contract renewal.
o
w
=
% New Microsoft 365 Before Oct 2023  No impact, customers who buy before Oct can renew / add new seats / use transitions to upgrade.
b= E3/ES or Office 365 ) : = ;
i E1/E3/ES customer  After Dct 2023 Move to EEA (no Tpram;),‘ Customers who intend to buy after Oct will need to buy the EEA (no Teams) suites, -
plus the Teams EEA (if desired). z
Existing Microsoft Before Oct 2023  No impact, subscribed customers can renew / add new seats / use transitions to upgrade.
365 Business
§ Baticstandan/Pr After Oct 2023 New options available, customers can stay on existing suites or switch to new lineup at contract renewal. oy
5 emium customer 'Q
o
g New Microsoft Before oct 2023  No impact, customers who buy before Oct can renew / add new seats / use transitions to upgrade. 8
v 365 Business [w)
Basic/Standard/Pr After Oct 2023 New options availab_lc, if the customer needs Teams they can buy EEA (w/ Teams) suites, if not they can opt
emium for EEA (no Teams) suites.
Existing Office Before Oct 2023  No impact, subscribed customers can renew / add new seats / use transitions to upgrade.
365F3 or
Microsoft 365 After Oct 2023 New options available, customers can stay on existing suites or switch to new lineup at contract
5 F1/F3 customer renewal/anniversary.
w
E New Microsoft Before oct 2023 No impact, customers who buy before Oct can renew / add new seats / use transitions to upgrade.
365 F1/F3 " " ’ L
A After Oct 2023 il_h-w options ava|lab_| e, if the customer needs Teams they can buy EEA (w/ Teamns) suites, if not they can opt
for EEA (no Teams) suites.

40
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Microsoft 365

6/19/2025

= Office 365
= Enterprise Mobili

Microsoft 365 Bundle

M365 is a Bundle of 3 other Bundles

ty & Security

» Windows 11 Enterprise

Microsoft 365

!

Office 365

v

Enterprise Mobility and Security

}

Windows 10

anoo ;IARFHs NI
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Enterprise Mobility & Security Bundle

* Bundles five products

* Entra ID

Microsoft Endpoint Manager : Intune

* Purview Information Protection Premium
Microsoft Cloud App Security

Advanced Threat Analytics

anoo ;IARFHs NI

43

Windows 11 Enterprise Bundle

* Upgrade from Windows 10/11 Professional

Microsoft Defender for Endpoint
» Windows Defender

* Credential Guard

* Application Guard

 Application Control

Microsoft Application Virtualization (App-V)
Microsoft User Environment Virtualization (UE-V)
Microsoft Universal Print

 Azure Virtual Desktop License

anoo ;IARFHs NI
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Microsoft 365 Products & Plans

Microsoft| Microsoft | Microsoft
365

Business
Premium

Entra ID Premium P1

° °
Entra ID

Entra ID P2 °
Microsoft Defender Microsoft Defender for Office 365 Plan 1 o
for Office 365 Microsoft Defender for Office 365 Plan 2 °
Microsoft Defender Microsoft Defender for Endpoint Plan 1 (]
for Endpoint Microsoft Defender for Endpoint Plan 2 o °
Microsoft Defender Microsoft Defender for Identity o
for Identity
Enterprise Mobility Enterprise Mobility & Security Plan 1 o o
& Security Enterprise Mobility & Security Plan 2 °
Microsoft Microsoft Purview Information Protection Premium P1 . °
Information
Protection Microsoft Purview Information Protection Premium P2 hd
Microsoft Defender Insights by MyAnalytics (Outlook plug-in)

°

for Cloud Apps

Microsoft Intune Plan 1 ° ° o
Microsoft Intune =

Microsoft Intune Plan 2 Add-On Add-On Add-On

anoio

45

Add-On Licenses

® = Included Frontiine Worksr Plans
+ = Can be added r . :

ol TR | omte [N  ofirs |
(T U I IR (NN T T I o e ot

Information Werlkaer Plans

Teams Services'

Audio Conferencing with Select Dial Out + N/A + + N/A + + + 30
Extended Dial Out Minutes to US and Canada 3 + +2 42 + 3+ +* 32 4
Teams Phone F . P 3 . + + ¥ 8
Domestic Calling Plan St + 34 S + 38 3t 44 $8%/812
Domestic Calling 240 Minute Plan +4 + 44 +4 + 44 4 44 58
Domestic Calling 120 Minute Plan i) i iy 18 3 i 44 34 36
International Calling Plan (includes Domestic Plan) +4 + +* + + +* +* +4 $24.
Teams Phone with Calling Plan® 5 /A 4 & N/AS N/A i + $15°/820

anoio

46
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Total Overview

E= Microsoft

Hm e it e e
= 0 - TETETE - 0  ExX3
u o - = = =
Securtty' | complianca’ Sacurity’ | Compliancs? | Sec+Comg’
1 T ] N N S - B0 I T 2 T S )

52
or=n /73 (or Office 365 £ and Enterprise Mobilfy 1 Security £3)

S ERP per user per month

or Orfice 365 £

Meetings, calling, and chat
Mictosofl Tearns

Unlimited chat

Online meetings.

Live Events

Webinars.

Screen sharing and custom backgrounds.
Record meetings

Priority notifications

Teams Phone’

oo ogo
.

Audio Conterenaing?

imanth disi-out 5 US 3nd Canada phans numbers, and Operstor Connect Conferencing:

S
uscr/monéh dia-out to Zone- A countrics o

Social, intranet, and storage
SharcPoint Kiosk (2 GB OncDrive storagc) o o
SharePoint Plan 12 (1 18 OneDrve storage) .
SharePuint Plan 22 (unlinited OneDrive storage?) = - - -
Yammer [nterprise.  ® . . . .

Microsoft Viva Connections. » . . .

Enterprise : https://aka.ms/M365EnterprisePlans
https://aka.ms/M365EnterprisePlansEEA

(PDF Download Link = Always Latest)

Business : https://aka.ms/M365BusinessPlans
https://aka.ms/M365SMBPlansEEA

(PDF Download Link = Always Latest)

Education: https://aka.ms/EduPlans (PDF Download Link = Always Latest)

anoo ;IARFHs NI
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Microsoft 365 Feature Matrix

https://m365maps.com

£ Feature Matrix

Office 365 Enterprise WE1 WE3 WES5

Microsoft 365 Business [l Basic W Standard B Premium

Microsoft 365 Frontline EF1 W3 WF5Sec  WFS5Comp MF5 Sec+Comp

Microsoft 366 Enterprise W E3 W ES Sec WESComp MES « Select / Unselect

Microsoft 365 Education B A1 (Legacy) B A1 for Devices A3 BMA5Sec A5 Comp WA5

[ select All (X Select None {=) save Selection Download ) Export

[FFeatureMap [JNew F[iload []save X Close [ Timetine
(@ search for a feature il | Office 365 | Microsoft 365 Business I

Features q Feature E1 E3 E5 Basic  Standard  Premium F1 F3

Activity Reports s v v v v v v v
Adoption Score v v + v v v v
Alert Policies Vv v v s v o v v
Audit (premium) v
Audit (standard) v v v v v v v v
Basic Mobility & Security s v 4 v s v v v
Bookings v v v v v v v v
Briefing Email v v v v v v
Communication Compliance v

anoo ;IARFHs NI
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Service Descriptions

* Detailed descriptions of services and features available in O365 &
M365

* https://learn.microsoft.com/en-
us/office365/servicedescriptions/office-365-service-descriptions-
teCh net- | | bra ry Feature availability

To get staned. se¢ the following service descriptions

2" Microsoft Learn

anoo ;IARFHs NI
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Microsoft 365 Solutions Included

Windows Defender
D Device Guard
® UEFI Secure Boot and the Trusted Boot Process

Enterprise Mobility + Security
Mobile Device Management for Office 365
Intune

Windows Defender Advanced Threat Protection

EA S

7 Office 365 Threat Intelligence
IVI I C ROSO FT 3 65 Microsoft Intelligent Security Graph

Microsoft Azure Security Center
Azure Network Watcher

Microsoft Azure Security Center

Azure Advisor Operations Management Suite
Office 365 Secure Score
Microsoft Azure Office 365 Threat Intelligence
o Windows Server 2016 Microsoft Cloud App Security
: Windows Server 2016 Security Guide
Multi-Factor Authentication for Office 365 SOL Server Database Threat Protection

anoo ;IARFHs NI
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Why Microsoft 365 ?

Devicg $@@Mﬁ°ﬁﬁy

I@f@ Co
"magj,, ng gﬁ@@@y Comyp liane

Information Governance

anoo ;IARFHs NI
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Zero Trust Security Model
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Castle-and-Moat Security

* Protection against attacks
« Building a strong wall and outer moat
« Strong Firewall

53 Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission. IN“RAM

53

Zero Trust Security

Instead of assuming everything behind the corporate firewall
is safe,

Zero Trust assumes an open environment where trust must be
validated

Assume breach — Assume that attackers will
succeed (partially or fully) and design accordingly

Verify explicitly — Validate trust of users, devices,
applications, and more using data/telemetry

Use least privileged access - to limit the impact Verify explicity priv:f:;*;ja:ctcess Assume breach
of any given compromise

..  —mu

54
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“Zero Trust” has been around for a while

The Open Group
(Home of the Jericho Forum)

-0 (2] (2] [2)

. (]

2004 EEREC"K) 2014 2016 Ongoing 5

Jericho Forum Microsoft Advocates Conditional Passwordless Hoa

Formally Established “Assume Breach” Access Released Initiative i{-ﬁx‘@

L
._ Tod ay =

~2004 2010 2014 e
Network Access Control Forrester coins BeyondCorp =
(NAC) Architectures “Zero Trust” Term Published
55 Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission IN“RAVI

55

Microsoft Leader in Forrester Wave : Zero Trust Platforms
THE FORRESTER WAVE"
4 Zero Trust Platforms
Q3 2023
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Zero Trust Components

B 4, Identities

&[] Endpoints E
B9 Applications 5
=
Data 5
§
&= Infrastructure
@ Network
57
Zero Trust Approach from Microsoft
Identities Applications
8 P e, <G i
‘& < o e, o,
§ : Data
l < Zero Trust & F—
policy enforcement 9lolol
N £
Infrastructure
Endpoints oo
L=
e oy
m \b Qﬁht"'”igence &W\e«\ { Ne?vork
https://docs.microsoft.com/en-us/security/zero-trust/ )
TN “RAINVI
58
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Microsoft Zero Trust Capabilities

|_ Posture Management |

Identities Applications
> . 4 Microsoft
‘ / ‘/y ‘,{\s\‘ assessMmen); &4 ‘i Moot %T:ir;d;:) t;)osr - E
A oo 6, st e
(5? Zero Trust ’o;
l A policy enforcement N Data =
Microsoft k.; 101010 r
Defender 7™ ﬂ v Microsoft oo g
for Identity Information o
Protection
Endpoints wan Microso;t Conditional Infrastructure
ICrosot ccess
% @ Defender Microsoft ﬂ
Vi ; 1 -’2,% ; é\-d 4 Defender for
Eﬁ ﬁ/’l‘dpoint » ’mte”igence &-‘e\e“\ 4 | T Network
anager 'y
Microsoft 'Iéi)@
Defender for IoT / OT ‘
I _ |
Microsoft Sentinel
59
Six Security Product Families
“um-ﬂlltfonn
-
Co i 3
5 ", :
g %
'] (@]
v < -
S = o
Microsoft < c
Security 5 o
H
i
~ x 5
%‘9 @e.o
(77 e
Y & Mana9
Multi-cloud
60
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Microsoft Defender & Sentinel

\ti-platfo,
Microsoft w v o -
Defender @ Co’?) =
S - g
2:;!
2
o
Microsoft c
Sentinel ?
H
%, & §
Y & Manad®
Multi-cloud
61
Microsoft Endpoint Management
\ti-platfo,
Microsoft w v o -
Defender @ Co’?) =
S - g
2:;!
2
o
Microsoft c
Sentinel ?
i
- g
%, e @é‘
Y & Mana®® @
Multi-cloud Microsoft

Intune
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Microsoft Priva
\ti-platfo,
Microsoft W ¥ o -
Defender @ Ca H
. :
2:;!
; : o
S Microsoft Microsoft (=
sentinel Security Priva ?
Jan ‘22 §
2
P - 5
%‘9&' e@e.o
& & Manad @
Multi-cloud Microsoft
Intune
63
Microsoft Purview
\ti-platfo, @
Microsoft W ¥ o Microsoft -
Defender @ Co”.b Pt:nzlew Apr 22 =
S %, g
5 (o)
G 0@ -
£ : o
S Microsoft § Microsoft (=
sentinel Security 2 Priva ?
§
x
L9 g
%‘9&' e@e.o
& & Manad @
Multi-cloud Microsoft
Intune
64
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Microsoft Entra
\ti-platfo,
Microsoft W ¥ o Mi ft -
Defender Co pt::\:f::‘:' =
ey,
Es\
4
% 3
Microsoft Microsoft : Microsoft c
Sentinel Security Priva ?
;
% S
@o"’h’ eﬂ\@
Inspire ‘23 & Mana9d @
Microsoft Multi-cloud Microsoft
Entra Intune
65
Six Security Product Families
\ti-platfo,
Microsoft W ¥ o Mi ft -
Defender @ Co pt::\:f::‘:' =
S - g
2:;!
B2
. (@)
Microsoft Microsoft c
Sentinel Priva ?
;
% S
80{,‘ eﬂ\@
=&
Microsoft Multi-cloud Microsoft
Entra Intune
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Security Score & QS Solutions

Your Secure Score is:

9B D)
Of 273 Y A

BALANCED

anoo ;IARFHs NI
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Endpoint
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< Endpoint

D e Defender
N

anoo ;IARFHs NI

69

Story Telling
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Microsoft Entra

Identity & Access Management

6/19/2025

S0ipsos €58 4o 4 GnO10§ AN NI
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Azure AD is becoming
Microsoft Entra ID

Azure AD Free Microsoft Entra ID Free

Azure AD Premium P1 Microsoft Entra ID P1

Also included in Microsoft 365 E3 Also included in Microsoft 365 E3

anoo ;IARFHs NI

Azure AD Premium P2 Microsoft Entra ID P2

Also included in Microsaft 365 E5 Also included in Microsoft 365 ES

Azure AD External Identities Microsoft Entra External ID

73

Microsoft Entra Suite

Microsoft Entra Private Access
Zero Trust Network Access

Microsoft Entra Internet Access
Secure Web Gateway

Microsoft Entra ID Governance
Identity Governance and Administration

Microsoft Entra ID Protection
Identity Protection

Microsoft Entra Verified ID (Premium capabilities)
Identity Verification

37
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Microsoft Entra product family

Establish Zero Trust Secure access for Secure access for Secure access
access controls your employees customers/partners in any cloud
@ Microsoft Entra ID Microsoft Entra Microsoft Entra & Microsoft Entra
Pl w Private Access External ID Permissions Management
Microsoft Entra B Microsoft Entra
= Intemet Access Workload ID
Microsoft Entra ID
Governance
@ Microsoft Entra ID
ID Protection
@ Microsoft Entra Verified ID
Premium
4  Microsoft Copilot for Security >

75

Breaches & techniques Used during Breach

@ What tactics do they use?

62% I

of breaches featured hacking.

51% I

over half of breaches included malware.

81% I

of hacking-related breaches leveraged either
stolen and/or weak passwords.

43% I

were social attacks.

14%

Errors were causal events in 14% of breaches.
The same proportion involved privilege misuse.
8% I

Physical actions were present in 8% of
breaches.

% What else is common?
66% I

of malware was installed via malicious email
attachments.

73% I

of breaches were financially motivated.

21% I

of breaches were related to espionage.

27% I

of breaches were discovered by third parties.
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Same Username and Password

. -----------

1 )
N\ : *
b .
u1 : Bank '
. com ':‘..
Use same username : . ¥
and password H : Mo

across multiple sites : _n .

e,
User 3 com ?‘. Yei
: H .y

",
..,
el
"

com

ey
. L}
.....
oy

..........
» : | Obscure :
H .com 2

.............

Attacks weakest site
to get credentials
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Identities today (Local & Cloud Identity)

NTLM SAML
Kerberos OAuth

Active

Directory
(On Premise)

anoo ;IARFHs NI

78

39



6/19/2025

Connect AD with Entra ID

NTLM SAML
Kerberos OAuth

Active Entra ID
Directory g Connect

>

(On Premise) (On Premise)

anoo ;IARFHs NI

79

Entra ID Features

* User Identity Directory

« Single sign on to any app

* User self-service portal

» Multifactor (MFA) + Passwordless Authentication

« Conditional Access + Identity Protection

* Hybrid Identity Management

* Frontline Worker Identities & External Identities (B2B)

cursesaons ANOTO §INTES NI

80
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IN‘RAM: CLOUD BS Microsoft

MFA — Multi-factor Authentication

More than 99.9% of these identity-related attacks are stopped by
using multi-factor authentication (MFA) and blocking legacy
authentication. JR -

== ACCOUNTS

Enabling MFA is simple, and you can use the Microsoft

Authenticator App on your mobile device. It is especially critical to ' "'""“’"
enable it on privileged accounts, such as Global Admin, User Access 2393216
239 2 v
Admin, Owner, Contributor, etc. We recommend enabling it on
ALL accounts! ot
Get the app on your phone 486125¢ o ~ Touch ID for “Authenticator™
‘Scan the QR code with your Androie or 105 meblle device. Ute Touch © 10 approve rous sge-m
Cobermise, 2p Cancet o van you POk
) G oerscoum P s
895823 ¢- v o

s e
“ L b
Google Play App Store

Microsoft Mobile Phone Authenticator App | Microsoft Security

81

Conditional Access

OPEN THE FRONT DOOR BASED ON R

* Assign risk level

+ Automated Responses depending on Risk Conditons
o . Location (IP range)

« Conditional Access : —

User group

anoo ;IARFHs NI

Block access v

Enforce MFA per
user/per app

s

Allow access

a2

82
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Password-Less Authentication

High Security

o 2
¢ Password-less authentication g
Passwords + standard
2 Factor authentication =4
(2]
r
2
Inconvenient Convenient o
L
Passwords
Low Security
83
Windows Hello for Business
* Biometric Sign-In
* Facial recognition _
* Fingerprint recognition E
g.
L.
[}
=
o

84
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Microsoft Entra Product Family

Establish Zero Trust

access controls

Microsoft Entra ID

Formerty known as
Azure Active Directory

e Microsoft Authenticator

0 Microsoft Copilot
for Security

Secure access for
your workforce

Microsoft Entra
Private Access

Microsoft Entra
Internet Access

Microsoft Entra
ID Governance

Microsoft Entra
ID Protection

Microsoft Entra
Verified ID

Premium

Secure access for
customers, partners

Microsoft Entra
External ID

Microsoft Entra
Permissions Management
Microsoft Entra

Workload ID

Cloud Access
Management Platform

86
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&gﬂ |

Microsoft Entra g
5.
*’i—"ﬂ Microsoft Entra is the new product family that encompassesallof & 2
Microsoft’s identity and access capabilities. o
13 November
https://bit.ly/2024H2 / B \
87
Entra ID (Azure Active Directory)
Premium P1 | Premium P2 | Office 365
Apps
M365 E3, F1, BP | M365 E5 0365 E1, E3, E5, F3
10 Apps/User  Unlimited Unlimited 10 Apps/User E
Self Service Password Reset Yes Yes Yes g
Application Proxy Yes Yes g
Multi Factor Authentication Yes Yes g
Conditional Access Yes Yes
Join Device to Entra ID Yes Yes Yes Yes
Identity Protection (user Risk Policies) Yes
Price Free €5.06 €7.59
user/month* user/month*
88
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Identity & Access Management Features

Identity Feature M365 M365 M365 Other -
Business Enterprise E3 Enterprise E5 A
Entra ID Plan 1 Yes Yes Yes g
Entra ID Plan 2 Yes 'é
Advanced Security Management Yes g
Advanced Treath Analytics (ATA) Yes Yes
Windows Hello for Business Yes Yes
Multi Factor Authentication (MFA) Yes Yes Yes
Microsoft Cloud App Security Yes
89
Story Telling & ldentities
E
2'_-;.
E
o
c
5]

Vs.

High Security

AD Entra ID
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Microsoft Defender

Device & Threat Protection

6/19/2025

Cyber Attacks some years ago

Virus Malware

Less Complex More Complex

Spam

anoo ;IARFHs NI
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Cyber Attacks Today

Domain
Data Impersonation
Exfiltratrion Password Account
Takeover

Virus Malware Attack

Less Complex More Complex

Spam URL Spear Ransomware Lateral
Phishing  Phishing Phishing
Business
Email

Compromise

anoo ;IARFHs NI
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Cyber Threats

© 2020 Ingram Micro Int. All Rights Reserved.

94
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Threat Protection & Defender

Threat Protection for Email Exchange Online Protection

Additional Threat Protection for Email Microsoft Defender for Office 365

Threat Protection for Endpoints Microsoft Defender for Endpoint

Threat Protection for Domain Ctrl Microsoft Defender for Identity

Threat Protection for Servers Microsoft Defender for Servers
95

Multi-Tier Threat Protection

Microsoft Defender for Identity

K Microsoft Defender for o
Office 365 i

Microsoft Defender for
Endpoints (MDATP)

anoo ;IARFHs NI
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AV - EPP - EDR - XDR

Anti Virus (AV)
Endpoint Protection Platform (EPP)

Endpoint Detection and Response (EDR)

Extended Detection and Response (XDR)

Machine Learning Based Behavioral-Based Detection

Protection

Signature Based Protection

Great for Known Threats Prevents Known and Unknown  Alert Triage & Remediation

Threats (Reactive) (Proactive)
Higher Resource Usage Low Resource Usage Contain — Investigate -
Respond

Multiple Layered Security

Single Point of Reference for
Security Analytics

XDR Solutions assume a threat
already exists

Breaches originate at Endpoints
Multilevel Breaches

B0ihios €58 4o 4 GnO10§ AN NI

97

Endpoint Security Gartner Hype Cycle

BYOPC
Secutity

Security
Service Edge o~ —

SASE \
BEC Prolection

XDR

>

@
Device Endpoint Securny
% foe Frontline Workers EDR
=
<
b=
[+
g Endpoim Detectian
5 and Responss
w /
Dﬁ!w L Secure Web
ace Gateways
/ Remole UEM 4
Unified Endpoint Browses
5,_.:,,7 Isalﬂ/ S Drata Sanitization
\ Mobile Threst
;Eéf:;s Endpainl Defense
d
Trigged o) En
TIME
Platasg will be reached: s I-5wa. B 5-i0ws ribvin ¥ Dbsolete before olateay

Gartner Hype Cycle for Endpoint Security, 2021.

S
Endpoint Protection
Pintforms

EPP

Gartner

S0ipsos €58 4o 4 GnO10§ AN NI
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Microsoft Defender Suite 2023

Experts for XDR

o
[}
°
j
Q2
©
o
£
o
%]
o
Lo
=

July 2023
IN“RAM{
99
Microsoft Defender For Endpoint
* Endpoint behavior sensors (embedded in Windows 10)
» Cloud Security analytics (machine-learning — big data) 5
« Threat Hunters with Threat protection g
2'_-;.
o
&
= v < 9 + @
g 1l
Threat & A“fa‘:k Next :":?:j"t .Autc:f:a:‘ed Microsoft
Vulnerability b atl:e generation L U Secure score Threat
reduction - and and Xperts
Management L protection — T Expert
100
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Threat Explorer + Real Time Detection

B s W) s W s W) —— A e P e
-
2 II|' 1:8
el . -_._-'II'I-!I-'.I e E Banm
[T - et g
=
= @
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Microsoft Defender SKUs

Cross platform and enterprise grade Available as a Standalone offering will Supports multi-customer
protection with next-gen protection, standalone offering serve non-Microsoft viewing of security incidents

endpoint detection and response, and and as part of Microsoft 365 customers. No with Microsoft 365 Lighthouse
threat and vulnerability management 365 Business Premium licensing prerequisites for partners in preview

Customer size < 300 seats > 300 seats

Microsoft Defender Microsoft Defender Microsoft Defender

AR > NI

Endpoint capabilities\SKU for Business for Endpoint Plan 1 for Endpoint Plan 2 p
Centralized management v v v 8
Simplified client configuration v w]
Threat and Vulnerability Management v v v
Attack Surface Reduction v v v ?
Next-Gen Protection v v v %
Endpoint Detection and Response v v H
Automated Investigation and Response v v
Threat Hunting and 6-months data retention v
Threat Analytics v v
Cross platform support for Windows, MacOS, iOS, and Android v v v
Microsoft Threat Experts v
Partner APIs v v v
Microsoft 365 Lighthouse for viewing security incidents across customers v

102
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Microsoft Defender for Business

Cross platform and enterprise grade
protection with next-gen protection,

endpoint detection and response, and
threat and vulnerability management

Customer size

Available as a
standalone offering
and as part of Microsoft
365 Business Premium

< 300 seats

Standalone offering will
serve non-Microsoft
365 customers. No
licensing prerequisites

> 300 seats

Supports multi-customer
viewing of security incidents
with Microsoft 365 Lighthouse
for partners in preview

Endpoint capabilities\SKU

Microsoft Defender

Microsoft Defender

Microsoft Defender

IARTH > NI

smssemarn« ANOTD

*Limited. * Optimized for SMB. * Adaitional capabiiities planned

for Business for Endpoint Plan1  for Endpoint Plan 2

Centralized management v v v
Simplified client configuration v

Threat and Vulnerability Management v v
Attack Surface Reduction v v v
Next-Gen Protection v v v
Endpoint Detection and Response v v
Automated Investigation and Response w? v
Threat Hunting and 6-months data retention v
Threat Analytics v Optimized.for SMB. v
Cross platform support for Windows, MacOS, iOS, and Android v v v
Microsoft Threat Experts v
Partner APls v v v
Microsoft 365 Lighthouse for viewing security incidents across customers v’

103

Microsoft Defender for Business

>

Threat & Vulnerability
Management

Microsoft Defender
for Business

Elevate your security

e
A 4

Attack Surface

Reduction Protection
&1 Simplified Onboarding
- and Administration

Next Generation

¥

Endpoint Detection
& Response

APIs and Integration

*Not all capabilities available at time of preview

v

Auto Investigation
& Remediation

104
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Microsoft Intune

* Cloud-based enterprise mobility management (EMM)

* Endpoint Management

o App| ication Managemen’[ In a complex device landscape, you need choices E
« PC Management v ) 2
° Smartphone Management &O -E’ é
* Smartphone Applications gl S
° Eﬂd pOI Nt Secu rlty Secure your data on any device with Intune
* AutoPilot B toooo s ity ()
Intune = MDM + MAM + PC Management
105
Licensing Overview
Threat Protection Feature M365 M365 Other -
Enterprise E3  Enterprise E5 A
MD for Office 365 Yes Yes g
Advanced Threat Analytics Yes Yes 'é
Advanced Security Management Yes g
Microsoft Intune Yes Yes Yes
Microsoft Cloud App Security Yes
Microsoft Defender for Endpoint Planl Yes
Microsoft Defender for Endpoint Plan2 Yes
Microsoft Defender for Business Yes

106
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Story Telling Microsoft Defender

All-In-One Security

AV - EPP - EDR - XDR

Multi-Tier Threat Protection

¥

anoo ;IARFHs NI
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* X %
* ve
x NIS2 *

DIRECTIVE

Cyber S ity Directi ** **
yber Security Directive
*

18 Sectors
180K+ Companies
18 October 2024

108
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B Microsoft

*x X %
*

DIRECTIVE

NIS2 directive:
how to achieve compliance

109

) b4

Microsoft Defender
Suite

Microsoft 365 Defender Suite is a set of security
products and solutions that protect your organization

§ Hands-On Training IN“RAM{

110
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Microsoft Purview

Information Protection
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Company Data years ago

= , -
——
Folder Share
in File Server -_—
HR File Permissions F—’
- Folder Permissions 8
NTFS ©
I
MARKETING
———
—
SALES
p—
ENGINEERING
File Server
112
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Company Data Distribution Today

ns
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The lifecycle of sensitive data

Data is created, imported,
& modified across
various locations

Data is detected
Across devices, cloud
services, on-prem
environments

|

a3

Sensitive data is

classified & labeled
Based on sensitivity;
used for either
protection policies or
retention policies

Data is protected
based on policy
Protection may in the
form of encryption,
permissions, visual
markings, retention,
deletion, or a DLP action
such as blocking sharing

Data travels across
various locations, shared
Protection is persistent,
travels with the data

Data is monitored
Reporting on data
sharing, usage,
potential abuse; take
action & remediate

Retain, expire,
delete data
Via data
governance policies

anoo ;IARFHs NI

114

57



6/19/2025

Information Protection Example

a & B . G || 58 sty

1 Sensitivity

Public

£

General

Confidential

+ Highly Confidential

anoio

e
March q;s,\“ 1o

oA ID; #Co0151500

M&A Plan —*iasﬁ‘\aj\nghai”

ns
Shide 10f 1 3 Nates

115

Purview Information Protection Packaging

gro(
sassessssEEEEnsE oL
Azure Information Protection Plan 1w @

"
Azure Information Protection Plan 2= . .
. n 0

labeling in Microsoft 365 apps

Automatic sensitivity labeling in Microsoft 365 apps . .
Manual sensitivity labeling for Teams meetings® .

J
INRTHL NI

Manual labeling with the AIP app and plugin . .
Automatic labeling in the AIP plugin . o

anoio

Default sensitivity labels for SharePoint
document libraries

Automatic sensitivity labels in Exchange,
SharePoint, and OneDrive

Sensitivity labels based on Machine

. . IPG SKU

Information Protection

Learning/Trainable Classifiers/Exact Data Match S g _J & Governance SKU
Sensitivity labeling for containers in Microsoft 365 . .
Basic Message Encryption . . P——
Advanced Message Encryption . — = | ey o m,u":;:‘:’ =
CUstomer ey, 2 | 0| Mas5E51P & Gove sub per User +1cwnmz [ o5 e5 178 e \ SER ssr|
Personal Data Encryption . .

ne
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Information Protection & Governance
SKU in Business

é Supplemental Licenses for Small and Medium-sized Businesses

+ = Can be added
N/A = Not available

Eersaae e
,

B¥ Microsoft 365

» = Incls Microsoft 365 Business

R E: r ) purchased through a Micrasot Partner. For Esentias beenses
Mierosoh website or customer admin porta, please refer 1o hitgs //ecs. cor oTeamsiget

Microsoft 365 ES info Protection and Governance N/A + + +
oo TerOer TUek Ranagemen L3 = T "
Microsoft 365 ES eDiscovery and Audit N/A + + +
Microsoft Defender for Business N/A * + .
Microgoft Defender for Business servers add-on for Mirosoft Defender for Business N/A o + +f
Microsoft Defender for Identity N/A . + +
Micsosoft Defender for Office 365 plan 1 nyA + + .
Micoseft Dafander for Office 365 Plan 2 A + + +
Microsoft Defender for Cloud Apps A . . +
App gevernance add-on for Microsoft Defender for Cloud Apps N/A + + #
Microseft Defender for Endpoint Plan 1 N/ + + +
Microsoft Defender for Endpoint Plan 2 /A B + +
Premium Assessments agd-on for Compliance Manager® N/A . + .
‘Azure Active Directory Premium Plan 1 N/A + + .
‘Azure Active Directory Premium Plan 2 N/A * - .
Microsoft Intune N/A - + .
Microsoft Purview Data Loss Prevention (for email and files) N/A . . .
Exchange Archiving A . . .
Microsaft Intune Remote Help N/A 44 44 +

anoo ;IARFHs NI
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Story Telling Information Management

NOW THERE'S FEWER BOUNDARIES, MORE
DATA, MORE COMPLEXITY

e
Y

L@

s O

S o
o O

= (h

[E———
" modited cron

Duta s protected

P
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;\,\\\\\‘\, ===
| = Microsoft

7 .
i
L ’Wfl/ﬁ Aa

Microsoft Purview
Information Protection

Microsoft Purview Information Protectionis a cloud-based service that
helps you discover, classify, protect, and govern ce
hybrid envi sensitive data across

l Hands-On Training

ano1o ;IR NI
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Microsoft Priva

Privacy & Compliance
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Microsoft Priva : two Solutions

Privacy Risk

Management E
)
g
Subject Rights
Requests
121
Privacy Risk Management
Visibility into your organization’s personal data
+ Overexposed personal data
* Open data
» Qver-privileged personal data 5
« Easily manage access rights g
« Data transfers o
C

* Manage transference of personal data
* Between Departments / Between Counties / Between regional borders

+ Data minimization
* Identify personal data that doesn't need to be retained
« Efforts to delete this data

122
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Privacy management: Data profile

Parsonal data trpe instances decacted i Microscft 145 locations

.....

23
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Data Subject Requests

The right to review and manage the personal data a company has collected

+ Data Privacy Regulations
+ Automatically identify and collect the requested data
» Automatically generated reports
* Built-in Power Automate templates and flows
+ Microsoft 365 Subject Rights Request AP

+ Data Subject Requests (DSR's)
* Request to access, modify or delete personal information

+ Data Subject Access Requests (DSARs)
* User’s request to access their personal data that a company has processed

anoo ;IARFHs NI
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i Microsoft Purview

scy mansgerant: Sublect rights requests > Albert Joa - Export
Reponts

i

Albert Jee - Export s 1o(s - bats estimate

Q Overview Datacollected  Notes  Colisborators.  Reports  History
&
Details Progress
Sohutions © Osta estimate
B caog Deadline: /42021 Requested: 7/21/2021
B app govermance Description:
2o Nooe provided

Related privacy regulation:

£ Content search

@ setung
@ More res

Data estimate summary

Number of items: 165

Voluma: 35 M8

anoo ;IARFHs NI
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Story Telling Privacy Management

DSR/DSAR

26

anoo ;IARFHs NI

126

63



6/19/2025

Microsoft 365 Security & Compliance

M365 M365 M365 Other -
BP Enterprise E3 Enterprise E5 a
Microsoft Intune Yes Yes Yes g
Office 365 Security & Compliance Portal Yes Yes Yes o
Office 365 Security Score Yes Yes Yes é
Compliance Manager (GDPR) Yes Yes Yes ©
Microsoft 365 Compliance Center Yes
Microsoft Cloud App Security Yes
Compliance — Archiving — eDiscovery - Hold Yes Yes Yes

127

Microsoft 365 Copilot
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129

1950s

Artificial Intelligence
The field of computer science that seeks to create intelligent
machines that can replicate or exceed human intelligence.

Artificial Intelligence

130
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Artificial Intelligence

131

Artificial Intelligence

Alan Turing, (1912-1954)

Educator, Mathematician

“A computer would deserve to be called
intelligent if it could deceive a human into
believing that it was human.”

132

1950s

Artificial Intelligence
The field of computer science that seeks to create intelligent
machines that can replicate or exceed human intelligence.

1950s

Artificial Intelligence
The field of computer science that seeks to create intelligent
machines that can replicate or exceed human intelligence.
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Artificial Intelligence

Alan Turing, (1912-1954)

Educator, Mathematician

“A computer would deserve to be called
intelligent if it could deceive a human into
believing that it was human.”

Artificial Intelligence

1950s

Artificial Intelligence
The field of computer science that seeks to create intelligent
machines that can replicate or exceed human intelligence.

Turing Test (Chat)

1950s

Artificial Intelligence
The field of computer science that seeks to create intelligent
machines that can replicate or exceed human intelligence.

Witness Type

0.2 0.4

————

PASSED

Openness Neuroticism
e >

-+ ChatGPT-3

0.6 0.8
Turing Test Pass Rate Conscientiousness Agreeableness

6/19/2025
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1950s

Artificial Intelligence
The field of computer science that seeks to create intelligent
machines that can replicate or exceed human intelligence.

Artificial Intelligence

. . 1959
Machine Learning

A subset of Al that enables machines to learn from existing data
and improve upon that data to make decisions or predictions.

135

1950s

Artificial Intelligence
The field of computer science that seeks to create intelligent
machines that can replicate or exceed human intelligence.

Artificial Intelligence

. . 1959
Machine Learning

A subset of Al that enables machines to learn from g data
and improve upon that data to make decisions or predictions.

MODEL ouTPUT
TRAINING PREDICTION
(iNFERENCE)

Labeling Algorithm
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Artificial Intelligence

Machine Learning

— 8] —

MODEL
PREDICTION
(iNFERENCE)

Algorithm
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1950s

Artificial Intelligence
The field of computer science that seeks to create intelligent
machines that can replicate or exceed human intelligence.

1959

A subset of Al that enables machines to learn from existing data
and improve upon that data to make decisions or predictions.
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1950s

Artificial Intelligence
The field of computer science that seeks to create intelligent
machines that can replicate or exceed human intelligence.

Artificial Intelligence

. . 1959
Machine Learning

A subset of Al that enables machines to learn from existing data
and improve upon that data to make decisions or predictions.
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1950s

Artificial Intelligence
The field of computer science that seeks to create intelligent
machines that can replicate or exceed human intelligence.

Artificial Intelligence

. . 1959
Machine Learning

A subset of Al that enables machines to learn from g data
and improve upon that data to make decisions or predictions.

Algorithm

70



6/19/2025

1950s

Artificial Intelligence
The field of computer science that seeks to create intelligent
machines that can replicate or exceed human intelligence.

Artificial Intelligence

1959

Machine Learning
A subset of Al that enables machines to learn from existing data
and improve upon that data to make decisions or predictions.

Machine Learning

2017

Deep Learning Deep Learning
A machine learning technique in which layers of neural
networks are used to process data and make decisions.
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1950s

Artificial Intelligence
The field of computer science that seeks to create intelligent
machines that can replicate or exceed human intelligence.

Artificial Intelligence

1959

Machine Learning
A subset of Al that enables machines to learn from existing data
and improve upon that data to make decisions or pre

Machine Learning

2017

Deep Learning Deep Learning
A machine learning technique in which layers of neural networks
are used to process data and make decisions.

Why deep learning

Amount of data

How do data science techniques scale with amount of data?
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1950s

Artificial Intelligence
The field of computer science that seeks to create intelligent
machines that can replicate or exceed human intelligence.

Artificial Intelligence

1959

Machine Learning
A subset of Al that enables machines to learn from existing data
and improve upon that data to make decisions or predictions.

Machine Learning

2017

Deep Learning Deep Learning
A machine learning technique in which layers of neural
networks are used to process data and make decisions.

2021

Generative Al
Create new written, visual, and auditory content given
prompts or existing data.

143

Generative Al

Al Generates
new content

Pictures

Gan you provide an example ofaPython funtion tht calcuatethe sum of two

xarmple of  Python functon thatcalulates

This woukd utput 8", snce "3+ 5 = 8"
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Large Language Models (LLMs)

==
—
[ —
[ —
WWW s
: g"férge Language Model
Pre-Trained Transformer
(with collection of language data) (type neural network)
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Time to reach 100M users

Mobile phones: 16 years ChatGPT: 3 months

Internet: 7 years

Facebook: 4.5 years

16 years 3 months

146

73



6/19/2025

Gartner Says More Than 80% of Enterprises
Will Have Used Generative Al APIs or Deployed
Generative Al-Enabled Applications by 2026

“Generative Al has become a top priority for the C-suite and has sparked tremendous innovation in new tools beyond foundation
models,” noted Arun Chandrasekaran, distinguished VP analyst at Gartner. “Demand is increasing for generative Al in many
industries, such as healthcare, life sciences, legal, financial services and the public sector.”

147

Microsoft and OpenAl’s partnership

“We formed our partnership
with OpenAl around a shared
ambition to responsibly

advance cutting-edge Al
research and democratize Al
as a new technology
platform*

Satya Nadella (CEO Microsoft)
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Microsoft Copilot

149

Browser &
Search

Microsoft
Copilot

Business
applications
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Promote Creativity with
Microsoft 365 Copilot

Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission
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Microsoft
Copilot

Business
applications

152

6/19/2025

76



6/19/2025

Microsoft 365 Copilot

Unleash creativity

Harness Copilot's
power so you never
start from scratch

Unlack productivity

Let Copilot summarize
actions for you, and
optimize your time

Uplevel skills

Be better at what you're
good at and master what
you've yet to learn

153

Review email inbox to find customer inquiries and supplier updates

€ Copilot in Outlook

Copilot works alongside to manage
the daily inbox.

Business needs:
+ Facilitate review of recent emails

* Flag important items; specifically, customer
feedback and supplier
concerns

+ Draft customized responses to each inquiry.

Further trim text and apply a professional tone.

- - o d Quick question about Van Arsdel deck
e
'Mnllﬂl»—um it borpoaamte ot
k]
. o,

P—
&

@ L
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B 9@ & - 0o x

Lunch with Jane
030 tmin a1 Fourth Coffes

Q search
Message  Insert  Formattext  Options 17e
12 B I U S &+~&~ v Prvovidy oav B d
Focused  Other Q= Team Pictures metings X (3 & Genenal
o (W Evia Atkins L 4
a The One and Only Moon B32AM To: Katri Ahokas; Henry Brill; Robin Counts
v Today Start typing or %4 Draft with Capilot
; Serena Ribeiro =
NYC Travel itinerary 12555PM
Hi Katri, | attached the itinerary | started.
S Daisy Philips
PTA Kickoff Picnic arneam
Hi all, Lydia, thank you so much for reachi.
v Yesterday
Margie's Travel B

Confirmation Letter - MPOWMQ  2:43PM
Thanks for booking your flight with

3 Fri8/1/2023 235PM - 10:  RSWP

, @ Woodland Bank
Your bill is ready to view 11200
Hi Katri, your billis ready to view. Log in

5 a\' Cameron Evans @ 2
Thanks for joining our networkin... 7:30AM

Hi Katri, we want ta thank you

% Draft with Copilot for Sales

[ Make a proposal h Request

| Mew Outicok @D

#

Draft saved at 11:00 AM

- Outlook

Email Draft

Copilot for Sales generates customer replies using sales
prompts, data, and insights

0 Suggested sales-specific email prompts

Email draft provided by Copilot for Microsoft 365
enriched with CRM information and sales insights
like BANT (Budget, Authority, Needs, Timing)
analysis, buying intent, and more

155

om @ conrrer
Follow-up Proposal for.. 1301
| wanted to follow up on the prop,

~'<\ Brooklyn Simmans
New Lead: Inquisies fr.
tm excited to

@ oo

Deal Progress: Negatiatl

13:01PM

- Jane Cooper
Action Required: Upda...

1110 AM
e kindly request that you updat.

@ o Sy
Congratulations! Quart... 1104 AM

¥im thrilled to inform you that we.
Yesterday

a Davon Lane
Webinar invitation: M

We're excited to extend an exclusi

| © i rors

How Was Vour Experie... Yesterday
Daisy,

e Dianne Russell

Exclusive Offer: Special 0... ve
1 hope this email finds you eag

berto Burgos, the operations manager
hines and organic Arabica beans for

Fourth Coffee, i writing 10 ask about coffee
new locations.
uc afferings. pricing detads, and any

be specal offers or bundies.
wdget of $12,000 was mentioned, and possible stakehalders are Alberto, Rebecca,
and Miguel

hout timing and esd dont seem to be men
ssue about his starage

nod
ons and the shipment time:

1 Schedule clowp ¥ Reply o2

Hi Daisy,

your swit res até A-100
It sounds like an excellent fit for our and
Lappreciate your recommendation

The budget aligns well with our initial estimates, and wo are ready to move forward
with the purchase, hopiag to finalize it by Aug 20, Inna Laar, our purchasing
er,is B3EET 10 KisCuss the premium bundle and finalize the dotails.

Best regards,
Alberto Burgos
Operations Manager
Fourth Coftes

Q Search o o & = 0 X
Lo 1 B e e | New Outook @D
Delete ~ [ Archive. f Sweep EgMoveto & & Ao o - Qfesdiimesd P T+ 2 Q-+ 9 B ©
Focused  Other Q= [EXTERNAL] Inquiry Regarding Specifications % Sumemarize
S U pres and Availability of New Coffee Machine Model & Copilot for Sales 2 %
[EXTERNAL Inquiry Reg... 1345 7
il S Dais: oy Summary by Copilot x s

) Emailfrom: Kathryn Murphy

‘Save email to Salesforce ()

save

Key sales info

+ Alberto Burgos

for the Fourth Coffec

+ Fourth Cotfee speciaizes In high
volurne 30 pramium coffee
experiences, emphasizing ethically
sourced beans and rich flavors.

+ S0 Cate A-100 Aut
for Fourth Coffee on

expected close dats

o

‘Suggested actions ©) e
* Update budget to §12,000 1

Updote appartity

« Update cinse date 1o 8/20/23 1

Update gppartuniy

Leads (1 ©

G Mo Garcis

Outlook
Email Summary

Copilot for Sales helps sellers catch up on email in a snap

Email summary provided by Copilot for Microsoft
365 enriched with information for the CRM and
key sales insights — Budget, Authority, Needs,
Timing, buying intent and more

Email summary has a link to open Copilot for Sales
sidecar

Sales-specific information about the customer

Links to recent deals related to this customer or
account

Sales-specific suggested next actions

Related CRM records
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O

Intelligent recap in Copilot in Teams

p

Built-in and )

® automated :
a8

%

@ Standardized k)

Video, speaker,
@ and chapter
markers

® Available after
meeting only

@ 200001100

38 Speakers # Topics
a
O viona kane

I rr—
@ oorci Mancrs

@ Amand By

@ srozo

>

Q0 [E) Product roadmap discussion < rie: et

© Open in Stream

Product Roadmap Discussion

= Chapters

s Recap -+

@ Copilot

Content

@) ProductRoadmap.. @F Marketingbudget.. [* Marketing demof

P Tty

@ Generated by Al Be sure to check for accuracy. O copyal

® Transcript

Meeting notes

efore she and Danielle commit

e could bea
hat they have the

Follow-up tasks

« Danielle will follow up on

+ Jon Shamm

O Copilot

Create a table with pros and
cons of option 1

Pros and cons of option 1: Drive campaign
traffic to generic Sign up page:

CIIED)——e

Close @

%

On-demand @

Cons

Less persuasive

Based on unique
prompts ®

Less engaging

Conversational
interaction, with @
citations.

Eaborae on exch 0 and con Available real-time
c (during and after @

meeting)

st more

Use built-in meeting

summaries and ask any question about the meeting

*Intelligent recap is also available in Teams Premium

157

summarize, & create.

Business needs:

(o] Copilot in Word

Copilot helps write, edit,

« Draft a two-page project proposal based

on the data from customer feedback
and sales

Make the third paragraph more concise.
Change the tone of the document to be
more casual

Create a one-page draft based on this
rough outline

Create a proposal to update the store’s website
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Copilot for Microsoft 365 example

G Copilot in PowerPoint

@ ) ¢ o

: , S5~ a
Copilot helps to create visually S - o 3o ° .- =
stunning presentations. e e e sl -l '

& :
Business needs: ‘ ‘
« Create a five-slide presentation based
on a Word document, include relevant N .
stock photos Clle tO add tltle
: gﬁgzgiﬁijﬁggﬁfema“°””“°a Click to add subtitle
» Reformat three bullets into three R
columns, each with a photo
159
Provide comparison on online vs in-person sales
€3 Copilot in Excel
e o~ @

] ) . e es o
Copilot works alongside to analyze : s 4 © -
trends and create professional-
looking data. S — e T T ST T
Business needs: = = (-

« Break down sales by type and channel et e U T e R N e TR

« Project the impact of increasing online = = e
inventory = e N T o T G T

+ Reformat data into a visual chart to model — = Y R R Ay .
how inventory shifts could impact the — ke R e R A e W
gross margin P " » 0 e » s

« Create visual charts to share with the team e e =

160

6/19/2025

80



© | Q itoss/onediivelive comssw U EACKEPSEACHWULnS060H4BND

@ Meeting prep for Relecloud - Saved D search

&

e vome Vst Lyjo Aaticences Review View Help Comments | A Cattntn | cone (D
v vives v eee s oo \Word Content
L]
e Generation
Help e e Fo the pitch neeting wth Releckod e
Sales meeting preparation brief
B 5 v rou oo
Copilot for Sales helps sellers prepare for customer
engagements
CRM records included directly into the
O hkotor e opprtomity ~ o o content generation prompt
R AT CRM insights and enrichment blended
PE— directly into the generated content
e
D st wrking an it (B Stop generating £
v ; Wevan B woves — —e + om0 et
161
ync - 0 X w - O X
© 259800 E - w4 o pym- o g
& copilot & copilot - X

_
Copilot 1035 ‘
O swes Copior

50 Cafe A-100 Automatic
50 Cafe A-100 Automatic was
opened for Contoso on July 6th
2010, The expected close date is
June 20th, 2023, Albeno Burgos is
the primary contact. The budget for
this opportunity is $24,000.

Latest activity
+ Daisy saved an email thread
summary on 04/15/2023
+ Follow up sent by Alberto
Burgos, still no response
received.
= Another follow up sent: Quote
#252 received but appears
incomplete
+ Alberta from Fourth Coffee
contacted and requested a price
fist for the HT1 Coffee Machines.

View in Dynami

Q..
Proseware

Praseware is an talian soda
company founded in Turin in 1895,
It offers popular soda drinks, It's
own range of snacks and at home
soda makers. Proseware is the most
popular soda company constituting
80% of native Italian soda drinkers
and it is also a leading soda
company in the world.

Strengths
+ Strong global presence
+ Wide range of products
+ Strong brand recognition
+ Strang financial position

Weaknesses
+ Reliance on sugary drinks
+ High debt levels
+ Vulnerable to changing
consumer tastes

View in Dynamies365

Learn more in Bing

anything about this meeting

% @

Teams
In Meeting

During meetings, Copilot for Sales brings sellers real-time
information and tips

0 Opportunity Summary
Opportunity summary surfaces summarizing
previous action items, notes and other related CRM
information

e Real-time Brand/Competitor detection

When a brand name is mentioned, Copilot detects
it and surfaces a SWOT analysis and overview of
the brand from Bing’s database
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Microsoft Copilot + PC

Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission
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Microsoft
Copilot

Business
applications
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o
Copilot+PC

165

Retrieval-Augmented
Generation

(RAG)
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Copilot+PC
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Copilot+ PC exclusive Windows 11 Al Features

P

Cocreator

Create images in Paint through
two inputs: drawing and text prompt
to cocreate with your device.

Q
Image Creator
Generate a series of customized

images from descriptive text
prompts.

Restyle Image

Apply artistic styles to existing
photos with Al-powered edits.

=

Live Captions

Instantly translate any live or
pre-recorded video in any app
or video platform from 44
languages into English.

34»

Windows Studio Effects

New Windows Studio Effects features:

Creative filters
Portrait light

Including improvements across:
Eye contact: teleprompter
Portrait blur
Voice focus
Access in Quick settings

&

PRE

Recall (preview)

Find things you've seen on your
device by using semantic search with

a few descriptive clues you remember.

Scroll timeline to find previous
snapshots and use screenray helps
you discover and do your next step.

You remain in control of your
data. Pause, delete, or change your
privacy settings at any time.

168
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Cocreator

What's new?

With real-time generative Al, you can sketch with your mouse or touchscreen and
simultaneously use text prompts to create Al-generated images. Now with Ink Anywhere, you
can also use your pen and touchscreen to hand-write your prompts anywhere on the screen
where you can type, and it will convert it to text'. With no token limits and wait times, it makes

iterating and editing a breeze.

Why use it?

Light your spark. Everyone has an imagination and an ability to be an artist. Describe and draw
your vision with text and image prompts and watch Cocreator generate an interpretation of it.

When can | find it?

Cocreator will be available only on Copilot+ PCs (generally available from June 18) and requires

installation of the latest Windows Updates.

Where to find it?

In the Paint app, click the Cocreator icon in the top right half of the ribbon display. This will
open the Cocreator pane on the right-hand side of the app, where you can begin prompting.
After you've gotten your resulting image, use the creativity slider on the right-hand side to

make adjustments.

1Optimized for English text prompts

6/19/2025
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Image Creator
and Restyle Image

be what style you'd like to apply.

Try "An abstract expressionist
art style, characterized by
spontaneous, gestural brushwork”

B

Creativity
—
e
~ Impressionism

' Optimized for English text prompts

What's new?

Image Creator: Transform text prompts' into a series of customized, images. Designed to

boost creativity and inspiration, it allows users to generate 20 images from a single prompt.

Restyle Image: Transform photos into various artistic styles with preset options or get
creative with custom user text prompts’. Includes a "Creativity" slider to adjust how much
the style should be applied, allowing for subtle enhar or dramatic transformations.

Why use it?

Both features are perfect for generating visual content, whether creating new images from
text prompts or enhancing photos with artistic flair. They help visualize ideas, enhance
storytelling, and inspire creativity. Ideal for creative projects, social media posts, digital art,
and other creative endeavors. The “Creativity” slider allows users to control the intensity
and detail of styles, offering flexibility to achieve the desired effect.

When can | find it?

Image Creator and Restyle Image will be available only on Copilot+ PCs (generally available
from June 18) and requires installation of the latest Windows Updates.

Where to find it?

In Photos app you will find Image Creator in the left menu box to create new images from
scratch. To use Restyle Image, open a photo and select the “edit” button to then select Al
to restyle your image with text prompts or presets.
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TS

POrt Ugue se

French Live Captions

What's new?

PO'lSh Live Captions now offer instant real-time translations from 44 languages into English and works across
any video or audio call, helping you stay connected with others when it matters most'.

Why use it?
, % When you never miss a word, you never miss a beat. Like the conversation in your video calls. Or the
Span|5h to Eng||5h dialogue in your movies. If there are spoken words, live captions can turn them into English subtitles in
real time on your screen.

When can | find it?
German Live Captions will be available only on Copilot+ PCs (generally available from June 18) and requires
installation of the latest Windows Updates.

Where to find it?

Turk\Sh Open Quick Settings to locate the live captions toggle and turn it on. If video or audio is played on
your device in one of the 44 languages, Live Captions will automatically offer translations. This feature
can also be used by turning on the microphone on your device for translations of live conversations.

pussial

‘Currently supports translation for video and audio subtitles into English from 40+ languages. See [aka ms/copilotaluspes).

Qs
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Windows Studio Effects

What's new?

Copilot+ PCs come with new and enhanced experiences for audio and video effects, including:
Creative filters offer three styles: illustrated, animated, and watercolor that enable you to express
yourself artistically.

Portrait light adjusts the lighting to give you a natural appearance and ensure you're always visible in
avideo call.

Eye contact: teleprompter helps you maintain eye contact even when you're not looking at the
camera and reading content, even your talk track, on your screen.

Portrait blur is enhanced with matting so that your blurred background is crisply outlined around you.
Voice focus is enhanced with deep echo cancellation reduces background noise so only the sound
you want shared is captured.

¥ Windows Studio Effects

Why use it?
No need for extra lights, expensive lenses, or sound-proof rooms. Built to automatically improve lighting
and cancels noises during video calls—perfect for when presentation matters.

When can | find it?
New and enhanced features to Windows Studio Effects will be available only on Copilot+ PCs (generally

Q Crestive 6 iter @cmmr () Creatis Fiter:
available from June 18) and requires installation of the latest Windows Updates. S Arimated bt

ok P masted

Where to find it?
Once an effect is turned on in Quick Settings, they'll automatically be applied to any video or audio
platform you're using, and there is no work required for the app maker.
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Q Find my ccean conservation ideas

Recall

What's new?

Recall is a preview experience, is coming soon, and will be available first in the
Windows Insider Program (WIP). Recall helps you quickly find things you have
seen on your PC - documents, images, websites, IMs, email, apps, and more'.
Just scroll your timeline or select the search box in Recall and describe
something you've seen or done with semantic search, and snapshots of those
moments will be discoverable by text or image. In addition to looking back in
time, you can use screenray to analyze the snapshot for suggested steps
forward such as copying or sending an email. You remain in control of your
data. Pause, delete, or change your privacy settings at any time. For Recall to
save your snapshots, you need to opt in to the experience. You can do this by
clicking “save snapshots” in the out of box experience during device set up or
by navigating to the Settings application at any time after.

Why use it?

Searching for a document, email or web page on your PC can be time-
consuming. Now you can just describe how you remember something and
Recall will find it. Microsoft provides many built-in security features from the
chip to the cloud to protect Recall content

When can | find it?

Recall (preview) will be available first in the Windows Insider Program (WIP) in
the coming weeks. It will be available only on Copilot+ PCs and requires
installation of the latest Windows Updates and opt-in consent during device
setup to have Recall save snapshots. Windows Hello enrollment is also
required to enable Recall.

Where to find it?
After installing the latest Windows 11 update, customers will find the Recall
icon on their taskbar and in system tray.

'Optimized for select languages (English, Chinese (simplified), French, German, Japanese, and Spanish.)
Content-based and storage limitations apply. See [hitps//akams/copilotpluspes).
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What do you
need for a
Copilot+PC ?

b, — Do not distribute or duplicate without Ingram Micro's express written permission. IN“RAM
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o - CPU

= Serial Task

Central Processing Unit

Clock Speed / Cores / Flops (Floating Point Operations per Second)

175 Proprietary information of Ingram Micro — Do ot distribute or duplicate without Ingram Micro's express witten permission IN“RAM

175

I CPU Central Processing Unit

. Seri
erial Task
Clock Speed / Cores / F|0pS (Floating Point Operations per Second)
Intel / AMD
176 Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission IN“RAM
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5 CPU . .
u po—— Central Processing Unit
ahadan Clock Speed / Cores / Flops (Floating Point Operations per Second)
CLTTI [ GPU | Graphical Processing Unit
u Graphics/ / Cores / Clock Speed / Flops / Video RAM
Parallel Task
177 Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission IN“RAVI
177
5 CPU : :
u po—— Central Processing Unit
haibn Clock Speed / Cores / F|0pS (Floating Point Operations per Second)
- . . .
HE o [ GPU | Graphical Processing Unit

Graphics/
Parallel Task

178

Proprietary information of Ingram Micro — Do ot distribute or duplicate without Ingram Micro's express writien permission. IN“RAIM

/ Cores / Clock Speed / Flops / Video RAM

Nvidia / AMD / Intel

178
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o - CPU

= Serial Task

Central Processing Unit

Clock Speed / Cores / Flops (Floating Point Operations per Second)

Graphical Processing Unit
Cores / Clock Speed / Flops / Video RAM

* Graphics/
Parallel Task
EEEE NEEE : :
EEEE  EEEE [ NPU | Neural Processing Unit
BEEE , Euwm Recognition/ TOPS (Tera Operations Per Second) / TOPS/Watt
Parallel Task
179 Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission. IN“RAVI
179
u CPU . .
, na ol Task Central Processing Unit
ahadan Clock Speed / Cores / F|0pS (Floating Point Operations per Second)
- . . .
CLTTI [ GPU | Graphical Processing Unit
- .
B Graphics/ Cores / Clock Speed / Flops / Video RAM
Parallel Task
EEEE NEEE : :
EEEE  EEEE [ NPU | Neural Processing Unit
BEEE , Euwm R ition/ TOPS (Tera Operations Per Second) / TOPS/Watt
etognl lon NVIDIA, Intel, Qualcomm, Google, Huawei, Apple, Samsung, AMD
Parallel Task
180 Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission IN“RAM
180
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The NPU

What is it?

The Neural Processing Unit (NPU) is a third processor in the computer
designed to process large amounts of data in parallel, performing trillions of
operations per second. It excels at providing lightening fast, high bandwidth
Al in real-time and frees your CPU and GPU up for other tasks

Why is it important?

NPUs are built for intensive workloads that otherwise would deplete CPU
and GPU performance. This uniquely enables us to offload our Copilot+ Al
features to the NPU without sacrificing overall performance, battery life, or
thermals of the device.

How does it work?

NPU performance is measured by TOPS, or trillions of operations per
second. Copilot+ PCs have 40+ TOPs, making them the mast powerful
NPUs on the market with remarkable efficiency in handling Al tasks. This is
particularly crucial for a notebook PC running on battery.

40+ TOR's

g,
oz,
o)

181

QUALCOMAN’

182
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Snapdragon

Snapdragon X Elite
Not x86/64 bit processor but ARM
10x faster than x86 PC’s

i [ CPU
= Serial Task

Qualcomm Oryon CPU

(sFpa o Qualcomm Adreno GPU

Parallel Task

T— Qualcomm Hexagon NPU
Parallel Task

183 Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission. IN“RAVI
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Snapdragon’ X Series Platforms: SKU Comparison Table

Snapdragon”® X Series Platforms: SKU Comparison Table

Qualcomm’
Qualcomm Oryon” CPU Adreno” GPU

Max Multithread | Dual Core
Platform Part Number | Total Cache Frequency Boost NPUTOPS Memaory Type | Transfer Rate

Snapdragon X Elite X1E-B84-100 42 MB 38 GHz 4.2 GHz . LPDDRSx BALE MT/s

Snapdragon X Elite X1E-80-100 42 MB 34 GHz 4.0 GHz LPODRSx BLLE MT/s

Snapdragon X Elite XIE-78-100 42 MB 34 GHz None LPDDRSx BLLB MT/s

Snapdragen X Plus XiP-64-100 42 MB 34 GH:z None LPDDRSx BLLE MT /s

Get the latest Product Briefs and more info about the and

Snapdragon | Snapdragon

Snapdragon and Qualtcomm branded products are pro comm Techno ng. and/o aries Elite &

184
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M@@E Wrap-Up Yittesit

Office 365 or Microsoft 365
Microsoft Subscriptions .
2~
Office 365 g
Microsoft 365
)
Identity & Access Management (Entra) P
Device & Threat Protection (Defender) C
Information Protection (Purview)
Privacy & Compliance (Priva)
Microsoft 365 Copilot
185
I need more information ...
Speak with Sales z
(Belgium/Luxembourg)
cloud@ingrammicro.be g
2:;!
. Ingram Micro Belux /4 \ 5
" Training Calendar 2024 — Q2 : n N tact me S
J > diego.lens@ingrammicro.com %

Enablement Cloud Champion Mailing Preferences
http://bit.ly/2024H2 https:/ingram.cloudchampion.be http://bit.ly/ingram-mailing
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» More as a Service
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