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Microsoft Cloud Adoption Framework for Azure

Define strategy

Define motivations, and 
create a business case 

leveraging cloud economics

Plan

Create actionable 
cloud adoption plan 
aligned to the strategy

Ready

Prepare cloud  
environments with 

Azure landing zones

Adopt

Migrate or Innovate

Design, build and deploy 
workloads to Azure 

Govern

Automate governance 
baseline and empower 
delegated responsibility

Manage

Build operations 
baseline and support 
enterprise operations

Secure

Establish security 
baseline and manage 

security posture



Siloed challenges to manage cloud security posture

Challenge

Fragmented tools 
and platforms 

Desire

All-in-one integrated 
solution to optimize 
cost and efficiency

Chief Information Security Officer (CISOs)

Challenge

Managing security 
across clouds and 
application lifecycle

Recommendation fatigue
Desire

Full visibility across 
environments

Risk-based recommendation 
prioritization

Security Admin

Challenges

Complex cloud compliance 
requirements

Difficulty scaling remediation 
across stakeholders

Desires

Integrated compliance 
management

Consolidated governance 
and remediation tool sets

Security Operations Manager

Challenge

Balancing DevOps speed 
and embedding security

Desire

Streamlined workflows 
between DevOps and 
security teams

DevSecOps Engineer
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ulticloud

Pow
ered

by industry leading GenAI and threat inte
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AppSec + CI/CD security

Enable secure 

development
Prevent vulnerabilities, 

misconfiguration, secrets 

in code, and secure your 

software supply chain

CSPM + CIEM 

Continuously reduce risk
Contextual and prioritized security posture management 

across the entire cloud application lifecycle

CWP + CDR

Remediate 

threats faster
Near real-time detection 

and response for cloud 

workloads, data and APIs 

in a unified XDR experience

Comprehensive 

code to runtime 

security



Microsoft Defender CSPM

Pinpoint and 

remediate risks

Identify and remediate  

critical risks and potential 

attack paths across your 

cloud environments and 

developer pipelines

Unify security standards 

and cloud policies 

Streamline multicloud 

compliance and security 

best practices with built-in 

security standards and 

custom recommendations

Fortify sensitive 

data across clouds 

Maintain ongoing visibility 

into your cloud data estate 

and proactively harden      

at-risk resources containing 

sensitive data

Prevent future risks 

by fixing in code

Prevent reoccurring risks by 

tracing issues and enable 

developer collaboration to 

fix issues in infrastructure

as code (IaC) templates

</>

Contextual and prioritized security posture management across the entire cloud application lifecycle



Gain visibility into your multicloud risks
Foundational Cloud Security Posture Management (CSPM)

Unify visibility across your 

multicloud resources and 

DevOps pipelines

Inventory all cloud assets and get unified 

visibility across multicloud resources, cloud 

applications and CI/CD environments

Continuously assess and 

improve your cloud 

security posture

Get a birds-eye view of the security and 

compliance posture of your entire cloud 

estate with 450+ built-in assessments

FREE



Foundational CSPM vs Defender CSPM

Feature
Foundational 

CSPM (free)

Defender CSPM
(billing applies)

Cloud coverage

Azure AWS GCP

Security recommendations (across infrastructure, data, DevOps, network, permissions, etc.) ⚫ ⚫ ⚫ ⚫ ⚫

Asset inventory ⚫ ⚫ ⚫ ⚫ ⚫

Secure Score ⚫ ⚫ ⚫ ⚫ ⚫

Data visualization and reporting with Azure Workbooks ⚫ ⚫ ⚫ ⚫ ⚫

Data exporting ⚫ ⚫ ⚫ ⚫ ⚫

Workflow automation ⚫ ⚫ ⚫ ⚫ ⚫

Remediation tracking ⚫ ⚫ ⚫ ⚫ ⚫

Microsoft Cloud Security Benchmark ⚫ ⚫ ⚫ ⚫ ⚫

‘Azure Policy’ based recommendation customization (Azure only) ⚫ ⚫ ⚫

Infrastructure as code (IaC) security ⚫

KQL based recommendation customization (multicloud) ⚫ ⚫ ⚫

Regulatory compliance assessments ⚫ ⚫ ⚫ ⚫

Governance (including ServiceNow integration) ⚫ ⚫ ⚫ ⚫

Attack path analysis ⚫ ⚫ ⚫ ⚫

Cloud security explorer ⚫ ⚫ ⚫ ⚫

EASM insights in network exposure ⚫ ⚫ ⚫ ⚫

Agentless vulnerability assessments for compute (using Microsoft Defender Vulnerability Management) ⚫ ⚫ ⚫ ⚫

Agentless discovery for Kubernetes ⚫ ⚫ ⚫ ⚫

Agentless vulnerability assessments for container images, including registry scanning ⚫ ⚫ ⚫ ⚫

Data security posture for storage and databases ⚫ ⚫ ⚫ ⚫

Integration with Entra Permissions Management (Preview) ⚫ ⚫ ⚫ ⚫



Pinpoint and remediate risks



Take a risk-based approach to prioritize remediation

Context-aware risk prioritization 

engine calculates the risk level of 

each security recommendation

Aggregate exploitability and 

business impact of risk factors of 

each resource, potential impact of 

security issue, and attack paths 

determine risk levels

Granular visibility at the resource 

level with the ability to exempt 

resources to filter out unnecessary 

security recommendations



Cloud Security Graph

Investigate risks with security explorer/attack paths in Microsoft Defender for Cloud - Microsoft Defender for Cloud | Microsoft Learn

https://learn.microsoft.com/en-us/azure/defender-for-cloud/concept-attack-path


Attack Path Analysis

Investigate risks with security explorer/attack paths in Microsoft Defender for Cloud - Microsoft Defender for Cloud | Microsoft Learn

https://learn.microsoft.com/en-us/azure/defender-for-cloud/concept-attack-path


Extend posture management to the entire digital estate
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Attack path analysis
Prioritize weaknesses by considering 

the attacker's perspective, moving away 

from the traditional siloed approach

Unified exposure insights
Understand your security posture and 

proactively answer questions from key 

stakeholders using out-of-the-box insights

Business ownerSecurity risk Asset value Relationship Attack path

Cloud 

workload

Device

Device

IOT

User

User

SaaS app

AWS S3

Container

Container

Attack surface management
Continuously discover, contextualize and 

manage an organization’s assets to provide 

defenders with an attacker perspective

CMDB

Vulnerability management 

Email security

Identity security

Endpoint security

SaaS security

Application security

Cloud security

External attack surface

Threat intelligence

OptimizationRisk Posture

Microsoft Defender for Cloud integration with Microsoft Security Exposure Management 



Build queries with cloud security explorer - Microsoft Defender for Cloud | Microsoft Learn

https://learn.microsoft.com/en-us/azure/defender-for-cloud/how-to-manage-cloud-security-explorer


Build queries with cloud security explorer - Microsoft Defender for Cloud | Microsoft Learn

https://learn.microsoft.com/en-us/azure/defender-for-cloud/how-to-manage-cloud-security-explorer


Build queries with cloud security explorer - Microsoft Defender for Cloud | Microsoft Learn

https://learn.microsoft.com/en-us/azure/defender-for-cloud/how-to-manage-cloud-security-explorer


Build queries with cloud security explorer - Microsoft Defender for Cloud | Microsoft Learn

https://learn.microsoft.com/en-us/azure/defender-for-cloud/how-to-manage-cloud-security-explorer


Unify security standards 

and policies across clouds



Strengthen security from the start

Evaluate posture at-a-glance with Secure Score

Assess security posture across all critical cloud 

resources including network, access, compute, 

databases, your service layer, and more

450+ out-of-the-box recommendations

Create custom recommendations 

to meet unique organizational needs

Multicloud security benchmark for security compliance

Manage cloud security compliance and continuously 

assess cloud resources across AWS, Azure, and GCP

Use industry standards, compliance frameworks, 

and cloud-specific benchmarks to implement best 

practices (CIS, PCI, NIST, ISO HIPAA, etc.)

Compute

App servicesNetwork

Access SQL server

Evaluated categories

Containers

IoT

Azure API 

Management



Recommendations



Understand gaps in your cloud compliance posture

Assess and manage your cloud 

security compliance

Continuously assess your cloud resources 

across AWS, Azure, and GCP in a single, 

integrated dashboard

Summary and custom reports

Track compliance over time

Integrate your cloud compliance posture 

with Purview Compliance Manager

Supported (among others):

CIS

SOC 2

HIPAA

PCI DSS

ISO 2700

NIST 800-53r5

Local/national compliance standards

Microsoft multicloud security benchmark

AWS Foundational Security best practices



Microsoft cloud security benchmark (v1)

The Microsoft cloud security benchmark (MCSB) provides prescriptive best practices and recommendations to help 

improve the security of workloads, data, and services on Azure and your multi-cloud environment. This benchmark 

focuses on cloud-centric control areas with input from a set of holistic Microsoft and industry security guidance 

that includes:

•Cloud Adoption Framework: Guidance on security, including strategy, roles and responsibilities, Azure Top 10 

Security Best Practices, and reference implementation.

•Azure Well-Architected Framework: Guidance on securing your workloads on Azure.

•The Chief Information Security Officer (CISO) Workshop: Program guidance and reference strategies to accelerate 

security modernization using Zero Trust principles.

•Other industry and cloud service providers security best practice standards and framework: Examples include the 

Amazon Web Services (AWS) Well-Architected Framework, Center for Internet Security (CIS) Controls, National 

Institute of Standards and Technology (NIST), and Payment Card Industry Data Security Standard (PCI-DSS).

Overview of the Microsoft cloud security benchmark | 

Microsoft Learn

disclaimer - please refer to source document

https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-security
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/get-started/security#step-1-establish-essential-security-practices
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/get-started/security#step-1-establish-essential-security-practices
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale
https://learn.microsoft.com/en-us/assessments/?mode=pre-assessment&session=local
https://learn.microsoft.com/en-us/security/ciso-workshop/the-ciso-workshop
https://learn.microsoft.com/en-us/security/ciso-workshop/the-ciso-workshop
https://learn.microsoft.com/en-us/security/benchmark/azure/overview
https://learn.microsoft.com/en-us/security/benchmark/azure/overview


Common Use Cases

The Microsoft cloud security benchmark can often be used to address common challenges for customers 

or service partners who are:

Microsoft cloud security benchmark introduction | 

Microsoft Learn

New to Azure (and other major cloud platforms, such as AWS) 

Looking to improve security posture of existing cloud deployments

Using multi-cloud environments (such as Azure and AWS) 

Evaluating the security features/capabilities of Azure (and other major cloud platforms, such 

as AWS) 

Having to meet compliance requirements in highly regulated industries, such as government, 

finance, and healthcare. 

disclaimer - please refer to source document

https://learn.microsoft.com/en-us/security/benchmark/azure/introduction#common-use-cases
https://learn.microsoft.com/en-us/security/benchmark/azure/introduction#common-use-cases


Control Domains (MCSB v1)

Overview of the Microsoft cloud security 

benchmark | Microsoft Learn

NS IM PA DP

AM LT IR PV

ES DS PV

Network security (NS)

Identity Management (IM)

Privileged Access (PA)

Data Protection (DP)

Asset Management (AM)

Logging and Threat Detection (LT)

Incident Response (IR)

Posture and Vulnerability Management (PV)

Endpoint Security (ES)

Backup and Recovery (BR)

DevOps Security (DS)

Governance and Strategy (GS)

disclaimer - please refer to source document

https://learn.microsoft.com/en-us/security/benchmark/azure/overview
https://learn.microsoft.com/en-us/security/benchmark/azure/overview


Overview of the Microsoft cloud security benchmark | Microsoft Learn

https://learn.microsoft.com/en-us/security/benchmark/azure/overview


What's new in Microsoft cloud security benchmark v1

Comprehensive multi-cloud security framework

Automated control monitoring for AWS in Microsoft Defender for Cloud

A refresh of the existing Azure guidance and security principles

Overview of the Microsoft cloud security benchmark | Microsoft Learndisclaimer - please refer to source document

https://learn.microsoft.com/en-us/security/benchmark/azure/overview#whats-new-in-microsoft-cloud-security-benchmark-v1


Drive collaboration to improve your security 

with governance

Security teams can set accountability 

for recommendations, track their progress, 

and drive resource owners to action

with notification capabilities

Workload owners can focus on the 

specific recommendations that 

require their attention

Delegate accountability via built-in governance rules or integrate with ServiceNow ITSM



Fortify sensitive 

data across clouds 



Data-aware security posture 
Strengthen cloud data security posture by uncovering the cloud data estate and risks 

to data breaches

Agentless onboarding 

of multicloud data 

resources, one-click 

enablement

Automatically discover 

your cloud data estate 

to surface accessibility, 

sensitive data, and 

data flows 

Uncover risks to 

your data resources 

through the cloud security 

explorer and attack 

path analysis

Strengthen your cloud 

data security posture 

with built-in insights, 

recommendations, 

and quick fixes

Onboard Auto-discover Uncover risks Remediate risks



Sensitive data discovery 
Data-aware security posture in Defender CSPM  

Predefined categories of highly 

sensitive data such as finance, 

PII, and credentials

Built-in scanning with support 

for 100+ sensitive 

information types

Leverage custom sensitive 

information types or existing 

sensitivity labels from Purview 

Information Protection



View insights across your sensitive data stores
Data security dashboard

Inventory overview of your 

multicloud cloud data estate

View top alerts, attack paths, 

and queries related to sensitive 

data stores

Discover trends in discovered data 

stores such as quantity of sensitive 

data stores, sensitive information 

types, sensitivity labels



Prevent future risks 

by fixing in code



Extend security into software development lifecycle 

Bridging the gap between 

DevOps and security teams

Development 

Code security

Dependencies security

Embedded secrets protection

Developer remediation

GitHub Advanced Security 
Native code security with 

GitHub and Azure DevOps

Security 

DevOps security posture 

management

Infrastructure-as-code 

security

Code-to-cloud visibility 

and remediation

Defender for Cloud
Integrated DevOps security insights 

from GitHub, Azure DevOps and GitLab



Accelerate risk exploration and mitigation 

with Microsoft Copilot in Defender for Cloud

In-preview

Simplify the complex

Risk exploration with natural language queries

Prioritize multicloud risks based on impact

Catch what others miss

Analyze risks at scale and get predictive guidance

Drill into your vulnerabilities

Accelerate remediation

Generate and deploy remediation actions and scripts

Delegate remediation via email or pull requests

Contextual risk summary

Step-by-step instructions

Remediation summary

Generate remediation scripts

Delegate remediation
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A selection of resources:

https://aka.ms/mcra

Cloud Security Posture Management (CSPM) - Microsoft Defender for Cloud | Microsoft Learn

What's new in Microsoft Defender for Cloud features - Microsoft Defender for Cloud | Microsoft Learn

Pricing - Microsoft Defender for Cloud | Microsoft Azure

https://securitypartners.transform.microsoft.com/multicloud

Partner Incentives

Cloud Security specialization

https://aka.ms/mcra
https://learn.microsoft.com/en-us/azure/defender-for-cloud/concept-cloud-security-posture-management
https://learn.microsoft.com/en-us/azure/defender-for-cloud/release-notes
https://azure.microsoft.com/en-us/pricing/details/defender-for-cloud/
https://securitypartners.transform.microsoft.com/multicloud
https://partner.microsoft.com/en-us/partnership/partner-incentives
https://partner.microsoft.com/en-us/partnership/specialization/cloud-security
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Thank you
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