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Intros & What’s New Concept

News & Updates:
• General News and Highlights
• Intune
• Zero Trust
• Entra
• Sentinel
• Defender XDR
• Security Copilot
• Purview

Q&A



Intro and “What’s New” concept



What’s New in Security, Compliance and Identity

 Monthly News and Updates for all things related with Microsoft Security, Compliance and 
Identity with a partner focus.

 Monthly, every third Thursday at 11am GMT+1

 Technical Presales & Deployment Team:

 André Barreiros - abarreiros@microsoft.com  

 Ricardo Trigueiro – ritrigue@microsoft.com 

 Daniela Magalhães - daniela.magalhaes@microsoft.com 

mailto:abarreiros@microsoft.com
mailto:ritrigue@microsoft.com
mailto:daniela.magalhaes@microsoft.com


General News and Highlights



Retirement of MSOnline And AzureAD Powershell Modules

• The MSOnline and Azure AD PowerShell modules were deprecated on March 30, 2024. 

• The retirement for MSOnline PowerShell module starts in early April 2025. Customers must migrate any use of MSOnline 
PowerShell to Microsoft Graph PowerShell SDK or Microsoft Entra PowerShell to avoid impact after April 1, 2025.

• Support for AzureAD PowerShell ends on March 30, 2025, with its retirement starting after July 1, 2025. Organizations 
should prioritize migrating from MSOnline PowerShell. The shutdown of Azure AD PowerShell will begin after MSOnline 
PowerShell is retired.

References:

- Important update: Deprecation of Azure AD PowerShell and MSOnline PowerShell modules | Microsoft Community Hub

- Migrate from Azure AD PowerShell to Microsoft Graph PowerShell. | Microsoft Learn

- Azure AD PowerShell to Microsoft Graph PowerShell migration FAQ | Microsoft Learn

- Find Azure AD and MSOnline cmdlets in Microsoft Graph PowerShell | Microsoft Learn

https://techcommunity.microsoft.com/t5/microsoft-entra-blog/important-update-deprecation-of-azure-ad-powershell-and-msonline/ba-p/4094536
https://learn.microsoft.com/en-us/powershell/microsoftgraph/installation?view=graph-powershell-1.0
https://learn.microsoft.com/en-us/powershell/entra-powershell/installation?view=entra-powershell&tabs=powershell&pivots=windows
https://techcommunity.microsoft.com/blog/identity/important-update-deprecation-of-azure-ad-powershell-and-msonline-powershell-modu/4094536
https://learn.microsoft.com/en-us/powershell/microsoftgraph/migration-steps?view=graph-powershell-1.0
https://learn.microsoft.com/en-us/powershell/azure/active-directory/migration-faq?view=azureadps-2.0
https://learn.microsoft.com/en-us/powershell/microsoftgraph/azuread-msoline-cmdlet-map?view=graph-powershell-1.0&pivots=azure-ad-powershell


Intune



Intune + Windows 365 update

 Intune support for Windows 365 Link is now available

References:

Automatically enroll Windows 365 Link in Intune | Microsoft Learn

https://learn.microsoft.com/en-us/windows-365/link/intune-automatic-enrollment


Intune updates

 Configure Intune to require multifactor authentication at device enrollment

 Store macOS certificates in user keychain

 Device Inventory for Windows

 Support for tamper protection in policies for Security settings management for 

Microsoft Defender for Endpoint  (to be available on or around January 18th, 2025.)

https://learn.microsoft.com/en-us/MEM/intune/enrollment/multi-factor-authentication
https://learn.microsoft.com/en-us/mem/intune/fundamentals/whats-new#store-macos-certificates-in-user-keychain
https://learn.microsoft.com/en-us/mem/intune/fundamentals/whats-new#device-inventory-for-windows
https://learn.microsoft.com/en-us/mem/intune/fundamentals/whats-new#support-for-tamper-protection-in-policies-for-security-settings-management-for-microsoft-defender-for-endpoint
https://learn.microsoft.com/en-us/mem/intune/fundamentals/whats-new#support-for-tamper-protection-in-policies-for-security-settings-management-for-microsoft-defender-for-endpoint


Zero Trust



Microsoft Zero Trust Workshop

References:

• Microsoft Zero Trust Assessment | Microsoft Zero Trust Workshop

• Agile Business, agile security: How AI and Zero Trust work together | Microsoft Security 

Blog

• New Microsoft guidance for the CISA Zero Trust Maturity Model | Microsoft Security Blog

https://microsoft.github.io/zerotrustassessment/guide
https://www.microsoft.com/en-us/security/blog/2024/12/16/agile-business-agile-security-how-ai-and-zero-trust-work-together/
https://www.microsoft.com/en-us/security/blog/2024/12/16/agile-business-agile-security-how-ai-and-zero-trust-work-together/
https://www.microsoft.com/en-us/security/blog/2024/12/19/new-microsoft-guidance-for-the-cisa-zero-trust-maturity-model/


Entra



Universal Continuous Access Evaluation

 Part of Global Secure Access

 Revokes and validates network access

 Give CAE capabilities to non-CAE apps through Global Secure 

Access.

 Protects against token theft and replay

References:

• Learn about Universal Continuous Evaluation (Preview) - Global Secure Access | Microsoft 

Learn

• Continuous access evaluation in Microsoft Entra - Microsoft Entra ID | Microsoft Learn

• What’s new in Microsoft’s Security Service Edge solution | Microsoft Community Hub

https://learn.microsoft.com/en-us/entra/global-secure-access/concept-universal-continuous-access-evaluation
https://learn.microsoft.com/en-us/entra/global-secure-access/concept-universal-continuous-access-evaluation
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-continuous-access-evaluation
https://techcommunity.microsoft.com/blog/identity/what%E2%80%99s-new-in-microsoft%E2%80%99s-security-service-edge-solution/3847827


Convincing a billion users to love passkeys

 7000 password attacks per second blocked

 AitM attacks rising 146% year over year

 Passkeys can protect against these attacks

 Invite users to enroll passkeys

References:

• Convincing a billion users to love passkeys: UX design insights from Microsoft to boost 
adoption and security | Microsoft Security Blog

• Passwordless authentication | Microsoft Security
• What is a Passkey? Secure Signins | Microsoft Security

https://www.microsoft.com/en-us/security/blog/2024/12/12/convincing-a-billion-users-to-love-passkeys-ux-design-insights-from-microsoft-to-boost-adoption-and-security/
https://www.microsoft.com/en-us/security/blog/2024/12/12/convincing-a-billion-users-to-love-passkeys-ux-design-insights-from-microsoft-to-boost-adoption-and-security/
https://www.microsoft.com/en-us/security/business/solutions/passwordless-authentication
https://www.microsoft.com/en-US/security/business/security-101/what-is-passkey


Sentinel



SOC Optimization Recommendations based on similar 
organizations

 Struggling to find which data sources should be onboarded on 

Sentinel?

 Recommendations based on similar organizations use 

advanced machine learning to suggest which data to ingest, 

based on organizations with similar ingestion patterns.

 Get actionable recommendations to help cover against specific 

threats

References:

• Introducing SOC Optimization Recommendations Based on Similar Organizations | 

Microsoft Community Hub

• Optimize security operations | Microsoft Learn

• Optimizing your SOC's threat coverage and data value | Virtual Ninja Training

https://techcommunity.microsoft.com/blog/microsoftsentinelblog/introducing-soc-optimization-recommendations-based-on-similar-organizations/4358766
https://techcommunity.microsoft.com/blog/microsoftsentinelblog/introducing-soc-optimization-recommendations-based-on-similar-organizations/4358766
https://learn.microsoft.com/en-us/azure/sentinel/soc-optimization/soc-optimization-access?tabs=azure-portal
https://www.youtube.com/watch?v=b0rbPZwBuc0


Geographical availability and data residency in Sentinel 
and Microsoft Defender XDR

References:

• Geographical availability and data residency in Microsoft Sentinel | Microsoft Learn

• Data retention and data security in Microsoft Defender XDR - Microsoft Defender XDR | 

Microsoft Learn

https://review.learn.microsoft.com/en-us/azure/sentinel/geographical-availability-data-residency?branch=main&branchFallbackFrom=pr-en-us-289729
https://review.learn.microsoft.com/en-us/defender-xdr/data-privacy?branch=main&branchFallbackFrom=pr-en-us-1784
https://review.learn.microsoft.com/en-us/defender-xdr/data-privacy?branch=main&branchFallbackFrom=pr-en-us-1784


Defender XDR



Sentinel Workbooks now available to view directly in the 
Microsoft Defender Portal

References:

• What's new in Microsoft Sentinel | Microsoft Learn
• Visualize your data using workbooks in Microsoft Sentinel | Microsoft Learn

 Microsoft Sentinel workbooks are now available for 

viewing directly in the Defender portal with 

Microsoft's unified security operations (SecOps) 

platform.

 Workbook edition is done in Azure Portal.

https://learn.microsoft.com/en-us/azure/sentinel/whats-new#microsoft-sentinel-workbooks-now-available-to-view-directly-in-the-microsoft-defender-portal
https://learn.microsoft.com/en-us/azure/sentinel/monitor-your-data?tabs=azure-portal


Redefining email security with LLMs to tackle a new era of 
social engineering

References:

• Microsoft Ignite: Redefining email security with LLMs to tackle a new era of social 

engineering | Microsoft Community Hub

 Phishing emails have evolved from poorly written messages to sophisticated, AI-

generated content that appears more legitimate and tailored to each recipient. 

Adversaries are now using generative AI to craft these emails, making them 

harder to detect and more effective in building trust relationships with targets.

 Increasing sophistication of BEC campaigns, where attackers use AI to engage in 

long-term conversations with targets to extract money or gather personal 

information.

 Microsoft Defender for Office 365 now uses Large Language Models (LLMs) to 

provide AI-powered email and collaboration security, parsing language to 

understand and identify attacker intentions.

 The initial rollout of LLM-based detection has shown significant success, with a 

99.995% accuracy in detecting attacker intent and blocking 140,000 BEC emails 

daily!

 The new LLM-native protection strengthens defenses by detecting, classifying, 

and mitigating threats in real-time, providing security operations teams with 

better insights into attacker techniques.

https://techcommunity.microsoft.com/blog/microsoftdefenderforoffice365blog/microsoft-ignite-redefining-email-security-with-llms-to-tackle-a-new-era-of-soci/4302421
https://techcommunity.microsoft.com/blog/microsoftdefenderforoffice365blog/microsoft-ignite-redefining-email-security-with-llms-to-tackle-a-new-era-of-soci/4302421


Defender XDR demonstrates 100% detection coverage across all
 cyberattack stages in the 2024 MITRE ATT&CK® Evaluations: Enterprise

 Microsoft Defender XDR achieved 100% technique-level detections across 

all attack stages for both Linux and macOS threats.

 Zero False Positives, ensuring that only malicious activities were alerted and 

blocked, allowing the SOC to focus on real cyberthreats.

 Cross-Platform Capabilities: Key capabilities include remote encryption 

detection and macOS behavioral monitoring, providing deep visibility into 

attacker activities.

 Microsoft Security Copilot, the industry's first generative AI for security, 

enhances threat detection and response with features like script analysis.

 Defender XDR is a natively integrated platform spanning endpoints, hybrid 

identities, email, collaboration tools, SaaS apps, and data, offering 

centralized visibility and powerful analytics

References:

• Microsoft Defender XDR demonstrates 100% detection coverage across all cyberattack 

stages in the 2024 MITRE ATT&CK® Evaluations: Enterprise​​ | Microsoft Security Blog

https://www.microsoft.com/en-us/security/blog/2024/12/11/microsoft-defender-xdr-demonstrates-100-detection-coverage-across-all-cyberattack-stages-in-the-2024-mitre-attck-evaluations-enterprise/
https://www.microsoft.com/en-us/security/blog/2024/12/11/microsoft-defender-xdr-demonstrates-100-detection-coverage-across-all-cyberattack-stages-in-the-2024-mitre-attck-evaluations-enterprise/


Microsoft Defender for Cloud Named a Leader in Frost 
Radar  for CNAPP for the Second Year in a Row!
 “With significant investments in cloud security, a strong partner network, 

and strategic positioning as a multicloud security provider, Microsoft has a 

solid foundation for sustained growth in the next few years to maintain its 

lead in the cloud security industry as competition increases.“

 Unified Security Platform

 Seamless Integration

 Data-Aware Security

 Multicloud Support

References:

• Microsoft Defender for Cloud Named a Leader in Frost Radar  for CNAPP for the Second 

Year in a Row! | Microsoft Community Hub

https://techcommunity.microsoft.com/blog/MicrosoftDefenderCloudBlog/microsoft-defender-for-cloud-named-a-leader-in-frost-radar%E2%84%A2-for-cnapp-for-the-se/4358036
https://techcommunity.microsoft.com/blog/MicrosoftDefenderCloudBlog/microsoft-defender-for-cloud-named-a-leader-in-frost-radar%E2%84%A2-for-cnapp-for-the-se/4358036


Security Copilot



Security Copilot Updates

 KQL Migrator powered by Microsoft Security Copilot | Microsoft Community Hub

 Investigate app risk in Microsoft Security Copilot - Microsoft Entra | Microsoft Learn

 The Projected Total Economic Impact Of Microsoft Security Copilot

 Microsoft Security Copilot – Microsoft Adoption

Public 

Preview

General 

Availability

Report

General 

Availability

https://techcommunity.microsoft.com/blog/securitycopilotblog/kql-migrator-powered-by-microsoft-security-copilot/4358554
https://learn.microsoft.com/en-us/entra/fundamentals/copilot-security-entra-investigate-risky-apps
https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-product-and-services/security/New-Tech-Projected-TEI-of-Microsoft-Security-Copilot-111824.pdf
https://adoption.microsoft.com/en-us/security-copilot/


Purview



Secure by default with Microsoft Purview and protect 
against oversharing

References:

• Secure by default with Microsoft Purview and protect against oversharing | Microsoft 

Learn

• Microsoft 365 Copilot blueprint for oversharing | Microsoft Learn

• The Microsoft Azure Security Podcast

https://learn.microsoft.com/en-us/purview/deploymentmodels/depmod-securebydefault-intro
https://learn.microsoft.com/en-us/purview/deploymentmodels/depmod-securebydefault-intro
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-blueprint-oversharing
https://azuresecuritypodcast.azurewebsites.net/


Leverage your MCAIPP benefits and engage TP&D Services

Technical presales and deployment services to help you deliver services and applications faster.

Visit http://aka.ms/TPDMSForm and select ‘Create a new TPD request’ towards the top of the page, or log into your Partner Center dashboard and select the Benefits tile > Technical 

benefits. 

Technical consultations scope:

• Delivered remotely

• Consultation service to help plan, build and grow partner 

technical capabilities 

• Provides technical resources, recommendations and 

deliverables

• Focuses on common partner questions and technical 

scenarios

• Packaged as a Microsoft Cloud Partner Program advisory 

benefit

What a Technical consultation is not:

• Microsoft sign-off or certification / approval of a proposed 

partner solution

• Hands-on support or in-production deployment assistance

• Break-fix alternative for in-production or technical issues

• Training or workshop

• Licensing guidance

Examples

• Help analyze customer/partner architecture and 

how to respond with Microsoft capabilities

• Discuss product features, clarify doubts about 

technical capabilities

• Perform demos/PoCs of Microsoft products

• Provide best practices and recommendations

Infrastructure (Azure)

Data & AI (Azure)

Modern Work

SecurityDigital & App Innovation (Azure)

Business Applications

CSP ISV

http://aka.ms/TPDMSForm


Q&A

• Ask your questions

• Deep level and complex scenarios? Reach out to our team: https://aka.ms/TPDMSForm 

• Reach out to us:
• ritrigue@microsoft.com 
• abarreiros@microsoft.com 

https://aka.ms/TPDMSForm


© Copyright Microsoft Corporation. All rights reserved. 

Thank you!


	Intro
	Slide 2: What’s New in Security, Compliance and Identity
	Slide 3: Agenda

	What's New
	Slide 4: Intro and “What’s New” concept
	Slide 5: What’s New in Security, Compliance and Identity

	General
	Slide 6: General News and Highlights
	Slide 7: Retirement of MSOnline And AzureAD Powershell Modules

	Intune
	Slide 8: Intune
	Slide 9: Intune + Windows 365 update
	Slide 10: Intune updates

	Zero Trust
	Slide 11: Zero Trust
	Slide 12: Microsoft Zero Trust Workshop

	Entra
	Slide 13: Entra
	Slide 14: Universal Continuous Access Evaluation
	Slide 15: Convincing a billion users to love passkeys

	Sentinel
	Slide 16: Sentinel
	Slide 17: SOC Optimization Recommendations based on similar organizations
	Slide 18: Geographical availability and data residency in Sentinel  and Microsoft Defender XDR

	Defender XDR
	Slide 19: Defender XDR
	Slide 20: Sentinel Workbooks now available to view directly in the Microsoft Defender Portal
	Slide 21: Redefining email security with LLMs to tackle a new era of social engineering
	Slide 22: Defender XDR demonstrates 100% detection coverage across all  cyberattack stages in the 2024 MITRE ATT&CK® Evaluations: Enterprise
	Slide 23: Microsoft Defender for Cloud Named a Leader in Frost Radar™ for CNAPP for the Second Year in a Row!

	Copilot
	Slide 25: Security Copilot
	Slide 26: Security Copilot Updates

	Purview
	Slide 27: Purview
	Slide 28: Secure by default with Microsoft Purview and protect  against oversharing

	TPD - End
	Slide 29: Leverage your MCAIPP benefits and engage TP&D Services 
	Slide 30: Q&A
	Slide 31: Closing


