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What's New and Highlights in Security, Compliance
and ldentity

« Monthly News and Updates for all things related with Security, Compliance and Identity.

« Monthly, every third Thursday at 9:30am GMT

Technical Presales & Deployment Team:
Andre Barreiros abarreiros@microsoft.com

Daniela Magalhaes Daniela.Magalhaes@microsoft.com

Marco Cardoso Marco.Cardoso@microsoft.com



mailto:abarreiros@microsoft.com
mailto:Daniela.Magalhaes@microsoft.com
mailto:Marco.Cardoso@microsoft.com

What's New series

18 December — 09:30-10:30 GMT
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december

22 January — 09:30-10:30 GMT
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2

19 February — 09:30-10:30 GMT
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-february-2

19 March — 09:30-10:30 GMT
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2

16 April — 09:30-10:30 GMT+1
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april -3

21 May — 09:30-10:30 GMT+1
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may



https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-december
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-january-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.uk/c/whats-new-in-security-compliance-and-identity-february-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-march-2
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-april-3
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may
https://www.cloudchampion.co.uk/c/whats-new-in-security-compliance-and-identity-may

Intune




Intune

1. Scope Tag Enforcement for Endpoint Privilege Managment Elevation Requests
Scope tags now apply to elevation requests.
Admins can only view/manage requests within their assigned scope.

Strengthens security by maintaining proper administrative boundaries.

2. Windows Autopilot — Secure-by-Default Provisioning
Enrollment Status Page (ESP) installation of Windows security updates during OOBE now scheduled for Jan 2026. Unbox. Log in. Take off.
Setting visible but not yet active; extra time ensures reliability.

Admins fully control update timing via ESP for both Intune and Autopilot devices.

Supports Microsoft's “Security starts with you” focus by reducing vulnerability during first sign-in.

3. PowerShell Script Installer for Win32 Apps
Win32 apps can now use a PowerShell script as the installer.
Enables richer workflows (prerequisites, config changes, post-install actions).

Intune tracks installation results based on script return code.



Intune

Soft-deleted Microsoft Entra groups now visible in Intune

This feature is in public preview.

Microsoft Intune now displays soft-deleted Microsoft Entra groups in the Intune admin center. When a group is soft-deleted, its
assignments no longer apply. However, if the group is restored, its previous assignments are automatically reinstated.
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For more information, see Include and exclude app assignments in Microsoft Intune.

For more information, see Public preview in Microsoft Intune.

Windows 10 support in Intune
On October 14, 2025, Windows 10 reached end of support and won't receive quality and feature updates. Windows
10 is an allowed version in Intune. Devices running this version can still enroll in Intune and use eligible features, but

functionality won't be guaranteed and can vary.
For more information, see Support statement for Windows 10 in Intune.



https://learn.microsoft.com/en-us/intune/intune-service/apps/apps-inc-exl-assignments
https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/public-preview
https://learn.microsoft.com/en-us/lifecycle/announcements/windows-10-end-of-support
https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/whats-new?utm_source=chatgpt.com#update-to-support-statement-for-windows-10-in-intune
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Entra ID

Public Preview - Soft Delete & Restore for Conditional Access Policies and Named Locations

Type: New feature

Service category: Conditional Access

Product capability: Identity Security & Protection
We're thrilled to announce the Public Preview of soft delete and restore for Conditional Access (CA) policies and Named Locations in Microsoft Entra. This
new capability extends our proven soft delete model to critical security configurations across Microsoft Graph APIs (in beta) and the Microsoft Entra Admin
Center, helping admins recover from accidental or malicious deletions quickly and strengthen overall security posture.

With this feature, admins can:

Restore deleted items to their exact prior state within 30 days
Review deleted items before restoring

«Permanently delete when needed

Soft delete has already been proven at scale across Microsoft Entra (7M+ objects restored in the last 30 days). Bringing it to CA policies and Named Locations
ensure quick disaster recovery, minimizes downtime, and maintains security integrity.



Entra ID

Public Preview - Conditional Access Optimization Agent in Microsoft Entra

Type: New feature

Service category: Conditional Access

Product capability: |dentity Security & Protection
Conditional Access Optimization Agent in Microsoft Entra monitors for new users or apps not covered by existing policies, identifies necessary updates to close
security gaps, and recommends quick fixes for identity teams to apply with a single selection. For more information, see: Microsoft Entra Conditional Access
optimization agent.

Public Preview - Convert Source of Authority of synced Active Directory users to the cloud

Type: New feature

Service category: User Management

Product capability: Microsoft Entra Connect and Microsoft Entra Cloud Sync

The Source of Authority (SOA) at the object level allows administrators to convert specific users synced from Active Directory (AD) to Microsoft Entra ID into cloud-
editable objects, which are no longer synced from AD and act as if originally created in the cloud. This feature supports a gradual migration process, decreasing
dependencies on AD while aiming to minimize user and operational impact. Both Microsoft Entra Connect Sync and Cloud Sync recognize the SOA switch for these
objects. The option to switch the SOA of synced users from AD to Microsoft Entra ID is currently available in Public Preview. For more information, see: Embrace
cloud-first posture: Transfer user Source of Authority (SOA) to the cloud (Preview).



https://techcommunity.microsoft.com/blog/microsoft-entra-blog/new-innovations-in-microsoft-entra-to-strengthen-ai-security-and-identity-protec/3827393
https://learn.microsoft.com/en-us/entra/security-copilot/conditional-access-agent-optimization
https://learn.microsoft.com/en-us/entra/security-copilot/conditional-access-agent-optimization
https://learn.microsoft.com/en-us/entra/identity/hybrid/user-source-of-authority-overview
https://learn.microsoft.com/en-us/entra/identity/hybrid/user-source-of-authority-overview
https://learn.microsoft.com/en-us/entra/identity/hybrid/user-source-of-authority-overview
https://learn.microsoft.com/en-us/entra/identity/hybrid/user-source-of-authority-overview

Entra ID

Microsoft Entra Sessions at Ignite:

Microsoft Entra: What's New in Secure Access on the Al Frontier

Secure access for Al agents with Microsoft Entra

Microsoft Entra Suite: Accelerate Zero Trust and Secure Al Access (TODAY)

Identity Under Siege: Modern ITDR from Microsoft

Top Essentials for an Integrated, Al-Ready Security Foundation (TODAY)

Move OFF Passwords: Passkeys in Microsoft Entra ID (TODAY)

Modernize Identity Governance for SAP with Microsoft Entra (TODAY)
Strengthen your identity security posture with Conditional Access

Govern identities with confidence using Microsoft Entra
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Purview

Global Availability - Sensitivity labels support extended to 11 data sources

Type: New feature
Service category: Data governance
Product capability: Unified Catalog

Sensitivity labels can now be applied to 11 more Data Map data sources: Azure Cosmos DB for SQL API, Azure Data Explorer, Azure Database for MySQL, Azure
Database for PostgreSQL, Azure Databricks Unity Catalog, Azure SQL Managed Instance, Azure Synapse Analytics (Workspace), Snowflake, SQL Server, Amazon S3,
Microsoft Dataverse.

For more information: Data sources that connect to Microsoft Purview Data Map | Microsoft Learn

Public Preview - Create workflows to automate processes in Unified Catalog

Type: New feature
Service category: Data Governance
Product capability: Unified Catalog

Workflows in Microsoft Purview Unified Catalog provide a centralized, automated way to manage approval scenarios, such as granting access to data products and
publishing data products and glossary terms.

Workflows are automated, repeatable sets of actions or business processes that users can establish to streamline operations in their organization. The available
workflows can automate the approval processes for requesting access to, and publishing, data products. Governance teams can use the workflows to automate their
desired approval processes. You can set customizable workflows for these processes:

« Granting access to data products

« Publishing data products and glossary terms

You can also use the Unified Catalog API to allows you to programmatically integrate and manage the Microsoft Purview Unified Catalog into your custom apps to
automate operations, integrate custom workflows, and so on.

For more information: Workflows in Unified Catalog (preview) | Microsoft Learn



https://learn.microsoft.com/en-us/purview/data-map-data-sources
https://learn.microsoft.com/en-us/purview/data-map-data-sources
https://learn.microsoft.com/en-us/purview/unified-catalog-workflows#data-product-access-workflow
https://learn.microsoft.com/en-us/purview/unified-catalog-workflows#data-product-access-workflow
https://learn.microsoft.com/en-us/purview/unified-catalog-workflows#data-product-and-glossary-term-publish-workflow
https://learn.microsoft.com/en-us/purview/unified-catalog-workflows#data-product-and-glossary-term-publish-workflow
https://learn.microsoft.com/en-us/rest/api/purview/unified-catalog-api-overview
https://learn.microsoft.com/en-us/purview/unified-catalog-workflows
https://learn.microsoft.com/en-us/purview/unified-catalog-workflows

Purview

Public Preview - Block sensitive information to be shared with Al

Type: New feature
Service category: Data Loss Prevention
Product capability: Data Loss Prevention in Al

Data Loss Prevention now provides various abilities to block sensitive information to be found by Al.

« Block specific sensitive information types from being used in prompts to Microsoft 365 Copilot and Copilot Chat.
When a user attempts to use sensitive information types that are blocked by the DLP policy, they will receive a
notification informing them that the prompt cannot be completed. It's available in Microsoft 365 Copilot, Copilot
Chat and Copilot in Word, Excel, PowerPoint.

« Block files and emails with sensitivity labels from being used in response summaries is released to general availability.

- Get started with data loss prevention protections for Recall helps protect against sensitive content being included in
Recall snapshots on Copilot+ PCs.

+ Use Network Data Security to help prevent sharing sensitive information with unmanaged Al. You can enforce DLP
protections on network traffic for Microsoft Entra GSA Internet Access to help prevent users from sharing sensitive
information with unmanaged Al apps (files only).

For more information: Learn about using Microsoft Purview Data Loss Prevention to protect interactions with Microsoft
365 Copilot and Copilot Chat | Microsoft Learn



https://learn.microsoft.com/en-us/purview/dlp-microsoft365-copilot-location-learn-about#block-sensitive-information-types-in-prompts
https://learn.microsoft.com/en-us/purview/dlp-microsoft365-copilot-location-learn-about#block-sensitive-information-types-in-prompts
https://learn.microsoft.com/en-us/purview/dlp-microsoft365-copilot-location-learn-about#block-files-and-emails-with-sensitivity-labels-from-being-used-in-response-summaries
https://learn.microsoft.com/en-us/purview/dlp-microsoft365-copilot-location-learn-about#block-files-and-emails-with-sensitivity-labels-from-being-used-in-response-summaries
https://learn.microsoft.com/en-us/purview/dlp-recall-get-started
https://learn.microsoft.com/en-us/purview/dlp-recall-get-started
https://learn.microsoft.com/en-us/purview/dlp-create-policy-ai-network-data-security
https://learn.microsoft.com/en-us/purview/dlp-create-policy-ai-network-data-security
https://learn.microsoft.com/en-us/purview/dlp-microsoft365-copilot-location-learn-about#block-sensitive-information-types-in-prompts
https://learn.microsoft.com/en-us/purview/dlp-microsoft365-copilot-location-learn-about#block-sensitive-information-types-in-prompts
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Sentinel

Call to Action - update queries and automation by July 1, 2026 - standardized account entity naming in incidents and alerts

Type: Call to Action
Service category: Security Information and Event Management (SIEM)
Product capability: Microsoft Sentinel

Microsoft Sentinel is updating how it identifies account entities in incidents and alerts. This change introduces a standardized naming logic to improve consistency
and reliability across your analytics and automation workflows. Updated entity naming to prioritize UPN prefix for consistency across detections and queries.

Update your KQL queries and automation logic to follow the new precedence-aware pattern. Use the coalesce()(/kusto/query/coalesce-function) function to ensure
compatibility:

Public Preview - Export STIX threat intelligence objects

Type: New feature
Service category: Security Information and Event Management (SIEM)
Product capability: Export STIX threat intelligence objects

Microsoft Sentinel now supports exporting STIX threat intelligence objects to other destinations, such as external platforms. If you've ingested threat intelligence to
Microsoft Sentinel from an external platform, such as when using the Threat Intelligence - TAXII data connector, you can now export threat intelligence back to that
platform, enabling bi-directional intelligence sharing. This new support provides direct and secure sharing, reducing the need for manual processes or custom
playbooks to distribute threat intelligence.

For more information: Connect to STIX/TAXII threat intelligence feeds - Microsoft Sentinel | Microsoft Learn



https://learn.microsoft.com/en-us/azure/sentinel/whats-new?tabs=defender-portal#call-to-action-update-queries-and-automation-by-july-1-2026---standardized-account-entity-naming-in-incidents-and-alerts
https://learn.microsoft.com/en-us/kusto/query/coalesce-function
https://learn.microsoft.com/en-us/kusto/query/coalesce-function
https://learn.microsoft.com/en-us/kusto/query/coalesce-function
https://learn.microsoft.com/en-us/kusto/query/coalesce-function
https://learn.microsoft.com/en-us/kusto/query/coalesce-function
https://learn.microsoft.com/en-us/azure/sentinel/connect-threat-intelligence-taxii?tabs=defender-portal
https://learn.microsoft.com/en-us/azure/sentinel/connect-threat-intelligence-taxii?tabs=defender-portal
https://learn.microsoft.com/en-us/azure/sentinel/connect-threat-intelligence-taxii?tabs=defender-portal

Sentinel

General Availability - Enriched advanced hunting and custom detections queries
with behavior insights

Type: Update
Service category: Security Information and Event Management (SIEM)
Product capability: Hunting

Advanced hunting and custom detection experiences now include a contextual banner
that prompts analysts to join the UEBA Anomalies table to queries that include UEBA data
sources.

« Users with behavioral anomalies are automatically tagged with UEBA Anomalies,
helping analysts quickly identify which users to prioritize.

All features require UEBA to be enabled and are workspace-scoped to the currently
selected workspace.

« For more information, see How UEBA empowers analysts and streamlines workflows.

Agentless data connector for Sentinel Solution for SAP now generally available. Learn
more from our Tech Community blog.

+ Deprecation: Containerized SAP data connector will be out of support by September
30th 2026. Migrate to our Agentless SAP data connector today.

Learn more: Advanced threat detection with User and Entity Behavior Analytics (UEBA) in
Microsoft Sentinel | Microsoft Learn

dentity Inventory > MSFT Adm

@Pava

Overview  Incidents and alerts ~ Observed in organization ~ Timeline  Security recommendations  Attack paths  Policies  Sentinel events

Entity details

MSFT Adm
© nabled | Typ

Blast Radius

Incidents and Alerts Associated Interactive logon devices (last 30 days)

4 alerts over 3 incidents @ 0 Devices

anomaties

Data is not available


https://learn.microsoft.com/en-us/azure/sentinel/whats-new?tabs=defender-portal#anomaly-focused-user-investigations
https://learn.microsoft.com/en-us/azure/sentinel/identify-threats-with-entity-behavior-analytics#ueba-experiences-in-the-defender-portal-empower-analysts-and-streamline-workflows
https://learn.microsoft.com/en-us/azure/sentinel/sap/prerequisites-for-deploying-sap-continuous-threat-monitoring
https://techcommunity.microsoft.com/blog/microsoftsentinelblog/microsoft-sentinel-for-sap-agentless-connector-ga/4464490
https://learn.microsoft.com/en-us/azure/sentinel/sap/sap-agent-migrate
https://learn.microsoft.com/en-us/azure/sentinel/identify-threats-with-entity-behavior-analytics
https://learn.microsoft.com/en-us/azure/sentinel/identify-threats-with-entity-behavior-analytics
https://learn.microsoft.com/en-us/azure/sentinel/identify-threats-with-entity-behavior-analytics
https://learn.microsoft.com/en-us/azure/sentinel/identify-threats-with-entity-behavior-analytics

Security Copilot



Security Copilot

Public Preview - Security Copilot inclusion in Microsoft 365 E5 subscription
Type: Update

Service category: Security Copilot

Product capability: Security Copilot

We are excited to announce that Security Copilot will be included for all Microsoft 365 E5
customers in the upcoming months - bringing agentic Al in the daily workflow. Customers
will receive a 30-day advanced notification before activation. If you're already a Microsoft
365 E5 customer using Security Copilot, you can access this benefit at no additional cost.

Customers with Microsoft 365 E5 will have 400 Security Compute Units (SCU) each month
for every 1,000 paid user license, up to 10,000 SCUs each month at no additional cost. This
is scalable.

Learn more: Security Copilot inclusion

Security agents in your daily workflow

Security Copilot now included for all Microsoft 365 E5 customers

Microsoft Entra GE ( x Microsoft Intune
Identity and access agents  \ . \+ ° 9 ) Endpoint management agents
N K7 (% A
\

Microsoft Defender U\ % : . <_<*<3 Microsoft Purview
SOC agents / f 55 Data security and

compliance agents

Microsoft Security Copilot
Microsoft + Partner Agents



https://learn.microsoft.com/en-us/copilot/security/security-copilot-inclusion

Security Copilot

Public Preview - Security Copilot Agents
Type: Update

Service category: Security Copilot

Product capability: Security Copilot agents

We're not only making these agents more easily accessible, we're extending the
ecosystem even further. Adding to the_37 Security Copilot agents already available,
we're introducing more than 40 new Microsoft and partner-built agents.

12 new Microsoft-built agents across Microsoft Defender, Entra, Intune, and Purview
are available today in preview. Additionally, more than 30 new partner-built

agents extend protection end-to-end. These agents automate large-scale tasks,
which allows security teams to dedicate more time to strategic initiatives.

Learn more: Agents built into your workflow: Get Security Copilot with Microsoft
365 E5 | Microsoft Security Blog

_" Microsoft Defender
Phishing Triage
Dynamic Threat

Detection

Threat Intelligence
Briefing

Threat Hunting

empower roles acros

Agentsto e

<&

# Microsoft Entra ~ Microsoft Intune

Access Review Change Review

Conditional Access Vulnerability
Optimization Remediation

App Lifecycle Device Offboarding
Management

Identity Risk Policy Configuration
Management

Partner-built Security Copilot agents

Build your own Security Copilot agents

LN

('8

security and IT

Microsoft Purview

Data Security
Triage

Data Security
Posture



https://www.microsoft.com/en-us/security/blog/2025/11/18/agents-built-into-your-workflow-get-security-copilot-with-microsoft-365-e5/?msockid=2a3db06b2f9269c4380ba5f92e796888
https://www.microsoft.com/en-us/security/blog/2025/11/18/agents-built-into-your-workflow-get-security-copilot-with-microsoft-365-e5/?msockid=2a3db06b2f9269c4380ba5f92e796888

Defender




Defender for Cloud

Public Preview — Microsoft Cloud Security Benchmark (MCSB) v2

Type: New feature

Service category: Cloud Security Posture Management (CSPM)

3 search resources, services and docs

é Mic osof:l;;f:r:l;;riorcluud | Regulatory compliance # X
Product capability: Compliance & Governance R

c::: O vou cannow mpkance p
We're excited to announce the Public Preview of MCSB v2 in Microsoft Defender for A em— N
Cloud. This update introduces a risk-based compliance framework with expanded Azure - — ‘ i
Policy controls and Al workload guidance, helping organizations secure multi-cloud e " =

environments more effectively.
With this feature, customers can:
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https://learn.microsoft.com/en-us/azure/defender-for-cloud/release-notes

Defender for Cloud

Public Preview - Restrict Pod Access Response Action

Type: New feature
Service category: Kubernetes Security
Product capability: Threat Containment

We're thrilled to announce the Public Preview of Restrict Pod Access in Microsoft
Defender for Cloud. This feature enables Kubernetes response actions via Defender XDR
to block sensitive interfaces within compromised pods, reducing lateral movement risk.

Learn more: Defender for Cloud Release Notes
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https://learn.microsoft.com/en-us/azure/defender-for-cloud/release-notes

% Open query ~ (&) Exemption

(‘J 24 Hours E 2251
D e I e n d e r I O r C I o u d Freshness interval Affected resources
General

General Availability - Continuous Vulnerability Re-scan for Container Images

Defender for Cloud scans your registry images for known vulnerabilities (CVEs)
and provides detailed findings for each scanned image.

Scanning and remediating vulnerabilities for container images in the registry
helps maintain a secure and reliable software supply chain, reduces the risk of

Type: E n ha nceme nt security incidents, and ensures compliance with industry standards.

. . Risk
SerVIce Category: CO nta iner Secu rlty Risk level is based on a combination of recommendation base risk and affected
Product capability: Vulnerability Management resource contextualinformation

Risk factors
We're pleased to announce GA of continuous vulnerability re-scanning for container Recommendiion severty ®
images in Microsoft Defender for Cloud. | igh
Learn more: Defender for Cloud Release Notes

Tactics & techniques

= % - ) E 20

= Initial Access Read more
Drive-by Compromise (T1189)
Exploit Public-Facing Application (T1190)

(4] Microsoft Defender for Cloud | Regulatory compliance

General Availability - Additional Compliance Frameworks

Type: Enha ncement ‘ : ‘, ::::TT?NW benchmark Lowest compliance regulstory standards Show ,Hu‘,‘ :x;mpn.m( data now integrated in Microsoft Purview Compliance
5oy , j "

Service category: Compliance Management e

Product capability: Regulatory Alignment oy T

Microsoft doud security benchmark  NISTSP 800534 NISTSP80D 171 R2  UKO and UK NH

We're pleased to announce GA of additional compliance frameworks in Microsoft

Defender for Cloud.
Learn more: Defender for Cloud Release Notes

© NS. Network Security

© IM. Identity Management

© PA. Privileged Accoss
© DR Data Protection

© AM. Asset Management

© LT. Logging and Threat Detection


https://learn.microsoft.com/en-us/azure/defender-for-cloud/release-notes
https://learn.microsoft.com/en-us/azure/defender-for-cloud/release-notes

Threat Intelligence Briefing Agent Preview
n r Microsoft
e e e @ Like all generative Al, agents ¢an make mistakes, so check its process and

output.

Learn More

Public Preview - Threat Intelligence Briefing Agent B

Run threat intelligence briefing analysis on a scheduled interval

T Required permissions
: New feat
ype' ew Teature Permissions must be managed by unified role-based access control (URBAC) and include:

® Read from Agents
* Read attack surface data

e Read threat intelligence data

Service category: Threat Intelligence o et st ligercesgrts s

Product capability: Advisory Services
@ soerts

@ Microsoft Defender External Attack Surface Management

@ Microsoft Threat Intelligence

We're thrilled to announce the Threat Intelligence Briefing Agent (Public Preview) in @ Moot Tt mligence Agerts
Microsoft Defender XDR. This agent delivers daily customized threat briefings, real-time i cn s aent i ity
intelligence feeds, and integrates with Threat Analytics dashboards.
Benefits include:

+ Proactive threat awareness for customers.

@ Home Threat analytics ® B 9~
o . oge
* En ha nced ad‘"sory a nd consu Itl ng opportu nities. @  Exposure management v () Introducing Security Copilot's Threat Intelligence Briefing
Agent.
+ Strengthened customer trust and engagement. S Apouered el cssiying phishing emate
Investigation & response ™
Partners can use this to offer retainer-based advisory services.
B Threat intelligence ~ Adwity | Acor | Corethreat | Technique | Tool Vulnerabilty
385 265 13 43 127 159
I Threat analytics
1
M Intel it
Lea rn more: Defender XD R What S N ew & e mensgemen Latest threats High-impact threats © Highest exposure threats
. . . . . g Intel profiles
M ICFOSOft Secu rltv COD I |Ot Th reat | ntel | igence Brlefl ng Aq ent Vilnerabilty Profile: CVE-2025-49844 - Redis 0/0  Thieat Overview Profile: Cloud identity abuse 1,353 / 1,948 B 00 B vt 0 s B o
Intel explorer " " _— N
Tesl Profle; CasmisPulse 0/0 —r \ing ghishing threats 1,119/ 1,984
Intel projects Activity Profile: Targe T tacks affect 0/0 862 /1,033
® Assets o Actor Profle: Storm-2561 0/0  Technigue Profile Maliious use of Powershell 850 / 1,268
I ——
W Activenlerts B Resobed Alerts Bl No Alerts W Activenlerts B Resobved Alerts Bl No Alerts
Microsoft Sentinel v
&  Identities v 7)’) search 993 items [ Customize columns
Filters: 5z Add filter
LS Endpoints ™ Threat Categary @ Aliases Origin country/region ~  Targeted industries Alerts Impacted assets
e —— . Vulnerability Profile: CVE-2025... Vulnerability Not applicable Not applicable Not applicable 0 active /0
Tool Profile: CosmicPulse Tool Not available Not applicable Not applicable Oactive /0

< Cloud apps hd


https://learn.microsoft.com/en-us/defender-xdr/whats-new
https://learn.microsoft.com/en-us/defender-xdr/threat-intel-briefing-agent-defender

Defender XDR

Public Preview - IdentityAccountinfo Table in Advanced Hunting

Type: New feature

Service category: Threat Hunting
Product capability: Identity Security

We're excited to announce the Public Preview of IdentityAccountinfo table in
Microsoft Defender XDR.

This table contains information about account information from various sources, including
Microsoft Entra ID. It also includes information and link to the identity that owns the
account.

Learn more: Defender XDR What's New

Advanced Huntll‘lg Schema reference e Try the new Hunting page
Schema < “ New query ~+ Create new v
Alerts ”~N [> Run query Save Share link Last 24 hours Create detection rule

~ B Alertinfo

e ~
~ 3 AlertEvidence View reference

Apps & identities %

Email I

~ B Emailevents
s EmailAttachm... :

g
~ B Emailurinfo
g

v

EmailPostDeli... : Getting Started  Results



https://learn.microsoft.com/en-us/defender-xdr/whats-new

Defender XDR

Public Preview - Threat Analytics Indicators Tab

Type: Enhancement
Service category: Threat Intelligence
Product capability: Incident Response

We're thrilled to announce the Indicators tab in Threat Analytics for Microsoft
Defender XDR.

Threat analytics now has an Indicators tab that provides a list of all indicators of
compromise (I0Cs) associated with a threat. Microsoft researchers update these R
|IOCs in real time as they find new evidence related to the threat. This information ...
helps your security operations center (SOC) and threat intelligence analysts with PrS—

Theaat analytics

remediation and proactive hunting

ntel peafiles

e |

Hame.

ntel axplorer

Learn more: Defender XDR What's New
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https://learn.microsoft.com/en-us/defender-xdr/whats-new

Defender XDR

Unified Custom Detections

Type: New feature

Service category: Detection Engineering
Product capability: Cross-Platform Security

We're pleased to announce Unified Custom Detections in Microsoft Defender

XDR. This feature allows single-pane authoring of detection rules across

endpoints, email, identity, and cloud apps.

Benefits include:

Custom detection wizard

I Create analytics rule instead O

. cre o
+ Simplified rule management for SOC teams. | U , x
O ki Introducing unified custom detections
. Consistent detection |Ogic across mu|t|p|e domains_ | * W ecommend usig th cusom detectin s iz 10 esure  constent and unfed exprence when maninguser-deined s
( Rule setting: L 2 e b & e
H M ' « We have significantly enh d custom detecti bilities with flexible entity it ustom details alert enrichment, d! ic alert
- Reduced operational complexity for MSSPs. . bty oo o e 0 el gl o e etk

Partners can position this as a SOC optimization capability.

2% Run rules continuously & 30-day look-back B ¥ Native remedisticn

Learn more: Defender XDR What's New & Custom detections are now the
unified experience for creating detections in Microsoft Defender

General

p Proactively monitor and react to threats by creating custom detections that search through your logs.

== Name *

Custom detection from guided f965Vz6C720@1HESNTk

Description *

A successful API execution was detected from an IP address categorized as a TOR exit node by
Threat Intelligence.

MITRE ATT&CK *

(]


https://learn.microsoft.com/en-us/defender-xdr/whats-new
https://techcommunity.microsoft.com/blog/microsoftthreatprotectionblog/custom-detections-are-now-the-unified-experience-for-creating-detections-in-micr/4463875
https://techcommunity.microsoft.com/blog/microsoftthreatprotectionblog/custom-detections-are-now-the-unified-experience-for-creating-detections-in-micr/4463875

Defender XDR

Defender Experts Reports: Trends & Emerging Threats
Type: Enhancement

Service category: Managed Detection & Response
Product capability: Reporting & Analytics

We're pleased to announce expanded Defender Experts Reports in Microsoft Defender XDR. These
reports now include trend analysis, emerging threat insights, and MITRE tactic mapping.

Benefits include:
« Improved customer reporting and transparency.
+ Actionable insights for proactive defense.

« Demonstrated MDR value for renewals and upsell.
Partners can leverage this for premium MDR offerings.

Learn more: Defender Experts for XDR reports

Defender Experts repart



https://learn.microsoft.com/en-us/defender-xdr/reports-xdr

TP&D Services




Leverage your MCAIPP benefits and engage TP&D Services

Technical presales and deployment services to help you deliver services and applications faster.

Advisory hours

Partner Launch Benefits Not available

Partner Success Core Benefits 5

Partner Success Expanded Benefits 10
Solutions Partner 50
Specialization / Expert* 50

*Specialization and Expert MSP designation and TPD benefits shown are the same as,
Partner designation benefits.

Technical consultations scope:
* Delivered remotely

+ Consultation service to help plan, build and grow partne
technical capabilities

» Provides technical resources, recommendations and
deliverables

» Focuses on common partner questions and technical
scenarios

+ Packaged as a Microsoft Cloud Partner Program advisol
benefit

Visit http://aka.ms/TPDMSForm and select ‘Create a new TPD request’ towards the top of the page, or log into your Partner Center dashboard and select the Benefits tile > Technical

Technical sales preparation & deal
enablement

Not available

Microsoft Partner Center R Search

Request technical presales and deployment services
Supported products and scenarios

Case Title *

Infrastructure (Azure)

Search Products * Browse Topics

Using Azure Backup with lzaS ‘

Business Continuity & Disaster Recovery > Busi.. Clear ‘

Case Description * Solution Area *

We have a client with Azure Virtual Machines and we

Infrastructure

¥ ‘

would like to use Azure Backup to protect those VMs, We
know that this is possible but have not worked with the
features yet. We would like help with how to deploy
backup for Azure Infrastructure.

Who should we contact about this request?

First Name * Last Name *

Where are you located? *

United States

| William ‘ Beringer ‘

~ ‘

Phone Number *

Language * Non-English languages may be delivered in
English if local language resources are not available

| 206-555-0100 ‘

English

~ ‘

Email *

| William@contoso.com ‘

benefits.

n (Azure)

Modern Work

Security
Business Applications

ISV

Examples

Help analyze customer/partner architecture and
how to respond with Microsoft capabilities

Discuss product features, clarify doubts about
technical capabilities

Perform demos/PoCs of Microsoft products
Provide best practices and recommendations

Check usage scenarios:



http://aka.ms/TPDMSForm
https://learn.microsoft.com/en-us/partner-center/benefits/technical-benefits#use-delivery-scenarios
https://learn.microsoft.com/en-us/partner-center/benefits/technical-benefits#use-delivery-scenarios

2 Microsoft

Q&A

Ask your questions!

Deep level and complex scenarios? Reach out to our team: https:
Or directly to:

Andre Barreiros abarreiros@microsoft.com

Daniela Magalhaes Daniela.Magalhaes@microsoft.com

Marco Cardoso Marco.Cardoso@microsoft.com



https://aka.ms/TPDMSForm
mailto:abarreiros@microsoft.com
mailto:Daniela.Magalhaes@microsoft.com
mailto:Marco.Cardoso@microsoft.com

=® Microsoft

Thank you
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