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1.3 Billion AI agents by 2028

1.3 Billion
AI agents by 2028

Source: IDC Info Snapshot, 1.3 Billion AI Agents by 2028, doc #US53361825, May 2025



A range of tools for agent creation

Simple Advanced

For end users

Agent Builder

For makers

Copilot Studio

For developers

Visual Studio Code, Copilot Studio, 

Azure AI Foundry



Governance for Copilot 
Studio



Power Platform

Power Apps

Web and mobile 

app development

Power Automate

Process and workflow

automation

Copilot Studio

Customize & create copilots

Power Pages

Secure, data-centric 

business websites

Power BI

Data exploration, 

analytics and reporting

Microsoft

Dataverse

Power FxAI BuilderData

connectors
Managed

Environments



Microsoft Copilot Studio
Build, manage and secure AI agents

M365 Copilot agent builder
Build agents with natural language right 

inside Microsoft 365 Copilot

Copilot Studio
Access a complete set of intuitive tools 

and capabilities for building agents

Advanced extensibility
Customize agents using pro dev tools like 

Microsoft 365 Agents SDK, VS code & 
Microsoft Foundry



A range of tools for agent creation

Simple Advanced

For end users

Agent Builder

For makers

Copilot Studio

For developers

Visual Studio Code, Copilot Studio, 

Azure AI Foundry



Simple Advanced

For End Users

Agent builder Copilot Studio
For Makers For Developers

Copilot Studio + Azure AI

Knowledge Microsoft Graph Your Business Data 

Actions Retrieval Only Task / Autonomous

Channels Microsoft 365 Only Multiple Internal & External Channels

Increasing advanced governance and security needs

throughout agent lifecycle

1. Development & Testing 2. Deployment 3. Optimization

Advanced agents require more advanced governance and 

security



Top security and governance concerns with generative AI 

80%
of leaders cited leakage of 

sensitive data as their main 

concern1

41%
of security leaders cited that 

the identification of risky users 

based on queries into AI was 

one of the top AI controls they 

want to implement2

84%
Want to feel more confident 

about managing and 

discovering data input into 

AI apps and tools2

Data oversharing

and data leaks

Identification of

risky AI use 

AI governance and

risk visibility

1. First Annual Generative AI study: Business Rewards vs. Security Risks, Q3 2023, ISMG, N=400

2. Microsoft data security index 2024 report

https://clouddamcdnprodep.azureedge.net/gdc/gdcqTplAT/original?culture=en-us&country=us
https://clouddamcdnprodep.azureedge.net/gdc/gdcqTplAT/original?culture=en-us&country=us


Governance Risk Management
If it was, we should just call it risk management!

≠ 

The word “govern” means 

“to steer”, so it is 

fundamentally about 

opportunity realization as 

well!

To effectively govern you need

Goal Clarity

Role Clarity

Task Clarity

What is Governance? 



Governance & Security Overview

Resource permissions for 

agents, flows, custom 

connectors…

Dataverse security roles

Dev

Test

Power Apps Power Automate Copilot Studio

Environment

Connectors

Dataverse

Prod

Microsoft Entra ID

TENANT

Tenant access & isolation1

3

5

2 Environment access & data loss 

policies

Cross-tenant inbound & outbound 

restrictions to the 1400+ connectors 

to cloud services, content services, 

DBs, APIs, etc.

4



Implementing 

Zone Strategy

17

Technical complexity

R
is

k
/b

u
si

n
e
ss

 c
ri

ti
c
a
li
ty

Personal and team 

productivity mode

Collaboration 

mode

Enterprise 

application 

mode

Low Medium High

Medium

High

Governing agents by 

segmenting by audience + 

exposure and complexity + 

risk into zones.



Implementing 

Zone Strategy 
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Safe
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Medium

High

Collaboration 

mode

Enterprise 

application 

mode

Safe Innovation Zone (Green)

Self-service “sweet spot” 

for rapid AI agent 

experimentation with 

minimal oversight



Implementing 

Zone Strategy  
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Supported

Collaboration 

mode

Personal and team 

productivity mode

Enterprise 

application 

mode

Collaboration Zone (Yellow)

Medium-risk scenarios 

(Department-level). 

Requires some admin 

governance
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Implementing 

Zone Strategy   
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IT Managed

Collaboration 

mode

Personal and team 

productivity mode

Enterprise 

application 

mode

Technical complexity

Enterprise Zone (Red, Black)

High-risk, mission critical 

scenarios. Demands strict 

IT/Management control



DEFAULT ENV DEVELOPER ENV

Shared Environment for everyone in the 

Company

Personal environment per Maker

Allows for low risk Agents, flows, Apps to 

be shared with others in the company

Allows for Makers to build personal 

agents, flows, apps with richer 

functionality

Why the Safe Innovation Zone Matters 

1. Empower Makers: Quick creation of low-risk agents with minimal friction

2. Scale Innovation: Identify the high value scenarios emerging from early experiments that are 

growing in adoption

3. Admin Efficiency: Safeguards must be in place so admins can dedicate effort where risk is 

higher

Today, Default Environment and Developer Environment empower Makers to get started, but it 

requires Admin setup to ensure safeguards are in place. Without them, all environments behave like 

the “Yellow Zone”

OTHER ENVs

Trial, Sandbox, Production

Allows Makers who can create or acquire 

other environments full access to create 

custom agents, apps, flows

COLLABORATION ZONE (YELLOW ZONE) IF NO SAFEGAURDS ARE IN PLACE



New environments

Empowerment through Zoned Governance
An example of an empowered, yet fully governed approach

Default Group

Shared environment

DEV

TEST

Contoso Global
(IT department)

PROD

DEV

TEST

Contoso USA
(HR department)

PROD

DEV

TEST

Contoso EU
(HR department)

PROD

Special environment

DEV

TEST

Contoso Asia
(Engineering department)

PROD

Default environment
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Complexity and Risk

Default Group

Empowerment through Zoned Governance
An example of an empowered, yet fully governed approach

Shared environment

DEV

TEST

Contoso Global
(IT department)

PROD

DEV

TEST

Contoso USA
(HR department)

PROD

DEV

TEST

Contoso EU
(HR department)

PROD

Group #3

Special environment

DEV

TEST

Contoso Asia
(Engineering department)

PROD

New environments

Default environment
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Empowerment through Zoned Governance
An example of an empowered, yet fully governed approach

Complexity and Risk

Personal 
Environments

Shared environment

DEV

TEST

Contoso Global
(IT department)

PROD

DEV

TEST

Contoso USA
(HR department)

PROD

DEV

TEST

Contoso EU
(HR department)

PROD

Group #3

DEV

TEST

Contoso Asia
(Engineering department)

PROD

Special environmentNew environments

Default environment
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Group #6Default Group

Personal 
Environments

Personal Dev Group

Personal 
EnvironmentsPersonal 

EnvironmentsPersonal 
Environments
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ALM Group

Empowerment through Zoned Governance
An example of an empowered, yet fully governed approach

Complexity and Risk

New environments

Personal 
Environments

Pipeline Host

Shared environment

DEV

TEST

Contoso Global
(IT department)

PROD

DEV

TEST

Contoso USA
(HR department)

PROD

DEV

TEST

Contoso EU
(HR department)

PROD

Group #3

DEV

TEST

Contoso Asia
(Engineering department)

PROD

Special environment

Default environment



The Green zone
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Go Green: Building your zone

Environment Groups

aka.ms/EnvironmentGroups

Environment Routing

aka.ms/EnvironmentRouting

Rule: Advanced Connector Policies

aka.ms/LearnACP

Rule: Agent AI models

aka.ms/AgentModels

Rule: Agent Sharing

aka.ms/LimitSharing

Rule: Agent Channels

aka.ms/AgentChannels

Rule: Agent Authentication

aka.ms/AgentAuth

Rule: Agent Onboarding

aka.ms/MakerOnboarding
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https://learn.microsoft.com/en-us/power-platform/admin/environment-groups?tabs=new
https://learn.microsoft.com/en-us/power-platform/admin/environment-groups?tabs=new
https://learn.microsoft.com/en-us/power-platform/admin/default-environment-routing?tabs=new
https://learn.microsoft.com/en-us/power-platform/admin/default-environment-routing?tabs=new
https://learn.microsoft.com/en-us/training/
https://learn.microsoft.com/en-us/training/
https://learn.microsoft.com/en-us/microsoft-365/agents-sdk/building-agents
https://learn.microsoft.com/en-us/microsoft-365/agents-sdk/building-agents
https://learn.microsoft.com/en-us/microsoft-365/solutions/microsoft-365-limit-sharing?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/solutions/microsoft-365-limit-sharing?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoftteams/set-up-channel-agent-teams
https://learn.microsoft.com/en-us/microsoftteams/set-up-channel-agent-teams
https://learn.microsoft.com/en-us/power-platform/admin/security/identity-access-management#authentication-for-agents-preview
https://learn.microsoft.com/en-us/power-platform/admin/security/identity-access-management#authentication-for-agents-preview
https://learn.microsoft.com/en-us/power-platform/admin/welcome-content
https://learn.microsoft.com/en-us/power-platform/admin/welcome-content


Secure agent access by disabling 

publish using connector 

management and by disabling 

access from internet to chat.

Limit agent sharing to co-authors 

or end users who chat.

Power Platform Admin Center:

Secure Agent Access



Living in the 

Red Zone
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The steps of Red Zone governance

32

Set up groups 

and Pipelines

(IT admin)

Agent authoring 

& deployment

(Maker)

Governance 

fine-tune

(IT admin)

Ongoing 

protection

(CISO)



ALM



• Traverses “sharing limits” cliff

• Directs users to deploy to production 

environments

• Seamlessly connects the Maker 

ALM journey

Power Platform Admin Center

Pipelines + Onramps



• Copilot generates deployment 

notes for pipelines deployments

• Gives makers insights into every 

deployed version with less effort

• Streamlines the approval process

• Agents now included in key 

components!

Power Platform Admin Center

Agent Deployment notes



Copilot Studio Kit

aka.ms/CopilotStudioKit

The Copilot Studio Kit is a 

comprehensive set of tools 

designed to augment Microsoft 

Copilot Studio. 

The kit includes features that help 

with the development, testing and 

long-term performance monitoring 

of custom agents.
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Empowerment through Zoned Governance
An example of an empowered, yet fully governed approach

Complexity and Risk

New environments

Personal 
Environments

Pipeline Host

Shared environment

DEV

TEST

Contoso Global
(IT department)

PROD

DEV

TEST

Contoso USA
(HR department)

PROD

DEV

TEST

Contoso EU
(HR department)

PROD

Group #3

DEV

TEST

Contoso Asia
(Engineering department)

PROD

Special environment

Default environment

aka.ms/environmentstrategy



Cost Controls



Copilot Studio Agent Consumption Estimator

aka.ms/copilotstudioestimator

Estimate Agent Message Consumption

• Forecasts message consumption using 

data driven trends and assumptions  

• Customizes estimates based on 

licensing options and feature usage 

• Accessible from within Copilot Studio, 

Power Platform admin center, and 

public website 

Preview

https://aka.ms/CopilotStudioEstimator
https://aka.ms/CopilotStudioEstimator


• Set agent level message limits and 

track against those limits

• Set automatic triggers 

against capacity limits (warning email 

when close to limit followed by shut 

off)

Agent Cost Optimization in PPAC
Understand and optimize agent costs 

• View messages consumption by 

environment, by agent, by product, 

and by feature

• Allocate messages to environments 

to split costs, and optionally burst to 

PAYG

Generally Available

Preview June 2025



Manage higher risk zones

Safe Innovation Zone: Safe 

defaults reduce continuous 

monitoring. Admins can be hands 

off

Adapt based on usage: As agent 

adoption grows, revisit 

environment policies and 

connector classifications

Refine Continuously

Inventory & Audits: Keep 

reviewing agents inventory in 

Power Platform Admin Center.

Strengthen oversight & lifecycle 

management

Collaboration/Enterprise Zone: 

Focus your governance efforts 

(approvals, DLP, Tighter policies) 

on Dept level and Enterprise 

critical agents

Educate & Empower: Provide 

training and best practices so 

makers can stay aligned with 

organizational rules

Retirement of obsolete Agents: 

Proactively remove or archive to 

manage costs and remove clutter

RESULT

Focusing Admin Oversight WHERE IT counts

Innovation at Scale Reduced Risk
Cost & Compliance 

Management



The control plane for agents

Early access

Microsoft Agent 365



InteroperabilityAccess ControlRegistry SecurityVisualization

Microsoft Agent 365

The control plane for agents
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Learn more

Breakout Sessions at Ignite:

• BRK264: From Risk to 

Resilience: Secure your AI 

Agents with Microsoft 

Defender.

• BRK307: Best practices to 

secure and govern low code 

agents, apps, and flows.

• BRK310: Deploying and 

operating Power Platform 

solutions with DevOps.

1 Maker Onboarding aka.ms/MakerOnboarding

2 Environment Routing aka.ms/EnvironmentRouting

3 Environment Groups aka.ms/EnvironmentGroups

4 Limit Sharing aka.ms/LimitSharing

5 M365 Copilot Control Settings aka.ms/M365CCS

6 Power Platform Copilot Hub aka.ms/PowerPlatformCopilotHub

7 Power Platform Inventory aka.ms/PowerPlatformInventory

8 Default Pipeline aka.ms/default-pipeline

9 Monitor Alerts aka.ms/MonitorAlerts

10 Monitoring Hub aka.ms/MonitoringHub

12 Manage MCS Credit aka.ms/ManageMCSCredit

13 Power Platform Admin Center (PPAC) aka.ms/PPAC

14 Learn Advanced Connector Policies aka.ms/LearnACP

15 Agent Channels aka.ms/AgentChannels

16 Copilot Studio Runtime Protection aka.ms/CopilotStudioExtendedProtection

17 Microsoft Information Protection in MCS aka.ms/MIPinMCS

18 Monitoring Overview (Docs) aka.ms/MonitoringHub

https://aka.ms/MakerOnboarding
https://aka.ms/EnvironmentRouting
https://aka.ms/EnvironmentGroups
https://aka.ms/LimitSharing
https://aka.ms/M365CCS
https://aka.ms/PowerPlatformCopilotHub
https://aka.ms/PowerPlatformInventory
https://aka.ms/default-pipeline
https://aka.ms/default-pipeline
https://aka.ms/default-pipeline
https://aka.ms/MonitorAlerts
https://aka.ms/MonitoringHub
https://aka.ms/ManageMCSCredit
https://aka.ms/PPAC
https://aka.ms/LearnACP
https://aka.ms/AgentChannels
https://aka.ms/CopilotStudioExtendedProtection
https://aka.ms/MIPinMCS


aka.ms/trycopilotstudio

Get started 

today

Learn more

Copilot Studio website: aka.ms/copilotstudio

Blog: aka.ms/copilotstudioblog

Public Demo: aka.ms/copilotstudiodemo

Learn Docs: aka.ms/copilotstudiodocs

Community page: aka.ms/copilotstudiocommunity

Copilot Studio Resources: aka.ms/copilotstudio/resources

Copilot Studio 

Implementation Guide:

aka.ms/CopilotStudio/Implementa

tionGuide
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