


Purview Mastery: Ensuring Data 
Governance and Security 



E01 (March 7th) AI Foundations: Kickstarting Your AI Journey

E02 (March 14th) Copilot Studio: Empowering AI with Low-Code Solutions

E03 (March 21st) Microsoft Fabric: Laying the Data Groundwork for AI

E04 (March 28th) Purview Mastery: Ensuring Data Governance and Security 

E05 (April 4th) Azure AI Foundry: Customizing AI for Advanced Solutions

E06 (April 11th) AI in Action: From Development to Deployment
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Agenda

1.Microsoft Purview Data security

2.Microsoft Purview Data governance

3.Data governance included in Microsoft Fabric 



Secure data in the age 
of AI with Microsoft 
Purview
Erjola Lekaj



Secure, govern, and protect your entire data estate

Shared platform capabilities
AI-based efficiency, Data Map, Classification, Labels, Audit Logs, Policies, Data Connectors

Data Loss Prevention
Insider Risk Management

Information Protection
Adaptive Protection

Secure data across its lifecycle, 
wherever it lives

D A T A  S E C U R I T Y

Data Catalog
Data Quality

Data Management
Data Estate Health

Responsibly unlock value 
creation from data

D A T A  G O V E R N A N C E

Compliance Manager
eDiscovery and Audit

Communication Compliance
Data Lifecycle Management

Records Management

Manage critical risks and 
regulatory requirements

D A T A  C O M P L I A N C E

Microsoft and Multi-cloudUnstructured & Structured data Traditional and AI generated data

Microsoft Purview
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DLP for Copilot set for specific labels



     

Purview DLP for Microsoft 365 Copilot policy can prevent Copilot from using sensitive data to generate responses. 







Other recommendation about risky AI usage



IRM policy for risky AI usage can be set with just a few clicks directly from DSPM for AI















Shared platform capabilities
AI-based efficiency, Data Map, Classification, Labels, Audit Logs, Policies, Data Connectors

Data Loss Prevention
Insider Risk Management

Information Protection
Adaptive Protection

Secure data across its lifecycle, 
wherever it lives

D A T A  S E C U R I T Y

Data Catalog
Data Quality

Data Management
Data Estate Health

Responsibly unlock value 
creation from data

D A T A  G O V E R N A N C E

Compliance Manager
eDiscovery and Audit

Communication Compliance
Data Lifecycle Management

Records Management

Manage critical risks and 
regulatory requirements

D A T A  C O M P L I A N C E

Microsoft and Multi-cloudUnstructured & Structured data Traditional and AI generated data

Microsoft Purview is our solution for comprehensive data governance, 
security, and compliance; we will deep dive in Data Governance now



Azure 
Purview

MS Purview

MS Purview 
Data  
Governance

Future Release of 
MS Purview will 
bring new features 
over time

• PaaS Experience
• GA in 2021

• SaaS Experience
• Private Preview 

in 2023

• Public Preview 
now! 

• GA Sept'24

Today

Purview Data Governance journey



From Azure Purview to Microsoft Purview

2

New Data Governance 
Experience

Microsoft Purview
(Unified Portal)

Data Governance 

Data Discovery 
& Access

Catalog 
Management & 

Curation 

Health 
Management

Microsoft Purview Platform

Azure Purview 
(Classic Portal) 

Data Map

Applications 

Data 
Catalog

Data Estate  
Insights

Data Map Data Policy APIs

Data Map transitions to 
Microsoft Purview 

platform

Data Policy



Organizations need a federated governance approach

 Responsibility at the Core
✕ Agility at the Edge

Centralized

✕ Responsibility at the Core
 Agility at the Edge

DecentralizedFederated

 Responsibility at the Core
 Agility at the Edge

Source : Forrester Research. Map a path to Federated Data Governance 

https://www.forrester.com/report/map-a-path-to-federated-data-governance/RES178947
https://www.forrester.com/report/map-a-path-to-federated-data-governance/RES178947


Data Consumers
Quickly find and use relevant, trusted 
datasets through streamlined access 
request workflow.

Data Owners
Register data assets for use, manage 
classifications and access, and ensure 
high quality standards.

Sales Marketing Operations FinanceHuman 
Resources Sustainability

Amazon S3 
(Palantir)

Azure
Data Lake 
Storage 

Azure
Cosmos DB

Azure
SQLDB

Mongo 
DB

DatabasesCloud providers (non-exhaustive) All other sources

Domains & Data Products

Data Catalog Management

Data Health ManagementData Stewards

Establish and ensure governance policies, 
active metadata, compliance, and 
insights into overall governance health.

Ensure data quality, seamless data 
discovery, glossary consistency, and 
lineage.

Central Data Office

Purview Data Governance is built for different personas and their 
experiences; Purview scans multi-cloud setups



Open and Governed Data Lakehouse Foundation

Data Engineering

Real-time Analytics

ML, AI & Data Science

SQL-based Analytics

Enterprise BI

Domains  and Data Products 

• Automated Services • Data Management• Data Foundation and Operationalization

Microsoft’s Hybrid approach to data mesh, data fabric and data hub

Hybrid and Multi-Cloud Data Sources

data mesh

data fabric

data hub

Data Governance

Security

Compliance

Group Finance

CorSo P&C

Amazon 
S3

Azure
Data Lake 
Storage 

Azure
Cosmos DB

Azure
SQLDB

Mongo 
DB

DatabasesCloud providers All other sources

Purview provides a single-pane of glass for your entire data estate and 
supports data mesh, data fabric and data hub implementations

On-Premises
SQL Server, Oracle DB, SAP Hana, 
Teradata, IBM DB2,File Systems, 
Azure Data Box, Microsoft Share Point

Data sources that connect to Microsoft Purview Data Map | 
Microsoft Learn

https://learn.microsoft.com/en-us/purview/microsoft-purview-connector-overview
https://learn.microsoft.com/en-us/purview/microsoft-purview-connector-overview
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Datasets

Dashboards/Re
ports

Models

Business Domain

Microsoft Purview Tenant

Catalog and Data Estate Health

Critical 
Data 

Elements

Business Domain

Datasets

Dashboards/Re
ports

Models

Data Product

Datasets

Dashboards/Re
ports

Models

Data Product

Data Map

Data Product

Technical Domain

Collection

Glossary  
Terms

Technical Domain

Collection Collection

Technical Domain
Technical Domains are Previously 
Purview “Accounts” and each tenant 
may have up to 5 technical domains.

The new Purview Data Governance Experience structure

Critical 
Data 

Elements

Glossary  
Terms

Collection



Purview Data Governance
Confidently activate data across the digital estate

across the data estate with 
a global catalog of catalogs 

via built-in 
data quality, lineage, and 
master data management

with 
easy discovery of trusted 
data and access control

Catalog 
Curation + Access

Global Enterprise 
Policies

Data Quality 
Management

Data Health 
Management

Master Data 
Management

OneLake 
Catalog

Azure Databricks 
Unity Catalog

Snowflake 
Polaris

…

Microsoft 
Fabric

Azure 
Databricks

Snowflake Azure 
Data

Azure AI Google
Big Query

S3



Govern and Activate your Multi-cloud Data Estate with Purview Data 
Governance

Data 
Discovery

to data containing Fabric data and 
non-Fabric data in the Purview Unified 

catalog; leverage built-in Security 
Copilots to get work done faster.

Catalog 
Management

to your entire data estate (including 
Fabric data) using logical, business-

friendly vernacular your business 
stakeholders will understand; integrate 

your 
into your managed data estate 
(via 3rd party plug-ins).

Health 
Management (Data Quality)

across 
your enterprise, multi-cloud data estate 

(including Fabric data); develop your own 
Purview reports and/or activate estate 

cleanup actions using 



Demo of Purview Unified 
Catalog



Demo of Purview Unified Catalog across the data 
estate



Manage, govern, and secure data in era of AI

Microsoft 
Fabric

Manage, govern, and secure your 
data locally in Microsoft Fabric with 

built-in capabilities

Microsoft 
Purview

Employ advanced governance and 
security to Microsoft Fabric 

Data ownership Simplified administration Unified governance



Purpose-built to support different personas

Microsoft Fabric

Data 
engineers & 
data scientists

Data analysts

Data admins Business 
users

Microsoft Purview

Security & 
compliance 
officers

Data 
stewards & 
LoB data 
owners

Central 
data office

Data 
consumers

Designed for data workers Designed for security, governance & compliance offices 



Gain full visibility and control with industry-leading features
Governance and security features built into Microsoft Fabric

Manage your 
data estate

Admin portal

Tenant and 
workspace settings

Metadata scanning

Capacities

Domains

Workspaces

Secure, protect, 
and comply

Fabric inbound and 
outbound security

Conditional access

Compute security

Workspace & item 
security

Data encryption 

Universal security 
model*

Certificates & 
standards

Data residency

Purview sensitivity 
labeling** 

Purview Data Loss 
Prevention policies** 

Purview Audit**

Encourage data 
discovery, trust, 
and use

OneLake catalog 
(Explore tab)

Endorsements

Data lineage & 
impact analysis

External data sharing

Metadata curation

Discover & Reuse

Monitor, uncover 
insights, and act

OneLake catalog 
(Govern tab)

Monitoring hub

Workspace 
monitoring

Capacity metrics

Admin monitoring

Purview Hub 

Microsoft Purview for estate-wide 
governance and protection

Comprehensive data security
Data Loss Prevention

Information Protection

Insider Risk Management

Fabric 
metadata

Federated data governance
Data Discovery

Catalog Management 

Health Management (Data Quality)

Risk & compliance posture
Purview AuditAdvanced 

Govern
and secure 
Fabric data

Fabric natively integrated with Microsoft Purview

**Additional Microsoft Purview purchase required



The for 
responsible data innovation  

Seamlessly
secure



…

Security layers in Microsoft Fabric

Network security

Workspace & 
item security

Data security

Your data 
in Fabric

Regulations & 
Certification

Data
Encryption

High Availability & 
Disaster Recovery

E2E
Auditability with 

Microsoft Purview

Information  
protection labels 
with Microsoft 

Purview

Additional advanced 
tools in Microsoft

Purview

3rd party and 
in-house governance 
& security solutions

Security in Microsoft Fabric

https://learn.microsoft.com/en-us/fabric/security/security-overview


Purview Data Security & Compliance integration with Fabric

Information protection 
sensitivity labels and 
protection policies

Classify sensitive Fabric data using 
the same that are 

used in Microsoft 365—the label and 
protection travels with the data 
within Fabric, and enforced even 

when the data is exported to Office.

Data loss 
prevention policies

sensitive data 
such as PII or SSN in

 Lakehouse or Semantic Models 
and trigger automatic risk 

remediation actions such as alerts 
or restrict access. 

Audit

from Microsoft 
Fabric in  to 
support security, forensic, and 

internal investigations.

Additional Microsoft Purview purchase required

Insider Risk 
Management

Ingest audit logs from Fabric in 
addition to other millions of signals 
to 



      



  



The for 
responsible data innovation  

Confidently 
activate



Manage an org-wide data mesh in Fabric with central & delegated settings

Tenant-wide and granular 
control in Admin Portal

Fabric admins can manage 
Fabric in one central location 

with 
while also gain 

with tenant-wide 
reports.

Tenant metadata 
scanning 

 
incl. inventory, item 

metadata & lineage for all 
items across Fabric, and 

 to 3rd party or 
homegrown tools.

Manage 
capacities

Manage multiple capacities, 
each with a 

 to manage cost 
at a granular level and get 

 into capacity 
utilization and usage trends.

Domains, subdomains, 
workspaces, & folders

Implement a  
pattern by grouping your 

items in 
 and then in 

 to achieve granular 
control & optimized 

consumption.

Governance and compliance in Microsoft Fabric

https://learn.microsoft.com/en-us/fabric/governance/governance-compliance-overview


Easily discover, manage, and collaborate on org data

OneLake 
catalog

 Fabric data 
items in your organization. 
Data hub  across 
Fabric as well as in Teams, 

Excel and more.

Endorsements 
& tags

 trusted
high-quality items in Fabric 
and apply relevant  to 
create 

 and increase 
discoverability and reuse.

Lineage & 
impact analysis

Track  of 
your analytical projects 
to  

through items and perform 
impact analysis to 

External 
data sharing

Share data and assets 
 

from OneLake storage 
locations without copying 

the data.



Demo of OneLake catalog



THANK YOU!

Microsoft Customer 
Connection Program

Microsoft Purview Partner 
Training Resources

Microsoft Purview 
MS Learn Documentation

Try Microsoft 
Fabric

Try Purview 
Unified Catalog

Try Purview 
Data Security



Fabric and Purview resources available

• Use Microsoft Purview to govern Microsoft Fabric

• Governance and compliance in Microsoft Fabric

• Security in Microsoft Fabric

• Administration overview in Microsoft Fabric

• Exploring the Relationship Between Fabric and 
Microsoft Purview: What You Need to Know

• Introducing the new OneLake catalog: Your central 
hub for discovery, management, and governance

• Easily implement data mesh architecture with 
domains in Fabric

• Introducing modern data governance for the era 
of AI  | Microsoft Azure Blog

https://learn.microsoft.com/en-us/fabric/governance/microsoft-purview-fabric
https://learn.microsoft.com/en-us/fabric/governance/governance-compliance-overview
https://learn.microsoft.com/en-us/fabric/security/security-overview
https://learn.microsoft.com/en-us/fabric/admin/admin-overview
https://techcommunity.microsoft.com/blog/fasttrackforazureblog/exploring-the-relationship-between-microsoft-fabric-and-microsoft-purview-what-y/4159159
https://techcommunity.microsoft.com/blog/fasttrackforazureblog/exploring-the-relationship-between-microsoft-fabric-and-microsoft-purview-what-y/4159159
https://blog.fabric.microsoft.com/en-us/blog/introducing-the-new-onelake-catalog-your-central-hub-for-data-discovery-management-and-governance?ft=All
https://blog.fabric.microsoft.com/en-us/blog/introducing-the-new-onelake-catalog-your-central-hub-for-data-discovery-management-and-governance?ft=All
https://blog.fabric.microsoft.com/en-us/blog/easily-implement-data-mesh-architecture-with-domains-in-fabric?ft=Core:category
https://blog.fabric.microsoft.com/en-us/blog/easily-implement-data-mesh-architecture-with-domains-in-fabric?ft=Core:category
https://azure.microsoft.com/en-us/blog/introducing-modern-data-governance-for-the-era-of-ai/
https://azure.microsoft.com/en-us/blog/introducing-modern-data-governance-for-the-era-of-ai/


Purview data governance : click-through demos

•Overview - https://purviewdatagovernance.storylane.io/share/kfdnjhua9hlh

•Set up roles and permissions   https://purviewdatagovernance.storylane.io/share/dwuqjygdm0zi

•Set up governance domains- https://purviewdatagovernance.storylane.io/share/ymmxfeakupij

•Set up and register your data- https://purviewdatagovernance.storylane.io/share/8ubzzhh1npwl

•Publish data products- https://purviewdatagovernance.storylane.io/share/7xjutjocwcyz

•Set up data quality- https://purviewdatagovernance.storylane.io/share/3ltoiwe8eiev

•Manage data health - https://purviewdatagovernance.storylane.io/share/qqysnfkfarvd

•Democratize data - https://purviewdatagovernance.storylane.io/share/asstzxddztgf

https://purviewdatagovernance.storylane.io/share/kfdnjhua9hlh
https://purviewdatagovernance.storylane.io/share/dwuqjygdm0zi
https://purviewdatagovernance.storylane.io/share/ymmxfeakupij
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpurviewdatagovernance.storylane.io%2Fshare%2F8ubzzhh1npwl&data=05%7C02%7Cbchaudhuri%40microsoft.com%7C6087cbf362be449d817208dccd6ff0c1%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638611127938672476%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=nO6aXGASuqWo6N3M9PFyYCPOM6%2F4EC4AHnfQxHwqrFM%3D&reserved=0
https://purviewdatagovernance.storylane.io/share/7xjutjocwcyz
https://purviewdatagovernance.storylane.io/share/3ltoiwe8eiev
https://purviewdatagovernance.storylane.io/share/qqysnfkfarvd
https://purviewdatagovernance.storylane.io/share/asstzxddztgf


Purview Data Security, risk & compliance resources 
available

Microsoft 365 Copilot blueprint for oversharing | Microsoft Learn

Secure AI: Purview for M365 Copilot Training & Resources

Supported AI sites by Microsoft Purview for data security and compliance protections | Microsoft Learn

Help dynamically mitigate risks with Adaptive Protection | Microsoft Learn

Learn about Data Security Posture Management (preview) | Microsoft Learn

Learn about data loss prevention | Microsoft Learn

Insider risk management | Microsoft Learn

Microsoft Purview Information Protection | Microsoft Learn

https://learn.microsoft.com/en-gb/copilot/microsoft-365/microsoft-365-copilot-blueprint-oversharing
https://microsoft.sharepoint.com/sites/SecuritySolutions/SitePages/Purview-for-M365-Copilot-Training.aspx?web=1&xsdata=%3D%3D&sdata=UmFlZ29mdFYwQ0c5VGlDMnVpaFlGQkUzd0oySWRRdHR5djArY1dkc3d4WT0%3D&ovuser=72f988bf-86f1-41af-91ab-2d7cd011db47%2Cerjolalekaj%40microsoft.com
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview-supported-sites
https://learn.microsoft.com/en-us/purview/insider-risk-management-adaptive-protection?tabs=purview-portal
https://learn.microsoft.com/en-us/purview/data-security-posture-management
https://learn.microsoft.com/en-us/purview/dlp-learn-about-dlp
https://learn.microsoft.com/en-us/purview/insider-risk-management-solution-overview
https://learn.microsoft.com/en-us/purview/information-protection


 Intro to developing customized AI 
apps on Azure: Overview of the 
full-code options

 Quick Intro to Azure AI Foundry 
and Demo

 Considerations around 
Deployment Options, Model 
Availability and Data Privacy



Thank 
You

Lisa Wolffhugel
Partner Solution Architect 
Data, AI & Sustainability

Erjola Lekaj
Technical Specialist 
Security

Avi Melwani
Technical Specialist 
Data & AI
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