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DAY 1

09h15 - Start

09h15 - 17h00 Session with Lunch break

DAY 2

09h15 - Start

09h15 - 17h00 Session with Lunch break

3

4



5/4/2023 4:13 PM

3

1405002 rev 6.27.14

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission.
5

Proprietary information of Ingram Micro Inc. — Do not distribute or duplicate without Ingram Micro's express written permission. 5

Day One

Course Outline

1. Getting Started with Microsoft 
Azure

2. Azure Management & 
Deployment Tools

3. Azure Virtual Machines

4. Azure Storage
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Day Two

Course Outline

5. Virtual Networks

6. Azure Backup

7. Advanced Azure Components

8. Azure Site Recovery
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Digital Transformation
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“It is not the strongest of the 

species that survive, nor the 

most intelligent, but the one 

most responsive to change.”

– Charles Darwin 

If you want to stay current and keep your 
business growing, you’ll have to adapt.

App Modernization
Dev/Ops, Containers, Microservices

+ Infrastructure 

Endpoint
Modern Endpoint, MDR/XDR, Server Security

Collaboration Apps
Productivity Sui ts, conferencing

CRM
Customer Relationship Management

Data & Insights
DB (PaaS), Analytics, Warehousing, AI/ML

+ Infrastructure 

Identity
Authentication, Identity & Access Management

Virtual Desktops
Remote Work, Desktop Virtualization, OS

ERP
Enterprise Resource Planning

Security operations
Vulnerability Mng, Tier 2 SOC Analytics, SIEM Employee Experience

Workflow insights, resources, learning

Workforce Automation
No/low Code, Power Automate

Growth Solutions

Modern Cloud Platforms

Go boldly into the future with innovative 
infrastructure and platform solutions built for 
driving profitability and growth through key app 
modernization, data & insights, and cloud 
strategies.

Seamless Security

Move forward towards a bright business future 
with total asset and data protection including 
seamless sign-on, endpoint security, identity 
security, and complete security operations 
management.

Connected Workplace Business Performance 
Transform Into the New Norm

Work together, work smarter and stay 
productive, from anywhere with our 
comprehensive suite of collaboration apps, 
digital experiences, and virtual desktops, 
designed to help you do more.

Build a fine-tuned business engine to power 
your performance with our tailor-made 
technological approach to equip your teams 
with CRM, ERP software, and imaginative 
workforce automation.

Together We Achieve MoreBuild your Business with True 
Peace of Mind

Work at the Speed of Modern 
Business

http://bit.ly/ingramcloud https://ingram.cloudchampion.nl https://ingram.cloudchampion.be
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Ingram Micro Cloud Enablement 2023

Enablement

http://bit.ly/ingramcloud
Newsletter

http://bit.ly/imc-email
Cloud Champion

https://ingram.cloudchampion.be
https://ingram.cloudchampion.nl

Modern Cloud Platforms

16.8 %

20.7 %

40%

With our approach to Modern Cloud Platforms, partners can create a modern 
infrastructure adaptable to any business model, identify a plan of action that 
is robust but adaptable to new trends, and use business intelligence to grow 
their business.

App Modernization: Transform Traditional workloads to Modern 
Applications. Achieve elite performance and high available infrastructure. 
Welcome to serverless technologies with a scalable environment
Build your own Managed Services around App Modernization

Data & Insights:
- deepen the understanding of customers and customer needs
- better balance risk versus reward
- Find new markets, new opportunities, new services
- optimize processes
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Seamless Security

$129B

+50%

60%

Endpoint
Modern Endpoint, MDR/XDR, Server Security

Identity
Authentication, Identity & Access Management

Security operations
Vulnerability Mng, Tier 2 SOC Analytics, SIEM

Seamless Security

Move forward towards a bright business future 
with total asset and data protection including 
seamless sign-on, endpoint security, identity 
security, and complete security operations 
management.

Build your Business with True 
Peace of Mind

Seamless security solutions are the critical as organizations of all sizes 
continue to step up their cybersecurity posture. At Ingram Micro Cloud, we’re 
looking to simplify the route to market. Offering seamless scalability through 
partner development, certification training, service augmentation and even 
managed services. 

Endpoint Security:  We offer innovative endpoint protection solutions and 
insights to safeguard data and workflows associated with individual devices 
and servers. Our comprehensive and advanced threat prevention, detection 
and response solutions protect organizations from crippling breaches and 
business disruptions. 

Identity Security: Our authentication security and vulnerability management 
solutions are built on a foundation of privileged access management, 
securing all identities throughout the cycle of accessing critical assets to 
protect personnel, applications, and data that are essential to business 
operations. 

Security Operations: Our security operations solutions include SIEM-to-
security orchestration, automation, response integration and compliance 
reporting. Our security operation solutions also empower organizations with 
simple and secure access to business resources using single sign-on and 
adaptive multi-factor authentication protection.

Connected Workplace

+21%

+50%

57%

Work together, work smarter end stay productive from anywhere with 
a comprehensive suite of collaboration apps, digital experiences and 
virtual desktops, designed to help you do more

Collaboration Apps: The demand for Collaboration Apps during 
corona was huge, and remain strong post the pandemic.  
Organizations continue adopt hybrid workplace models

Virtual Desktops: Virtual desktop solutions allow reduced set-up 
time to access applications and infrastructure remotely, at any time, 
on any place, on any device

Employee Experience: 

EX + CX = TX
Employee Experience + Customer Experience = Total Experience
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Business 
Performance

We want to help modernize and transform your business. With a focus on 
facilitating your team’s needs, we are taking a tailor-made technological 
approach to personalize what strategies work best for you.

CRM:
CRM technology directly aligns with our growth mindset – at the end of the day, 
the goal of CRM is to foster and sustain existing and future customer 
relationships. Through this technology, you can generate multichannel 
marketing campaigns, nurture sales-ready leads and align sales and marketing 
with planning and tracking tools that integrate with existing apps and services.

ERP:
In the evolving digital landscape, it is imperative to stay up to date with the 
latest technologies to move forward. An ERP software suite can help manage 
day-to-day business processes that push beyond just financial data – discover 
how you can accelerate your business, grow your customer base and increase 
your profit margins with ERP.

Workflow Automation:
Workflow Automation is your go-to resource for building custom apps that 
connect to your existing data and systems, without the need for code. Through 
low-code platforms, you can build solutions that support workflow automation, 
AI, secure data access, seamless data analysis and visualization capabilities

Stay up to date : Subscribe for Email

Enablement

http://bit.ly/ingramcloud
Questions

cloud@ingrammicro.be
cloud@ingrammicro.nl

Cloud Champion

https://ingram.cloudchampion.be
https://ingram.cloudchampion.nl

1

2

Stay updated

 Latest trends
 Latest trainings
 Events
 Tradeshows

Subscribe : http://bit.ly/imc-email
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Benefits of Using Cloud

 High Availability

 Scalability & elasticity

 Agility / Flexibility

 Fault Tolerance & Disaster Recovery

 Capital expenditures versus operations expenditures (Capex – Opex)

 Consumption/Subscription Based Model

 Every Day new capabilities

© 2023 Ingram Micro Inc. All Rights Reserved.

Every Day new capabilities

• https://azure.microsoft.com/en-us/updates/

• Every day new capabilities announced for Azure
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Website you should know !

https://be.cloud.im https://nl.cloud.im

https://ingram.cloudchampion.be

https://ingram.cloudchampion.nl

http://bit.ly/ingramcloud
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Azure Datacenter

• Physical Buildings

• Located all over the globe

• House a Group of networked Computer Servers
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Azure Availability Zones

Unique Physical Locations within an Azure region

Offer High Availability to protect Applications and Data from Datacenter Failers

Each zone is made up one or more datacenters

Independent Power, Cooling, Networking

Zone Redundant Services

© 2020 Ingram Micro Inc. All Rights Reserved. 24

Azure Regions

 Today 60+ Azure Regions around the world

 A Set of Availability Zones

 Deployed in latency-defined perimeter

 Connected through dedicated low-latency network

 Own Service Availability an Pricing
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Azure Regions worldwide

© 2020 Ingram Micro Inc. All Rights Reserved. 26

Azure Region Pairs

Azure Regions are paired together for disaster recovery purposes

Relationship between two Azure Regions

Each Azure region is always paired with another region in the same Geography

Geography, such as US, Europe, Asia
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The Bigger Picture

© 2020 Ingram Micro Inc. All Rights Reserved. 28

Azure Point of Presence (PoPs)

Azure Access Point

Physical location where traffic can enter the Microsoft Global Network

Belgium has a PoP in Brussels
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Cloud Service Delivery Models

IaaS PaaS SaaS

29
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IaaS resources in Azure

31

Azure Datacenter Infrastructure

Azure
Backup

Site 
Recovery

Azure
Monitor

Azure
Policy

Azure
Bluepirnts

Log
Analytics

Azure 
Migrate

Databox
Family

Compute Storage Networking

Linux
Virtual
Machine

Compute/Containers Web/Mobile DevOps/Developer

Container
Instance

Functions

Service Fabric

Integration IoT Data Services

Service Bus Event Grid

Logic Apps
API
Management

Management Platform as a Services (PaaS) Security

Infrastructure as a Services (IaaS)

Disk 
Storage

Managed
Disks

Virtual 
Machine 
Scale Sets

Express
Route

Load
Balancer

Azure
Firewall

Virtual
WAN

Network
Watcher

Virtual
Network

VPN
Gateway

Media Services

Content Delivery
Network

Media/CDN

Cognitive
Services

IoT Hub

Stream
Analytics

Role- based 
access control

Azure
Digital Twins

Time Series
Insights

IoT Central

IoT Edge

Bot
Services

SQL Data
Warehouse

Azure
Databricks

Apache 
Spark

AI

Machine
Learning Studio

Machine
Learning Service

Azure
Search

Analytics

Data Lake
Storage Gen2

Mobile Apps

Web Apps Logic Apps API Apps

Notification
Hubs

SignalR
Service

Application
Insights

Lab
Services

Azure DevOps

SDK

SQL
Database

Data Factory

Database for
MySQL Cosmos DB

Database for
PostgreSQL

Database for
MariaDB

Database
Migration Service

Azure Cache
for Redis

Azure AD

Key Vault

Security 
Center

DDoS
Protection

Multi-Factor
Authentication

Azure ATP

Azure AD for
Domain Services

Azure AD
B2C

Cost 
Management

Video Indexer

Content 
Protection

Kubernetes
Service

SQL Data
Warehouse

Table
Storage

PaaS resources in Azure
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Platform Services

Infrastructure Services

Web
Apps

Mobile
Apps

API 
Apps

Notification 
Hubs

Hybrid
Cloud

Backup

StorSimple

Azure Site
Recovery 

Import/Export

SQL 
Database CosmosDB

Redis 
Cache

Azure
Search

Storage
Tables

SQL Data
Warehouse

Azure AD 
Health Monitoring

AD Privileged
Identity 
Management

Operational
Analytics

Cloud 
Services

Batch
RemoteApp

Service
Fabric

Visual Studio

Application
Insights

VS Team Services

Domain Services 

HDInsight Machine
Learning Stream Analytics

Data 
Factory

Event
Hubs

Data Lake
Analytics Service

IoT Hub

Data 
Catalog

Security & 
Management

Azure Active
Directory

Multi-Factor
Authentication

Automation

Portal

Key Vault

Store/
Marketplace

VM Image Gallery
& VM Depot

Azure AD
B2C

Scheduler

Xamarin

HockeyApp

Power BI 
Embedded

SQL Server 
Stretch Database

Mobile
Engagement

Functions
Cognitive Services Bot Framework Cortana

Security Center

Container 
Service

VM 
Scale Sets

Data Lake Store

BizTalk
Services

Service Bus

Logic 
Apps

API 
Management

Content 
Delivery
Network

Media 
Services

Media 
Analytics
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Azure 
Resource 
Manager

(ARM)

Account  
Identity

Tenant Licenses

Subscription Directory
Management

Consoles
Domain

Vocabulary

© 2023 Ingram Micro Inc. All Rights Reserved.

Azure Tenant

companyTenant

35
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Azure Tenant

company.onmicrosoft.comTenant

© 2023 Ingram Micro Inc. All Rights Reserved. 38

Azure Tenant Domain Name

company.onmicrosoft.comTenant

- Unique Name

- Tenant did exist already (Office 365 / Dynamics)

- Created with Ingram Micro Cloud Marketplace

- Free Azure Tenant : https://azure.microsoft.com/en-us/free/

- You cannot change the Tenant name
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Azure Active Directory

company.onmicrosoft.comTenant

Azure 
Active 
Directory

© 2023 Ingram Micro Inc. All Rights Reserved. 40

Azure Active Directory

- Created in a specific Region, verified in this location :

- https://admin.microsoft.com

> Settings > Org settings > Organizational Profile > Data Location

- Name
- https://portal.azure.com

> Top right corner

- Name Change
- https:// admin.microsoft.com

> Settings > Org Settings > Organizational Profile > Organization Information

- Azure Active Directory ID

39
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Azure AD Authentication

Tenant

Cloud Identity Provider ( IdP)

• Identity as a Service (IdaaS) 

• Provide Authentication

• Provide Authorization to Cloud Applications

Azure 
Active 
Directory

Microsoft Account

Work or School Account

MFA – Multi-factor Authentication

More than 99.9% of these identity-related attacks are stopped by 
using multi-factor authentication (MFA) and blocking legacy 
authentication.

Enabling MFA is simple, and you can use the Microsoft 
Authenticator App on your mobile device.  It is especially critical to 
enable it on privileged accounts, such as Global Admin, User Access 
Admin, Owner, Contributor, etc.  We recommend enabling it on ALL 
accounts!

Microsoft Mobile Phone Authenticator App | Microsoft Security

41
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Tenant Domain Name(s)

company.onmicrosoft.com

ingrammicro.com
ingrammicro.be
ingrammicro.eu
interact.be

Tenant

Azure 
Active 
Directory Custom Domain Names

(unique in Azure)

© 2023 Ingram Micro Inc. All Rights Reserved. 44

General Azure Security

43
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Azure Subscription (after July,21 2021)

NCE

 Pay-as-you-Go
 IMC Marketplace
 Aq. through partners
 Partner Added Value
 RI’s IMC Enabled
 Incentive Programs +

 Azure Plan
 Azure Cost 

Management
 Azure Lighthouse
 Calendar Month Bill

CSP

 Pay-as-you-Go
 IMC Marketplace
 Aq. through partners
 Partner Added Value
 Manual RI Mgmt
 Incentive Programs

EA

 Classic +ARM 
Deployment

 Annual Financial 
Commitment

Open

 Pre-Consumption 
SKU’s

 Classic Deployments

Direct

 Credit Card Linked
 Pay-as-you-Go
 ARM Deployments
 No Support
 No Partner Insights
 No Discount
 No Incentives

© 2020 Ingram Micro Inc. All Rights Reserved. 46

Resources and Resource Groups

• Resource 

• A manageable item available through Azure. VMs, web apps, databases, etc. 

• Resource group

• A container that holds related resources

• You decide how to allocate resources to Resource Groups

45
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Azure Resource Manager (ARM)

• Referred as Control Planes

• Works with Resource Groups

• Template-driven (JSON)

• Faster Compared to PowerShell

• User Rights (RBAC)

• Resource Tags

• multi-region

• https://portal.azure.com

© 2020 Ingram Micro Inc. All Rights Reserved. 48

Legacy Azure platform : ASM

https://azure.microsoft.com/en-us/updates/classicvmretirment/

47
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 container for multiple resources

 resources exist in one resource group

 resource groups can span regions

 resource groups can span services

RESOURCE GROUP

 tracks template execution (JSON)

 created within a resource group

 allows nested deployments

RESOURCE GROUP

49
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Role Based Access Control (RBAC)
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All Resources in Azure
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Azure Portal : portal.azure.com
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Azure Dashboard
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Azure Portal : portal.azure.com
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Choose the right Azure command-line tool

• Managing and Administering Azure Resources from the command line

• Azure PowerShell

• Azure CLI

• Azure Cloud Shell

© 2023 Ingram Micro Inc. All Rights Reserved.

PowerShell Az Module

• Starting December 2018, the Azure PowerShell Az module is in 
general release

• Shorter Commands

• Improved stability

• Cross-Platform Support

• Recommended : Uninstall AzureRM module

• Install Azure Az Module

https://docs.microsoft.com/en-us/powershell/azure/install-az-ps?view=azps-1.2.0
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AzureRM : Legacy Azure PowerShell Module

• https://docs.microsoft.com/en-us/powershell/azure/install-azurerm-
ps?view=azurermps-5.4.0

© 2023 Ingram Micro Inc. All Rights Reserved.

Azure CLI  (Open Source)

• Command-line tool along-side Azure PowerShell

• Focused on Mac/Linux/BASH/cmd.exe

• Simple to automate

• Easy to learn

• CLI 1.0 written with Node.js

• CLI 2.0 written in Python

• offer better cross-platform capabilities

63
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Azure CLI Syntax

https://learn.microsoft.com/en-us/cli/azure/reference-index?view=azure-cli-latest

© 2023 Ingram Micro Inc. All Rights Reserved.

Azure Cloud Shell

65
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Azure Cloud Shell requirements

• Requires an Azure File Share

• While Enabling Azure Cloud Shell, Azure will create : 
• Resource Group

• Storage Account

• File Share

• Called : Clouddrive

• Azure Cloud Shell in Cloud Shell Only mode :
• https://shell.azure.com
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Choose the right Azure deployment tool

Implement Infrastructure as Code (IaC)

IaC Tooling for Azure includes :

• Azure Resource Manager Templates (ARM Templates)

• Azure Bicep

• Azure Terraform

https://techcommunity.microsoft.com/t5/azure-events/azure-deployments-ama/ec-p/3560291#M342

© 2023 Ingram Micro Inc. All Rights Reserved.

Azure Resource Manager Templates

• Expressed in JSON format

• Use a JSON Editor

• Create your First Template :
• https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-create-first-template?
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Basic ARM Template Structure

{

"$schema": ""

"contentVersion": "",

"parameters": {},

"variables": {},

"resources": [],

"outputs": {}

}

Provide values during deployment

Define reusable values

Specify Resources to deploy

Return values from the deployed resources

© 2023 Ingram Micro Inc. All Rights Reserved.

Azure QuickStart Templates

https://azure.microsoft.com/en-us/resources/templates/
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Export an ARM Template

© 2023 Ingram Micro Inc. All Rights Reserved. 74

Azure Bicep

• New effort to define Azure-native language for Infrastructore as Code (IaC)

• Azure Bicep is Open-Source

• Azure Bicep will transpile into an ARM-JSON template

• Provides abstract layer and reduces pain of working with JSON
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Comparing Bicep and JSON

https://learn.microsoft.com/en-us/training/paths/fundamentals-bicep

© 2023 Ingram Micro Inc. All Rights Reserved. 76

Azure Terraform

• Hashicorp Terraform is an Infrastructore as Code (IaC)tool for provisioning
and managing cloud infrastructure

• Manage infrastructure across multiple cloud providers
• Azure

• AWS

• GCP

• …

• Uses Hashicorp Configuration Language (HCL)

75

76



5/4/2023 4:13 PM

39

77

78



5/4/2023 4:13 PM

40

© 2023 Ingram Micro Inc. All Rights Reserved. 80

Azure Virtual Machine Resources

79
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Azure Virtual Machines in 2016

© 2023 Ingram Micro Inc. All Rights Reserved. 82

Azure Virtual Machines in 2017

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/sizes
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Azure Virtual Machines in 2018

What’s new and on the roadmap?  

• NVv2 for graphic intensive applications in 
Preview 

• NDv2 accelerate machine training and 
HPC New Ev3 and Esv3

• Lv2 VMs currently in limited public 
preview.

• H-series VMs coming soon:
• HC for computationally intensive 

workloads
• HB for memory bandwidth driven 

workloads

© 2023 Ingram Micro Inc. All Rights Reserved. 84

Azure Virtual Machines in 2023

https://azure.microsoft.com/en-us/pricing/details/virtual-machines/series/
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Compute Options for all Types of Apps

BurstableEntry level General Purpose Storage OptimizedCompute Intensive

BA Av2 D Dv2 Dv3 LF Fv2

Memory Optimized Graphics Intensive Purpose-built 
SAP HANA

High Performance 
Computing

G Ev3 M NC NCv2 NV ND

NCv3 NCv2 NCv2

H
HANA
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D-Series : General Purpose

vCPU RAM Storage I/O

© 2020 Ingram Micro Inc. All Rights Reserved. 88

A-Series : Entry Level

vCPU RAM Storage I/O
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E-Series : Memory Optimized

vCPU RAM Storage I/O

© 2020 Ingram Micro Inc. All Rights Reserved. 90

M-Series : Memory + CPU Optimized

vCPU RAM Storage I/O

89
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F-Series : CPU Optimized

vCPU RAM Storage I/O

© 2020 Ingram Micro Inc. All Rights Reserved. 92

B-Series : Burst

vCPU RAM Storage I/O

30% 
of 
the 
time

30% of the time
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© 2020 Ingram Micro Inc. All Rights Reserved. 93

L-Series : Storage + RAM Optimized

vCPU RAM Storage I/O

© 2020 Ingram Micro Inc. All Rights Reserved. 94

Azure VM Size Naming

a     =      AMD Based Processor

https://docs.microsoft.com/en-us/azure/virtual-machines/vm-naming-conventions

ND fo Deep Learning

93

94



5/4/2023 4:13 PM

48

© 2020 Ingram Micro Inc. All Rights Reserved. 95

Compare the Virtual Machines

https://azure-instances.info/

© 2020 Ingram Micro Inc. All Rights Reserved. 96

Azure Billing

(billable !)

(*) The VM is stopped but still deployed to a physical host (Shutdown in VM)

95
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© 2023 Ingram Micro Inc. All Rights Reserved. 97

Reserved Instances versus PAYG

(1 month = 730 hours)

Azure Savings Plan

https://learn.microsoft.com/en-us/answers/questions/1082760/azure-reserved-instance-vs-azure-savings-
plan-best
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Select the right Storage

Unmanaged DisksManaged Disks

Premium StorageStandard Storage
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Unmanaged Disk retired on 20 september 2025

• Begin deprecating unmanaged disks on September 30, 2022
(for new installations)

• Functionality completely retired on September 30, 2025

• For existing installations : Plan migration

https://azure.microsoft.com/en-in/updates/azure-unmanaged-disks-will-be-retired-on-30-september-2025/

© 2023 Ingram Micro Inc. All Rights Reserved. 102

Storage Types Compared

Price 128 GB Disk - - € 20,00 € 6,86 (*)           € 5,43 (*)

(*) Transactions not included

101
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Storage Remarks

• Standard Disk : Additional Cost for Transactions

• Premium Disk : No Additional Transaction Cost

• Storage Q&A : http://aka.ms/DiskQnA

103
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Subnet-1 – 10.0.0.0/24

Gateway = 10.0.0.1

VM01 VM02

105
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• Logical isolation with control over the 
network

• Create subnets and isolate traffic with 
network security groups 

• Support for Static IP addresses

• Support for Internal Load Balancing 

• DNS options – BYO or Microsoft Azure-
provided

• Extend your trust boundary – VMs on the 
same Network

Virtual Network

subnetX subnetY subnetZ DNS 
Server
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Create Virtual Machines using portal
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-create-first-template

https://azure.microsoft.com/en-us/resources/templates/
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© 2023 Ingram Micro Inc. All Rights Reserved.

Export an ARM Template

113
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© 2023 Ingram Micro Inc. All Rights Reserved.

Microsoft Azure App for Android

© 2023 Ingram Micro Inc. All Rights Reserved.

Microsoft Azure App for iPhone
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© 2023 Ingram Micro Inc. All Rights Reserved.

ARM Template Visualizer

© 2023 Ingram Micro Inc. All Rights Reserved.

Make your configuration visual
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© 2023 Ingram Micro Inc. All Rights Reserved.

Visual Studio Code & ARM Viewer
(Extention)

https://marketplace.visualstudio.com/items?itemName=ben
coleman.armview

© 2023 Ingram Micro Inc. All Rights Reserved.

• Stop your Virtual Machines after the exercises !
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Availability Set

Extension 
(AD Forest)

Load Balancer Inbound NAT Rule
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Queues
Reliable queues at 
scale for cloud 
services

Managed 

VM Disk

Storage Account

File

Share

Blob

Page  
(Unmanaged 

VM disk)

(VHD)

Block Append

Table Queue
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Azure Managed Storage

Price 128 GB Disk - - € 20,00 € 6,86 (*)           € 5,43 (*)

(*) Transactions not included
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https://docs.microsoft.com/en-us/azure/virtual-machines/disks-performance-tiers-portal
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https://azure.microsoft.com/en-us/blog/introducing-cost-effective-increment-snapshots-of-azure-managed-disks-in-preview/
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/disks-incremental-snapshots
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GRS

• 6 replicas, 2 regions 
(3/region)

• Protects against major 
regional disasters

• Asynchronous to 
secondary

• Availability 99.99%
• 6 Disks
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Blob Storage

Azure’s Object Storage 
platform

Binary Large Object (Blob)

Store and serve 
unstructured data

App and Web scale data

Backups and Archive

Big Data from IoT, 
Genomics, etc.

Broad integration for 
Blobs across Azure services

Enables many scenarios 
through massive scale 
performance, high 
availability, and low cost

Blob 
Storage
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Subscription 1

Subscription 2

Subscription...n

Storage Account 1

Storage Account 2

Storage Account...n

https://<StorageAccount>.blob.core.windows.net/<Container>/<Blob>

Blobs

Container 1

Container 2

Container…n
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Accounts Containers Blobs

a4rlabs

images

documents

schema.jpg

Labs.pdf

Png/flow.png

Accounts Containers Blobs
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• You may only tier your object storage data to hot, cool, or archive in Blob 
Storage or General Purpose v2 (GPv2)

• Do the setting in the Access Tier attribute

• Hot Access Tier
• Data in Active Use

• Cool Access Tier
• Short Term Backup

• Archive Access Tier
• remain in the archive tier for at least 180 days

• (ONLY AVAILABLE ON BLOB Level)

Block Blob Storage Access Tiering

C
o

st C
o

st
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• Bring Azure Storage from Archive 
Tier to :

• Hot Tier

• Cool Tier

• Takes several hours (up to 15 
hours)

Azure Blob Rehydration
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http://<storage account>.table.core.windows.net/<table>

159

160



5/4/2023 4:13 PM

81

https://<storage account>.queue.core.windows.net/<queue>
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•

•

•

•

•

•

•

•

•

•

DescriptionParameter

SAS protocol versionsv=2015-04-05

Services allowedss=b

Resource types allowedsrt=o

Permissions grantedsp=r

Start (valid from date/time)st=2016-09-14T15:57:53Z

Expiration (valid until date/time)se=2016-09-30T23:57:53Z

Allowed protocols (https or https,http)spr=https

Signaturesig=BWLBIFd8gl38avg…
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• Fully Managed Cloud File Storage for use with IaaS and On Premises instances

• SMB 2.1, 3.0, and REST

• Mount from both Windows & Linux

• Accessible from both On Premises and IaaS instances

167
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Azure BlobsAzure DisksAzure Files

Massively scale out object storagePersistent disks to Azure Virtual 
Machines

Life & Shift applications which 
leverage native file system

Scenario

RESTABC driver via Azure VM. REST for 
Page Blobs

SMB 2.1/3.0, RESTProtocol

REST –WorldwideABC Driver – Azure Data Center
REST (Page Blob) – Worldwide

SMB – Worldwide (requires Port 
445)
REST – Worldwide

Accessibility

LRS, GRS, RA-GRSLRS, GRS, RA-GRS (for Page Blob)LRS, GRSDurability

Up to 1 TB/BlobUp to 1 TB Disks (Can stripe up to 
64 disks on G VM)

Up to 1 TB fileObject Size

500 request/sec5000 (Premium)
500 (Standard)

1000 Max IOPS (8K)

Up to 60 MB/sec per blobUp to 200 MB/s per disks 
(Premium)
Up to 60 MB/s per disk (Standard)

Up to 60 MB/s per shareThroughput

Azure BlobsAzure DisksAzure Files

Massively scale out object storagePersistent disks to Azure Virtual 
Machines

Life & Shift applications which 
leverage native file system

Scenario

RESTVHD, RESTSMB 2.1/3.0, RESTProtocol

REST –WorldwideVHD – Azure Data Center
REST (Page Blob) – Worldwide

SMB – Worldwide (requires 
Port 445)
REST – Worldwide

Accessibility
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Azure File 
Sync Agent
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https://docs.microsoft.com/en-us/azure/storage/files/storage-files-active-directory-overview
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• Announced during Ignite 2019

• Available in Standard Storage Accounts (Hot – Cool – Archive)
• Blob Storage 

• General Purpose v2

• NOT available in Premium Storage Accounts

• Available today in 100 TB increments

• One-Year / Three-Year

• https://azure.microsoft.com/en-us/pricing/reserved-capacity/

Azure Storage Reservations (Ignite 2019)
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Subnet-1 – 10.0.0.0/24

Gateway = 10.0.0.1

VM01 VM02
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10.1.0.0/24

10.1.1.0/24 10.1.2.0/24

10.1.0.0/24

10.1.1.0/24 10.1.2.0/24

Pepsi
Coca Cola

Azure
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• An IP address is made up of pieces:
• For networks: Network prefix + subnet number
• For devices: Network prefix + subnet number + 

machine number

• Division is determined by subnet mask:
• 255.255.0.0 = /16
• 255.255.255.0 = /24

• Network examples:
• Network address: 10.1.0.0/16
• Subnets: 10.1.0.0/24, 10.1.1.0/24, 10.1.2.0/24

• Machine examples:
• 10.1.0.4, 10.1.0.5, 10.1.0.6, 10.1.0.7, …

• Azure VNets can only use private IP 
address spaces
• 192.168.X.X
• 172.16.X.X
• 10.X.X.X

• Carve those spaces into:
• Multiple VNets: each with a network address
• Multiple subnets per VNet: each with a network 

address

• We’ll get to Internet addresses & routing 
later
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189

V
N

e
t 

–
10

.0
.0

.0
/1

6

Subnet-1 – 10.0.0.0/24

Subnet-2 – 10.0.1.0/24

Subnet-3 – 10.0.2.0/24

Gateway = 10.0.0.1

Gateway = 10.0.1.1

Gateway = 10.0.2.1

10.0.0.4 10.0.0.5

10.0.1.4 10.0.1.5

10.0.2.4 10.0.2.5

• Simple example VNET:
• Network address: 10.0.0.0/16

• Divide the IP space into 3 subnets:
• Subnet-1: 10.0.0.0/24
• Subnet-2: 10.0.1.0/24
• Subnet-2: 10.0.2.0/24

• Each subnet routes to other 
subnets in VNet via default 
gateway

• 10.0.0.1, 10.0.1.1, 10.0.2.1

• Addresses available to VMs
• 10.0.0.4 – 10.0.0.254
• 10.1.0.4 – 10.0.1.254
• 10.2.0.4 – 10.0.2.254

189
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191

• Old theory:
• Manage broadcast 

domains

• In Azure:
• Create security boundaries 

within a VNet
• Different security policies 

for each subnet

V
N

et
:1

0
.3

.0
.0

/1
6
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• You don’t need to deploy a firewall 
appliance for simple protocol/port 
firewall rules

• Create policies
• Called Network Security Groups (NSGs)
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195

• A set of prioritised stateful inbound rules
• A set of prioritised stateful outbound rules
• Each rule blocks or allows based on:

• Source address/location
• Destination address/location
• Source protocol (TCP/UDP/*)
• Destination protocol (TCP/UDP/*)
• Source port (range)
• Destination port (range)
• Direction (in/out)
• Priority (to have general/granular rules)

• Low number = high priority

195
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197

• You have two options
• Assign NSG to each Virtual NIC

• Not recommended!
• Too many NSGs and too complex to troubleshoot

• Assign NSG to subnet
• Recommended by Microsoft!
• Create set of rules in single NSG for a subnet
• Deploy 1 subnet for every security policy in a VNet
• VM picks up policy when joining a subnet

• You can reuse NSGs
• Might not be a good idea!
• Subnet specialisations could get too complex

197
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https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-bandwidth-testing

https://github.com/microsoft/ntttcp/releases/download/v5.35/NTttcp.exe
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https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-test-latency

https://github.com/microsoft/latte/releases/download/v0/latte.exe
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Secure site-to-site 
VPN connectivity

• SMB, Enterprises
• Connect to Azure compute

Secure point-to-site 
connectivity

• Developers
• POC Efforts
• Small scale deployments
• Connect from anywhere

ExpressRoute private 
connectivity

• SMB & Enterprises
• Mission critical workloads
• Backup/DR, media, HPC
• Connect to Microsoft services

Internet Connectivity

• Consumers
• Access over public IP
• DNS resolution
• Connect from anywhere

208

• Option 1: Per-VM Public IP (PIP) Address
• Not recommended!
• Each VM has a direct connection from the Internet

• Option 2: Load Balancer
• Recommended
• The load balancer is the single entry point to the 

VNet from the Internet

207
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209

• You can have 1 public 
IP address per VM
• Assigned to the vNIC

• Address assigned by 
Azure

• Not advisable!
• Too much management
• Adds cost (even if it’s small)
• Impossible to do load 

balancing, etc
• Only option for Basic A-

Series VMs

Public IP
Address

Public IP
Address

VM01 VM02

Private IP
Address

Private IP
Address
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• Used to allow private connections
• From an outside source
• To an Azure VNet

• Max of 1 gateway per VNet
• Deployed into small (/29) dedicated subnet

213
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• A user creates a VPN 
connection to a VNet from 
their device

• Private & secure tunnel 
over the Internet

• Managed on a per-user 
basis

• Management/access is not 
scalable

• Intended for 
“administrators” as a back 
door 

10.1.254.0/29

10.1.0.0/24 10.1.1.0/24

Gateway

Public IP
Address

• VPN connection to a VNet 
from an external network

• Private & secure tunnel 
over the Internet

• Pros:
• Low cost
• Fast deployment
• Central management
• Perfect for small/medium 

enterprise (SME)

• Cons
• Only supports connections to 

VNets
• Microsoft cannot give SLA for 

the Internet
• Not a WAN solution

10.1.254.0/29

10.1.0.0/24 10.1.1.0/24

Gateway

Public IP
Address
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Ultra PerformanceHigh 

Performance

StandardBasic: 

Route-Based

Basic:

Policy-Based

?200 Mbps80 Mbps*80 Mbps*80 Mbps*Max VPN Speed

?3010101Max S2S Connections

10,000 Mbps2000 Mbps100 Mbps500 Mbps 

(deprecated)

500 Mbps 

(deprecated)

Max ExpressRoute 

Speed

?YesYesYesNoP2S VPN?

?128128128N/AMax P2S VPN 

Connections

?YesYesYesNoWeb-to-VNet VPN

YesYesYesYesNoBGP Support

* Sometimes listed at 100 Mbps but CPU interrupt limitations restrict it to 80 Mbps

• Private WAN 
Connection

• Pros:
• SLA on network 

connection
• Physically private network
• All Azure services
• Complex routing

• Cons:
• Limited ISP availability
• Quite expensive
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227

WorkloadsManagementSecurityBandwidth

Enterprise Connectivity
Mission Critical
Disaster Recovery
Hybrid Applications

Configure once, simple to 
add new virtual networks

Private isolated network 
between provider and 
Azure. Control over 
routing and traffic.

10 Mbps – 10 Gbps
Committed Bandwidth

ExpressRoute

Hybrid Applications
Dev/Test
Secure Management

Configuration of IPSEC 
VPN device for each 
Virtual Network Created

Encrypted tunnel over the 
Internet

~80 Mbps – ~200Mbps
No performance 
commitmentSite-to-Site

Dev/Test
Secure Management

Configuration with each 
individual client machine.

Encrypted tunnel over the 
Internet

~80 Mbps – ~200Mbps
No performance 
commitmentPoint-to-Site 

C
A

PA
B
IL

IT
IE

S

Hardware VPN or 
Windows RRAS

Virtual Network

WFE App

VPN 
Gateway

SQL DC/DNS
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Secure IPSEC

• Connect from anywhere securely

• Secure Sockets Tunneling Protocol 
(SSTP)

• Ideal for secure management, 
prototyping, development, & demos

• P2S and S2S coexist on the same 
gateway (must be dynamic)

Virtual Network

WFE App

VPN 
Gateway

SQL DC/DNS
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Protecting
Azure Resources
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Recovery Point 
Management

Storage 
Management

Data Pruning

Data Packing 

Authentication 

Policy 
Management

Access Control

Monitoring 
&

Reporting

No infrastructure Enterprise scale Extensible Central management

© 2023 Ingram Micro Inc. All Rights Reserved. 240

Azure Backup Components

• Recovery Services Vault

• Azure Recovery Services Agent (MARS)

• Azure Backup Server (MABS)

239
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What can you Backup ?

• On-premises Files/Folders using MARS agent

• On-premises VMs using DPM or MABS Server

• Azure VMs using MARS agent

• Azure Managed Disks

• Azure File shares

• SQL Server in Azure VMs

• SAP HANA database in Azure VMs

• Azure Database for postgrSQL

• Azure Blobs

4. Back up encrypted data

2. Install agent

1. Sign up

Window Server 2012 5. Recover to the same or a different server `

How Windows Azure Backup works

241
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Backup Windows Files and Folders 
(On-Premises)

Azure Backup Server (Hybrid Model)

Main Datacenter Branch Offices

Hyper-V VMware

File ServerSharePointExchangeSQL 
Server
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https://azure.microsoft.com/blog/azure-backup-cloud-first-architecture/

http://blog.azure.com/tag/azure-backup/

https://channel9.msdn.com/Series/Azure-Backup

http://azure.microsoft.com/en-us/services/backup/

https://feedback.azure.com/forums/258995-azure-backup-and-scdpm/

251

252



5/4/2023 4:13 PM

127

253

254



5/4/2023 4:13 PM

128

© 2021 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Veeam Object Storage Repository

Repository intended for 
long-term data storage in 
Azure Cloud

Object Storage Repository 
can be used for

• Scale-out backup repository as Capacity Tier
• Scale-ou backup repository as Archive Tier

© 2021 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

SOBR - Capacity Tier

DAS

NAS

Dedupe
Appliance

Performance
Tier

• Policy-based
• Transparent
• Space efficient
• Self-sufficient
• No extra costs

Immediate Copy Backup
and / or

Move oldest Backups

+
Immutability

Capacity
Tier

Microsoft Azure
Blob Storage

Amazon S3

IBM Cloud
Object Storage

S3 Compatible

E
xt

e
n
ts

Scale-out Backup Repository
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Performance
Tier

Capacity
Tier

Archive 
Tier

Amazon Glacier 
(incl. Deep Archive)

Microsoft Azure Blob 
Storage Archive Tier

Archive (move) GFS

• Policy-based

• Cost optimized

• Save space

• Self-sufficient

• No extra costs

Archive Tier: Write Once /(Almost)Never Read

Amazon S3

Microsoft Azure
Blob Hot / Cool

Hot Warm Cold
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https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-get-started-internet-portal
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Basic SKUStandard SKU

Up to 100 instancesUp to 1000 instancesBackend Pool Size

TCP, HTTPTCP, HTTP, HTTPSHealth Probe

VMs in Availability SetAny VMBackend Pool

No ChargeBased on LB RulesPricing
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Single VM

Protection with 
Premium Storage

VM SLA
99.9%

Availability sets

Protection against failures 
within datacenters

Availability zones

Protection from entire 
datacenter failures

Region pairs

Protection from disaster with
Data Residency compliance

VM SLA
99.95% 

VM SLA
99.99% 

Regions
54
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* No guaranteed SLA for single VM instance
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Disaster Recovery Plan

• After a Disaster :
• How much data do you accept that may be lost ?

• How much downtime do you accept ?

© 2023 Ingram Micro Inc. All Rights Reserved.

Recovery Point Objective (RPO)

RPO

Last Backup Disaster

• RPO :
• Maximum tolerable amount of data loss measured in time

• For Azure Backup usually 1 DAY

• For Azure Site Recovery as low as 30 seconds till  5 minutes

• Azure Site Recovery oldest recovery point : 72 hours

Lost Data

Time

279
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Recovery Time Objective (RTO)

RPO

Last Backup Disaster

• RTO :
• maximum tolerable amount of time needed to bring all 

critical systems back online
• For Azure Backup multiple Hours

• For Azure Site Recovery multiple Minutes

Lost Data

RTO

Downtime

Downtime Recovery

Time

© 2023 Ingram Micro Inc. All Rights Reserved.

Work Recovery Time (WRT)

RPO

Last Backup Disaster

• WRT :
• Maximum tolerable amount of time to verify the recovered 

systems and/or data integrity

Lost Data

RTO

Downtime

WRT

Data Validation

Downtime Recovery Resume 
Production

Time
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Maximum Tolerable Downtime (MTD)

RPO

Last Backup Disaster

• MDT :
• total amount of time that a business process can be 

disrupted without causing any unacceptable 
consequences

Lost Data

RTO

Downtime

WRT

Data Validation

MDT

Downtime Recovery Resume 
Production

Time

Azure Site Recovery

Datacenter Availability on Demand
Azure Site Recovery

Azure Backup
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Azure Backup + Azure Site Recovery

• Increase the Oldest Recovery Point time
• Azure Backup : Multiple Years

• Azure Site Recovery : 72 Hours

Replicate: on-prem or Azure
Secure Hyper-V, VMware, and physical servers

Recovery site

Primary site

Replication
channel

Communication & Replication

Any OSWindows Linux

• VM Replication

• RTO/RPO Near Zero

• Heterogynous

• Secure

• Monitoring

• Orchestration

• Migrate
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Use Cases

• Planned 
failover

• Unplanned 
failover

• Testing and 
staging

• Migration

Hyper-V  : No need for VPN or extra Infrastructure

Source: Hyper-V VMs

Microsoft Azure Recovery 
Services Agent 

Microsoft Azure

Hyper-V
Server

System 
Center

Microsoft Azure Site 
Recovery DRA

Azure Site Recovery
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VMware and Physical Servers 
Process Server / Configuration Server

Source: VMware VMs
& Physical Servers

Azure Site Recovery

Microsoft Azure

PS/CS
Server

Process Server Configuration Server Mobility Service 
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https://azure.microsoft.com/en-us/pricing/calculator/
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