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Microsoft Cloud

Runs on trust

Your data is your data

Your data from any fine-tuning
is not used to train the
foundation Al models

Your data is protected by
the most comprehensive enterprise
compliance and security controls




Microsoft 365 Copilot

Protecting sensitive business information

)

Compliance Data
boundary access
Your prompts using Copilot, Copilot only surfaces
the data they retrieve, and the organizational data, such as
generated responses remain files stored in SharePoint, to
within the Microsoft 365 which individual users have at
compliance boundary least view permissions.

Access
controls

Use the same underlying
controls for data access used
in other Microsoft 365 services
to ensure that the right groups
and users have access only to
the data they're supposed to
have access to.
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Your
tenant

Only the current user’s tenant
Microsoft 365 cloud content for the
current user is surfaced. Copilot
won't search other tenants that the
user may also be a B2B guest on, or
non-current user’s tenants that
have been set up with either cross-
tenant access or cross-tenant sync.



Areas olf focus

Recommenfied actions

Technical readiness

Recommendations to aid in Microsoft 365 Copilot readiness of data security and governance
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Data discovery )
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Data protection )

Data lifecycle )
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I How do | see where sensitive data or risk may exist || Howdol rectify any concerning access risks that How do | protect sites and content that existinmy ||| How do | retain/dispose/discover content in my
I~‘ in my environment today? | may exist in my environment today? environment today from being exposed? | environment today and future Al responses?
\, 21\ \ o
| — — | N |
:/ + Permissions A : (o Remove / Block Access \‘ ( Protect Sites : & Retain Content A
+ Sensitive Data 1 Change / Modify Access * Protect Content g Dispose / Delete Content
* Personally Identifiable Data || * Enforce Access Reviews \ * Prevent Data Loss || * Discover Al Generated Content
+ Data Overexposure || * Change/Modify Semantic Search Access ‘ ||+ Audit Al Activities
+  Ext | Shari
\_ ernal Sharing 4 :\ ) I :\ Y,
| |

Use Content
Search / Discovery
Standard to
discover sensitive
information

Review existing
permissions of
Teams and Sites

Use Content
Identify data
exposition with
Defender for
Cloud Apps

eDiscovery
Premium to
identify sensitive
content

Remove specific
Sites from being
included in the
Semantic index

Manually adjust
permissions in
Sites and Teams

Implement Access
Reviews to
recertify Teams &
Group audience

Refine group
expiration policy
for inactive Teams
& Group sites

Identify
overshared
personally
identifiable
information with
Microsoft Priva

Identify sensitive
or overexposed
content with
SharePoint
Premium
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Use SharePoint
Premium to
restrict access to
specific Sites

7~

Implement data
loss prevention

policies for mail,
files, and Sites

Implement data
loss prevention
policies for
Microsoft Teams
and third-party
cloud apps

Create data
overexposure
policies using

Microsoft Priva

Manually apply
sensitivity labels
to Microsoft
Teams and Sites

Auto-apply
sensitivity labels
to Microsoft
Teams and Sites

Implement
location-wide
retention and

deletion policies

Implement
adaptive retention
and deletion
policies (scoped
retention)

Use Audit
Standard to
review any Copilot
activities

Implement
disposition
reviews before
deleting content

Use Microsoft
Priva to introduce
data minimization

policies

Use SharePoint
Premium to
manage Site

lifecycle policies




Restricted SharePoint search

Introducing
Restricted
SharePoint Search
to help you get
started with Copilot
for Microsoft 365 -
Microsoft
Community Hub

@ O O O hitps//www.microsoft365.com/copilot

icrosoft 365 Q. Search
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@ . Your organization’s admin has restricted Copiiot from accessing certain SharePoint sites. This kmits the content Copllot can search and reference when responding to your prompts. Learn more
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[5) Catch up on meetings

Recap meeting summarizing key

takeaways and action items as
separate sections including who's

responsible for each

‘@ 8 9

[Z) Get key info

List key points from file

@ i@

O

Copilot

For Microsoft 365

) How to
How do | write a request for a

proposal?

7/ Generate idea

List ideas for a fun remote team

building event

What can | help you with? Try one of the examples or enter your own prompt

Ask a work question or use / to reference people, files, and more

B/ 20

77 Help me write
Write an email to my team about
our top priorities for next quarter

from file

(2 What did they say?

What did person say about..

B View prompts


https://techcommunity.microsoft.com/t5/copilot-for-microsoft-365/introducing-restricted-sharepoint-search-to-help-you-get-started/ba-p/4071060
https://techcommunity.microsoft.com/t5/copilot-for-microsoft-365/introducing-restricted-sharepoint-search-to-help-you-get-started/ba-p/4071060
https://techcommunity.microsoft.com/t5/copilot-for-microsoft-365/introducing-restricted-sharepoint-search-to-help-you-get-started/ba-p/4071060
https://techcommunity.microsoft.com/t5/copilot-for-microsoft-365/introducing-restricted-sharepoint-search-to-help-you-get-started/ba-p/4071060
https://techcommunity.microsoft.com/t5/copilot-for-microsoft-365/introducing-restricted-sharepoint-search-to-help-you-get-started/ba-p/4071060
https://techcommunity.microsoft.com/t5/copilot-for-microsoft-365/introducing-restricted-sharepoint-search-to-help-you-get-started/ba-p/4071060
https://techcommunity.microsoft.com/t5/copilot-for-microsoft-365/introducing-restricted-sharepoint-search-to-help-you-get-started/ba-p/4071060
https://techcommunity.microsoft.com/t5/copilot-for-microsoft-365/introducing-restricted-sharepoint-search-to-help-you-get-started/ba-p/4071060

Best Practices for Data Security - Overview

Data
Access

Data
Protection

Data
Lifecycle

It is not a requirement to
enable all the features below
for Microsoft 365 Copilot.
These are recommended to
provide optimal data
governance.

inactive sites

obsolete data

Manage private Manage sites Review sites Govern
& public sites permissions permissions identities
. - Implement
Identify Limit e .
o sensitivity
sensitive content
content exposure labels
P & DLP
Delete Remove




Data lifecycle

Ensure content freshness/up to date and reduce the risk of over exposed aging data.

Recommended approach:

After 90 days

* Refine a comprehensive data

30 to 90 days lifecycle management strategy to:
*  Keep valuable and regulatory
* Implement Inactive Sites policy to content with retention policies
First 30 days report on inactive sites and let or labels
owner recertify content *  Delete unnecessary and stale
o . S » Consider Site Deletion policies to content with additional
* Identify inactive SharePoint sites delete obsolete sites, pius Site deletion policies or labels

& Teams
* Involve sites owners with a data
clean up campaign

Archiving Preview to retain inactive
sites by moving it into a cold
storage

* Implement Microsoft 365 Group
expiration policy to automate the
lifecycle of inactive Teams & Group
sites



https://learn.microsoft.com/en-us/sharepoint/sites/manage-unused-site-collections
https://learn.microsoft.com/en-us/sharepoint/sites/manage-unused-site-collections
https://learn.microsoft.com/en-US/sharepoint/site-lifecycle-management?WT.mc_id=365AdminCSH_spo
https://learn.microsoft.com/en-us/purview/retention-policies-sharepoint#whats-included-for-retention-and-deletion
https://learn.microsoft.com/en-us/microsoft-365/syntex/archive/archive-overview
https://learn.microsoft.com/en-us/microsoft-365/syntex/archive/archive-overview
https://learn.microsoft.com/en-us/microsoft-365/solutions/microsoft-365-groups-expiration-policy?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/solutions/microsoft-365-groups-expiration-policy?view=o365-worldwide
https://learn.microsoft.com/en-us/purview/get-started-with-data-lifecycle-management?view=o365-worldwide
https://learn.microsoft.com/en-us/purview/get-started-with-data-lifecycle-management?view=o365-worldwide

Data overexposure

Focus on overexposed or sensitive content accessible by anyone in the organization without explicit
permissions granted.

Recommended approach:

After 90 days

. Extend Sensitivity label strateqy for

30 to 90 days containers, to:

* Consider only owners can share
content for sensitive sites

* Adapt the default behavior for
sharing links, external sharing

First 30 days

» Establish a Sensitivity labels for sites

and groups strategy to condition

+ Identify Sites & Groups with privacy level of the creation of new public/private control and external User access
Public _ N sites depending on the sensitivity SONHO and ex -
« Identify the location of sensitive content « Use data governance access report *  Extend your Sensitivity label strategy

for files, by enforcing encryption with
ACL, applying it with auto-labeling

based on OOB classifiers via Content
Explorer & Content Search

to identify potential overshared

- Identify data exposition with Defender for sensitive content to adapt privacy Restrict site access to only Microsoft
Cloud Apps level of existing sites 365 group owners and members
+  Change the privacy level of Sites from public § + Implement Access Reviews to - Implement Information Barriers in

to private when necessary ensure recertification of the case of specific segregation

*  Exclude temporarily specific Sites from the :
- audience for Teams & Groups ;
semantic index P requirements

* Involve sites owners with a data permission
clean up campaign


https://learn.microsoft.com/en-us/purview/data-classification-content-explorer
https://learn.microsoft.com/en-us/purview/data-classification-content-explorer
https://learn.microsoft.com/en-us/purview/ediscovery-kql-editor
https://learn.microsoft.com/en-us/defender-cloud-apps/file-filters
https://learn.microsoft.com/en-us/defender-cloud-apps/file-filters
https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites
https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites
https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites#how-to-configure-groups-and-site-settings:~:text=If%20you%20selected,change%20it%20again.
https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites#how-to-configure-groups-and-site-settings:~:text=If%20you%20selected,change%20it%20again.
https://learn.microsoft.com/en-us/sharepoint/advanced-management#:~:text=Data%20access%20governance%20reports%20for%20SharePoint%20sites%20%2D%20These%20reports%20help%20you%20discover%20sites%20that%20contain%20potentially%20overshared%20or%20sensitive%20content.%20You%20can%20use%20these%20reports%20to%20assess%20and%20apply%20appropriate%20security%20and%20compliance%20policies.
https://learn.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites
https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites
https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites#configure-site-sharing-permissions-by-using-powershell-advanced-settings
https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites#configure-site-sharing-permissions-by-using-powershell-advanced-settings
https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites#configure-settings-for-the-default-sharing-link-type-for-a-site-by-using-powershell-advanced-settings
https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites#configure-settings-for-the-default-sharing-link-type-for-a-site-by-using-powershell-advanced-settings
https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites#:~:text=Control%20external%20sharing%20from%20labeled%20SharePoint%20sites%3A%20Select,sharing%20on%20or%20off%20for%20a%20site.
https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites#:~:text=Control%20external%20sharing%20from%20labeled%20SharePoint%20sites%3A%20Select,sharing%20on%20or%20off%20for%20a%20site.
https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites#more-information-about-the-dependencies-for-the-authentication-context-option:~:text=External%20user%20access%3A%20Control%20whether%20the%20group%20owner%20can%20add%20guests%20to%20the%20group.
https://learn.microsoft.com/en-us/purview/encryption-sensitivity-labels
https://learn.microsoft.com/en-us/purview/encryption-sensitivity-labels
https://learn.microsoft.com/en-us/purview/apply-sensitivity-label-automatically
https://learn.microsoft.com/en-us/sharepoint/advanced-management#:~:text=Site%20access%20restriction,file%20sharing%20link.
https://learn.microsoft.com/en-us/sharepoint/advanced-management#:~:text=Site%20access%20restriction,file%20sharing%20link.
https://learn.microsoft.com/fr-fr/purview/information-barriers

Audit Search

93 Contoso Electronics

Microsoft

ntoso Electronics

Home
Compliance Manager
Data classification

Data connectors

- T S < -

Alerts

I

Policies
4 Roles & scopes
P

Trials

Solutions

B catalog

| & Audi

£ Content search
Communication compliance
Data loss prevention

eDiscovery

m " = 8

Data lifecycle management
(& Information protection

[& Information barriers

Audit

New Search  Classic Search  Audit retention policies (Preview)

| Searches completed | Active searches Active unfiltered searches

Q0 Learn about audit

Date and time range (UTC) * Activities - friendly names. Users
Start | Sep 04 2023fF | ‘ 0000 - Cheose which activities to search for v Add the users whose audit logs you want to search |
sharing % | File, folder, or site ()
£nd | Sep 05 2023f7) | ‘ 00:00 v Enter all or a part of the name of a file, website, or fold. |
Sharing and access request activities I
Keyword Search ' Worklaad
Added permission level to site collection
Enter the keyward to search for e Enter the workload to search for v
. . Accepted access request
Admin Units
Accepted sharing invitation
Blocked sharing invitation
v
O Refresh 1item

Search name Job status Progress .. Searchti. Total results

[] Aug 27 - Sep 5 sharinginvitationcreated In pro 0% Im13s 0

Creation time (.. | Search performed by

Sep'5, 2023925 AM  meganb@m365x53676902 onmicrosoft.com

Home

Compliance Manager

far

k4

<} Data classification
¥ Data connectors
A Aens

= Policies

. Roles & scopes

B Trials

Solutions
B Catalog
B Audit

Content search

8 o

Communication compliance
Data loss prevention
eDiscovery

Data lifecycle management
Information protection

Information barriers

B RO R ®

Fa  Insider risk management

5

Records management

-

Privacy risk management

Audit > Audit search

Search Query Information: Sat, 01 Jul 2023 00:00:00 GMT to Tue, 05 Sep 2023 00:00:00 GMT , permissionleveladded,
accessrequestapproved, sharinginvitationaccepted, sharinginvitationblocked, accessrequestcreated, companylinkcreated,

anonymouslinkcreated, securelinkcreated, sec

d
p removed, y

oved, sharingset, sharingrevoked,

d

urelinkdeleted, sharinginvitationcreated, accessrequestrejected,

L d. add

3

sharingi p company

sharinginvitationrevoked ,

Total Result Count: 40 items

4 Export

1P Address

Date (UTC) |

Sep 1, 2023 429 PM

dff3769.

Sep 1, 2023 4:28 PM

Sep 1, 2023 428 PM

245Tb0:ddiT3769:

Sep 1, 2023 428 PM 2a01:e0a:24:57

2001:600:24-5Tb0:d)

Sep 1, 2023 4:27 PM

201:00a:24:b T0ddfF3T60.

Sep 1, 2023 4:27 PM
Sep 1, 2023 4:27 PM 2a01:e0a:24:b7b0:0dfF:3768:
2a01:e0a:24:bTb0dd 3765,

Sep 1, 2023 427 PM

Sep 1, 2023 4:27 PM 2l dft3765

dff3769.

Sep 1, 2023 4:27 PM
Sep 1, 2023 4:27 PM 2a01:20a:24:57b0:ddfF3T60.

Sep 1, 2023 1:55 PM 2a01:e00:24:57b0:

dff:3769:

Y

User

202 onm.

pattif@mIB5KS

PaNI@m 6553676902 0nm

pattif@m35K53676302.0nm

meganb@m365%53676902.0.

meganb@m365x53676902.0.

meganb@m3E5I616902 0.

meganb@m365:

meganh@m365x53676502.0

meganb@m36

meganb@m3EE536

pattif@m365x53676902.0nm.

m3EE6I6T60020...

secur

Recard type

Shr

SharingOpera.

SharebointsharingOpera...

SharePointSharingOpy

Shar

cintSharingOpera..

SharePointSharingOpara,

SharefointSharingOpera.

SharePointSharingOpera,

Sharefoint

Sharefoint

.. SharePoint

Share?

ntSharingQpera..

Activity

Used & company sh

Used & company

Use

a company ¢

Created a company.

Created a company.

Shared file, folder.

Shared file, folder

Created a company

Added oa

Added permission |

Used a company sh

//m365x5367630,

n365K5367690,

tps/{mIE5R5I6T

hitps:

/{mIB5KSI6T

s/ /m3B5 5367690

hitps:/{m365x5367690,

hitps://m3B5x5367690

35367690,

n365K5367690,

ipdated,

ink, removedfromsecurelink,

58items 7 Filter

Admin Units Details

Shared with *Shai.

Shared with “Limite.

Using Audit Logs, you can view specific activities in your tenant (180 days — up to 365 days with E5).

Such as the sharing and access request activities.




Data Classification / Content Explorer

Y r
Contoso Electronics  Microsoft Purview an . ) ) )
ke JoContoso Electronics ~ Microsoft Purview

W Home i P
Overview @ Home Classifiers
@ Compliance Manager Get snapshots of how sensitive info and labels are being used acress your organization's locations, Learn more @ Compliance Manager
<> Data classification ~ @ o Trainable classifiers Sensitive info types EDM classifiers
Top trainable classifiers Data dassification ~ ——
I overview . . . . Use built-in or custom classifiers to identify specific categories of content based on existing items in your organization. Once created, classifiers can be used in several compliance solutions
—— Trainable classifiers used most in your content i to detect related content and classly I, protect t, retain i, and more. Leam more
| Classifiers

Content explorer

i ) o B B ) Content explarer ) Refresh 93items |= Group
- W e B Agreements [ SttemencOfWork Il Procuement [l Legal Agreements [l Legal Afars
¥ oua o CALpERET Filters: language Any ~  Type Any “  Name: Any “  Status Any ¥ % Filters
ata connectors
8 Data connectors
& plerts A v Mame Aceuracy Status Type Language Created by Last modified Last modific
erts.
= policies o
View all trainable classifiers 25 s  published (33)
@ Roles & scopes ~
€, Roles & scopes s O Agrecments o Readytouse itin Microsaft 5251203
Permissions B . betsanotied
nsitive i i .
o op sensitive info types labels applied to content Permissions O Bank statement o Ready o use Built-In English Microsoft 5/19/2003 Microsoft
. Sensitive info types used most in your content Adaplivescopes . )
P Trials 1 Budget =1 Ready to use Built-In English Microsoft 5/19/2023 Microsoft
o5 Trials -
o W AnFuiNoames [ Al Medical Terms And Conditions [l Lab Test Terms 3 more General ] Employees (st O Business plan o Ready 1o use uitin English Microsaft 111j0001
4 Solutions
B catalog ] Completion Certificates =1 Built-In English Microsaft 142023
BB Ccatalag
B Audit ] Construction specifications  [F Ready touse Buitin Englsh Microsaft T4
B Audit
£ content search X . . 0O Corporate Sabotage o ——— Buit-In English Microsakt 47023
View all sensitive info types View all applied sensitivity labels O Content search
'S Communication compliance 0 Customer Complaints =1 Ready o use Built-In Microsaft
(5 communication compliance
Data loss prevention ~
@ B Top retention labels applied to content Daily labeling activity by users Top activities detected Al — . O Customer Files o Readytouse uitin English Miesosaft 7112003 Microsoft
B eDiscovery ~ P . e
No activity detected No activity detected s y O Oscirinston o esdytouse . g
B Data lifecycle management Either there's been no labeling activity o you haven' turned an Either there's been no file activity or you haven't tumed on aud
- . c . . - F_ Data fecucle management ~ O Employee Insurance files o Ready to use Built-In English Microsoft 71472023 .

In Data Classification, you can see the different classifiers (E5): out-of-the-box classifiers or trainable
classifiers (custom



Data Classification / Content Explorer

on : " . on . = .
oo Contoso Electronics ~ Microsoft Purview o Contoso Electronics  Microsoft Purview

@ Home Content explorer @) Horre Content explorer
@ Compliance Manager Explore the email and docs in your organization that contain sensitive info or have labels applied. You drill down further by reviewing the source content that's Q@ Compliance Manager Explore the email and docs in your organization that contain sensitive info or have labels applied. You drill down further by reviewing the source content that's
. . currently stored in Exchange, SharePoint, and OneDrive. Support for more locations is coming soon. Learn more . - currently stored in Exchange, SharePoint, and OneDrive. Support for more locations is coming soon. Learn more
Data classification ~
Overview i i
O Filter on labels,info types, or categories All locations I O Filter on labels, info types, o categories All locations > SharePoint
Classifiers A Classifiers R
L Export 4 items The number of site/folder items listed below and on the leftis a calculation and may not match the total number of actual tems youll s ¢
| Content explorer Pracurement 1102 | Content explorer Pil Retention Policy 8 ou Open 8 Spactic site/Rolder. 8
Activity explorer o m i
ty expl Legal Agreements 1100 [ D Heme files Activity explorer L Export Search
Data connectors A
i i Exchange 18 S $9 ‘Data connectors Trainable Classifiers
Legal Affairs 232 9 =
Name Files
A Alerts e S
. . O OneDrive . N A A Finance 1610
= a0 https//m365x53676902 sharepoint.com/sites/operations 110 >
= Policies 0 ShareFont s 5 e s Agreements 1334
m 226 refoi 4 =
€} Roles & scopes v https://m365x53676902 sharepoint.c 4 >
Strategic planning documents a2 O Teams o > & Roles & scopes B Saementof Wik 1383
B Trials
Budget 50 % Trials Procurement 579
Solutions
Mesting notes - S Legal Agreements 550
B canalor Legal Affai
! T N B catalog e e
adit m m
Sales and revenue 16 B Audit
£ Content search
P 14 P Content search HR 40
(5 communication compliance
9
a Healthcare 9 @ Communication compliance Strategic planning documents 39
A Data loss prevention v
& Resume 3 (8 Data loss prevention v Budget 26
eDiscovery v
B Data lfecyel Business plan 3 & eDiscovery v Meeting notes 25
ata lifecycle management ~
G Customer Complaints 3 & Data lifecycle management v Tax 9
Information protection ~
Non disclosure agreement 3 (& Information protection 7 Sales and revenue 7
L Information barriers v -
(3 Information barriers ~ [ 4 v

Select a specific classifier, and open it to view how much your content is mapped to this classifier.
Check especially the ones in SharePoint Online locations.



Data Classification / Content Explorer

oo s
o'o Contoso Electronics

@ Home Content explorer
@ Compliance Manager Explore the email and docs in your organization that contain sensitive info or have labels applied. You drill down further by reviewing the source content that's
@ Edrte currently stored in Exchange, SharePoint, and OneDrive. Support for more locations is coming soon. Learn more
ata classification =
Overview O Filter on labels, info types, or categories All locations > SharePoint > https://m365x53676902.sharepoint.com/sites/operations
Classifiers Search
IP Address v4 4 & (D The actual number of items in this site/folder might be different from the calculated number that's displayed on the left oeare
I Content explorer
Activity explarer USS. Physical Addresses 1 L Export
i a
:—9 Data connectors Norway Physical Addresses 1 O 0 Name Sensitive info type Trainable classifiers
Impairments Listed In The U.S. Disabilii 1 T N
A Alerts pair N ty [ Contoso Electronics Master Agreement Adatum.docx All Full Names Finance +3 more
Evaluation Under Social Security
=5 LElEe [[J @1 Contoso Electronics Master Agreement Adventure Works.docx Finance +3 more
Trainable Classifiers ~
Roles & scopes v =
Q P O 4 Contoso Electronics Master Agreement Alpine Ski House.docx Statement .. +3 more
Statement of Work 1210
£ Trials - L
[ Contoso Electronics Master Agreement Bellows College.docx All Full Names Agreements +3 more
Agreements 1210
Solutions [[J] @ contoso Electronics Master Agreement Best for you Organics.... Al Full Names Statement ... +2 more
Finance 996
B catalog [J @9 Contoso Electronics Master Agreement Cecile Stafford, Inc.doex Al Full Names Finance +3 mare
Procurement 574
E Audit [J 8 Contoso Electronics Master Agreement Consolidated Messeng... Statement ... +2 more
Legal Agreements 550
AR Content search p— - O G5  Contoso Electronics Master Agreement Fabrikam, Inc.docx All Full Names Statement ... +2 more
'.Egl rs
mmunication compli .
{2 Communication compliance . 0 [ Contoso Electronics Master Agreement First Up Consultants.d... Legal Affairs +2 more
I 1
[3 Dataloss prevention ~ 3
Bud 19 O g Contoso Electronics Master Agreement Fourth Coffee.docx All Full Names Statement ... +2 more
udget
1 eDiscovery ~ o _ .
M 1 [J] 89 Contoso Electronics Master Agreement Graphic Design Institu... Al Full Names Statement ... +2 more
eeting notes
&= Data lifecycle management ~
R . [J 8 Contoso Electronics Master Agreement Humongous Insurance...  All Full Names Legal Affairs +3 more
(& Information protection ~
E G5  Contoso Electronics Master Agreement Lamna Healthcare Co... Legal Affairs +2 more
q q Sales and revenue 3
(& Information barriers ~ L v

You can see a list of the documents associated to this classifier.
You can export a list of the documents, or the sites matching the classifier.
Then, use SharePoint Online or Teams Admin center to review the visibility or the permissions applied



Information Prote

ction / Labels

ntoso Electronics  Microsoft Purview

B Trals Labels
Solutions New feature in preview
=5 Catalog
Extend labeling to assets in the data map ...
B Audit

2 Content search

{8 Communication compliance

When you turn this on, you'll be able to apply your
sensitivity labels to files and schematized data assets in
Microsoft Purview Data Map and Microsoft Defender for
cloud. Learn more

G Data loss prevention ~
Overview
-
Policies
Alerts
@ You can now create sensitivity labels with privacy and access control settings for Teams, SharePoint sites, and Microsoft 365 Groups. To do this, you must first complete these steps to enable the feature.
Endpoint DLP settings
P 9 Sensitivity labels are used to classify email messages, documents, sites, and more. When a label is applied (automatically or by the user), the content or site is protected based on the settings
Activity explorer you choose. For example, you can create labels that encrypt files, add content marking, and control user access to specific sites. Learn more about sensitivity labels
5 eDiscovery ¥ | Createalabel 2 Publishlabels L Export (0 Refresh 6 items
i ~
B Datalifecycle management (] IE  Name Order Scope Created by Last modified
Microsoft 365
n Personal I 0-lowest File, Email Mar 8, 2023 7:43:17 PM
Exchange (legacy)
. . Public Lo File, Email Mar 8, 2023 7:43:18 PM
[& Information protection ~ il -
G (] > General T2 File, Email Mar 8, 2023 7:43:18 PM
I Labels ;
] > Confidential s File, Email Mar 8, 2023 7:43:21 PM
Label policies
. [ Highly Confidential g File, Email Mar 8, 2023 7:43:29 PM
Auto-labeling OO > ighly Confident : ' ' .
(& Information barriers ~ ] Confidential - Finance I 13- highest File, Email Megan Bowen Mar 10, 2023 4:28:25 PM

8\ Insider risk management

e .

Copilot will respect labels applied to your content. Consider this option to create more granular controls
over who can access a content based on the applied labels, or its content (matching a sensitive info
type), rather than global permissions.



Information Protection / Labels
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Use auto-labeling (E5) to automatically apply a label based on the content of documents (keyword,
sensitive info type, trainable classifiers) to protect sensitive content.
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Microsoft Purview provides end-to-
end data protection that
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across application experiences. ’ e
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Labelling conversation sensitivity on L1



Copilot generated
output is labeled
automatically (2/2)

Use existing Microsoft Purview auto-
labeling rules and admin-defined
sensitive information types to detect
sensitive content and automatically
label the files/emails.

@ AutoSave 200~ Copilot Notes @@ Highly Confidential\Microsoft FTE v pel
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Editing Dictate  Sensitivity  Reuse Add-ins Editor Copilot

A~ Aav A A - Files
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Conclusion
Purview and Copilot are working together to deliver data security and compliance solutions for Al
and LLM interactions, by extending Furview's existing capabilities and building new ones to address

the specific needs and scenarios of Al and LLM users. This document summarized the solution
review document for CY23H2, which outlined the market conditions, customer feedback, Purview
promises, workstreams, execution plan, and risks for delivering data security and compliance for Al
and LLM interactions. The document also provided mockups and examples of the end-to-end
experience with and Copilot

b Sensitive Information Types detected
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Data Loss Prevention
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In Data Loss Prevention, you can also review the content associated to sensitive info types.
You can explore the content associated to each sensitive info type (redirecting to the content explorer
of Data Classification)



Data Loss Prevention
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= | You can use Data Loss Prevention policies to apply
e —— specific rules when a sensitive content is shared
- (internally or externally), like blocking the content sharing
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