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Diego Lens

e 20 Years working in Distribution
» Cloud Enablement

e Technical Trainings

» Microsoft Azure

* Microsoft 365

» Azure Virtual Desktop

e diego.lens@ingrammicro.com

* linkedin.com/in/diegolens

© 2020 Ingram Micro Inc. All Rights Reserved.

Growth Solutions

Modern Cloud Platforms Seamless Security

Transform Into the New Norm Build your Business with True
Peace of Mind

Go boldly into the future with innovative Move forward towards a bright business future
infrastructure and platform solutions built for with total asset and data protection including
driving profitability and growth through key app seamless sign-on, endpoint security, identity
modernization, data & insights, and cloud security, and complete security operations
strategies. management.

App Modernization Endpoint
Dev/Ops, Containers, Microservices Modern Endpoint, MDY Server Security
+ Infrastructure

Data & Insights Identity
DB (Paas), Analytics, Warehousing, AUML
+ Infrastructure

Security operations
Vulnerabilty Mg, Tier a

http://bit.ly/ingramcloud https://ingram.cloudchampion.nl

Connected Workplace

Together We Achieve More

Work together, work smarter and stay
productive, from anywhere w
comprehensive suite of collaboration a
digital experiences, and virtual d
designed to help you do mor

oration Apps

y s ferencing

Virtual Desktops

Remot Virtualizatic

Employee Experien
rifiow

IN“RAM CLOUD

+ Moreas a Service

Business Perform

Work at the Speed of Modern

Enterprise Re: Planning

Workforce Automation
de. ate

https://ingram.cloudchampion.be




Seamless Security

Build your Business with True
Peace of Mind
Move forward towards a bright business future
asset and data protection including
seam sigr endpoint security, identity
security, and complete security operations
management.

Endpoint

Modern Endpoint, MDRIXDR, Server Security

Identity

11/21/2023

16.8 %

App Madernization
market to grow by

20.7 %

Public Cloud
Spending growth in
23

3

Modern Cloud Platforms

IN“RAM{ CLOUD

Seamless Security

IN“RAM CLOUD
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Connected Workplace

EX+CX=TX

Employee Experience + Customer Experience = Total Experience

IN“RAM{ CLOUD

Business
Performance

We want to help modernize and transform your business. With a focus on
facilitating your team'’s needs, we are taking a tailor-made technological
approach to personalize what strategies work best for you.

CRM:

CRM technology directly aligns with our growth mindset — at the end of the day,
the goal of CRM is to foster and sustain existing and future customer
relationships. Through this technology, you can generate multichannel
marketing campaigns, nurture sales-ready leads and align sales and marketing
with planning and tracking tools that integrate with existing apps and services.

ERP:

In the evolving digital landscape, it is imperative to stay up to date with the
latest technologies to move forward. An ERP software suite can help manage
day-to-day business processes that push beyond just financial data — discover
how you can accelerate your business, grow your customer base and increase
your profit margins with ERP.

Workflow Automation:

Workflow Automation is your go-to resource for building custom apps that
connect to your existing data and systems, without the need for code. Through
low-code platforms, you can build solutions that support workflow automation,
Al, secure data access, seamless data analysis and visualization capabilities

IN“RAM CLOUD
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Ingram Micro Cloud Enablement 2023

Enablement Cloud Champion Newsletter
http://bit.ly/ingramcloud https:/ingram.cloudchampion.be http://bit.ly/imc-email

https://ingram.cloudchampion.nl
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AGENDA

Office 365 or Microsoft 365

Microsoft Subscriptions

Office 365

Microsoft 365

Identity & Access Management (Microsoft Entra)

Device & Threat Protection (Microsoft Defender)
Exchange Online Protection
Microsoft Defender for Endpoint
Microsoft Endpoint Manager : Intune

Information Protection (Microsoft Purview)

Security & Compliance (Microsoft Priva)
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Office 365 or Microsoft 365
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Perpetual

Subscription

anoo ;I NI
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Perpetual

Office 2019
Office 2021

Subscription
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Microsoft Modern Work Products
IJ Office 365 Enterprise
H
Office & Collaboration Solutions Designed for an Enterprise g
g
Business
High Secure Office & Designed for s.mall & midsize
Collaboration Solutions business
Up to 300 users
15
Office 365 Enterprise
Office 365 E1
Office 365 E3 } Enterprise
Office 365 E5 =
Office 365 Al %
Office 365 A3 Academic 8
Office 365 A5 °
Office 365 F3  Firstline Workers
16
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Office 365 for business

Products renamed in 2019

Microsoft 365 Business Basic
Cloud Services

Microsoft 365 Business Standard
Cloud Services and Desktop Apps

Microsoft 365 Apps for business
Desktop Apps

anoo ;I NI
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Microsoft 365 Enterprise

Microsoft 365 E3
Microsoft 365 ES} Enterprise

Microsoft 365 A3
Microsoft 365 A5 Education (Academic)

Microsoft 365 F1
Microsoft 365 F3

Firstline Workers

anoio ;A7 Nl
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Firstline Worker Plan Restrictions
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Microsoft 365 Business
Microsoft 365 Business Premium E
(pdf) https://bit.ly/imc-m365 g
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Microsoft NCE Subscriptions

11/21/2023

Subscription Period (Duration)

» Seat-Based Cloud offering

coming soon

Monthly Subscription

Enables a customer to change the
number of licenses month to month
(up and down)

Customer can cancel in any month
with no further payment obligation

20% higher price then they annual
subscription

Price locked for 1 month

Cancellation after 72 hours will be
billed for the full month

Annual Subscription

Regular commitment

Ability to increase user count any
time with the ability to decrease
annually

Price locked for 12 months

Same price as today in CSP

Pay monthly or annually
Cancellation after 168 hours (7

calendar days) will be billed for
the full 12-month term

36 Month Subscription

=  Enables a customer to lock pricing
for a full 36 months

= Ability to increase user count any
time with no ability to decrease
during term

= Billing options include monthly,
annual or upfront

= Same as annual offer

=  Cancellation after 168 hours
(7 calendar days) will be billed for
the full 36 month term

eomeseseaion « no‘lo
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Subscription Payment

coming soon

Monthly Subscription

=  Enables a customer to change the
number of licenses month to month
(up and down)

= Customer can cancel in any month
with no further payment obligation

= 20% higher price then they annual
subscription

= Price locked for 1 month

= Cancellation after 72 hours will be
billed for the full month

Annual Subscription

Regular commitment

Ability to increase user count any
time with the ability to decrease
annually

Price locked for 12 months

Same price as today in CSP

Pay monthly or annually
Cancellation after 168 hours (7

calendar days) will be billed for
the full 12-month term

36 Month Subscription

= Enables a customer to lock pricing
for a full 36 months

=  Ability to increase user count any
time with no ability to decrease
during term

= Billing options include monthly,
annual or upfront

= Same as annual offer

= Cancellation after 168 hours
(7 calendar days) will be billed for
the full 36 month term

Monthly Payment

Monthly Payment

Yearly Payment

Monthly Payment

Yearly Payment

B0JAIRS B 'SE SO 4 GnO‘lO“

23

Ordering Subscriptions (aymentperiod)

coming soon

Monthly Subscription

= Enables a customer to change the
number of licenses month to month
(up and down)

= Customer can cancel in any month
with no further payment obligation

= 20% higher price then they annual
subscription

= Price locked for 1 month

= Cancellation after 72 hours will be
billed for the full month

Annual Subscription

Regular commitment

Ability to increase user count any
time with the ability to decrease
annually

Price locked for 12 months

Same price as today in CSP

Pay monthly or annually
Cancellation after 168 hours (7

calendar days) will be billed for
the full 12-month term

36 Month Subscription

=  Enables a customer to lock pricing
for a full 36 months

= Ability to increase user count any
time with no ability to decrease
during term

= Billing options include monthly,
annual or upfront

= Same as annual offer

= Cancellation after 168 hours
(7 calendar days) will be billed for
the full 36 month term

Monthly Payment
Monthly / Monthly

Monthly Payment
Monthly / Yearly

Yearly Payment
Yearly / Yearly

Monthly Payment

Yearly Payment

cssesesons ANOTO (NS NI
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Cloud Marketplace Example

O

Monthly Payment Monthly Subscription
Monthly Payment Annual Subscription
Annual Payment Annual Subscription

Monthly / Monthly

Monthly / Yearly

Yearly / Yearly
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Client/Server Applications

2
Applications Applications g
Client part Cloud part ,Q‘
27
Office 365 Services + Clients
= Exchange Online Outlook
= Sharepoint Online Web Browser
= Teams-Serviees  (Oct1,2023) TJeams-Client .
» OneDrive for Business OneDrive App g
g.
o $ o
i
28
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Office 365 Client / Server solutions

Client Part

M365 Apps
for 0365 0365
enterprise! F3 E1
$11/ulp $4/u/m | $7/u/m

Install Word, Excel, PowerPoint, OneNote, Outlook, Access?, and Publisher? on up to 5 PCs/Macs + 5 tablets|

°
Microsoft 365 Apps | * 5 smartphones per user
Commercial use rights for Office mobile apps and Office for the web (] o3 L]
Email & Calendar Exchange o °
Social & Intranet SharePoint, Yammer o5 °
Meetings, Voice & [ Teams L4 o
Collaboration Phone System, Audio Conferencing
. OneDrive 1TB 2GB 5+ TBS
Files & Content
Stream, Sway for Microsoft 365 o8 (]
Device Mobile Device Management for Microsoft 365°
° ° °
Management
_ Forms’ ° ° °
Business Apps
Bookings, Planner, To-Do ° °
Content Search, manual sensitivity and retention labels'?, Basic Audit ° °
Office 365 Data Loss Prevention (DLP) for email and files, eDiscovery Export, eDiscovery Hold, Litigation
Security & Hold, In-Place Hold, Email archiving
Compliance Advanced Audit, Advanced eDiscovery, Advanced Message Encryption, Office 365 Cloud App Security,
Communication Compliance, Communications DLP (Teams chat), Customer Key, Customer Lockbox, Cl d S :
Information Barriers, Records Management, Rules-based auto classification*, Privileged Access ou ervice
Management
Insights by MyAnalytics (Outlook plug-in) L]
Analytics MyAnalytics (dashboard, digests, inline suggestions)
Power BI Pro

5+ TB®
°

5+ TB®
o

29

Office 365 Enterprise Client / Server solutions

X X M365 Apps
Before April 21, 2020 Product was called Office 365 ProPlus . for
enterprise’

$11/ulp
Install Word, Excel, PowerPoint, OneNote, Outlook, Access?, and Publisher? on up to 5 PCs/Macs + 5 tablets| _

° °

Microsoft 365 Apps * 5 smartphones per user

Commercial use rights for Office mobile apps and Office for the web ° o3 ° ° °
Email & Calendar Exchange o ° ‘ ° °
Social & Intranet SharePoint, Yammer . o5 ° ‘ ° °
Meetings, Voice &  Teams M365 Apps for Enterprise o o I . o
Collaboration Phone System, Audio Conferencing Client Part Only ‘ hd

. OneDrive | setee seTES

Files & Content

Stream, Sway for Microsoft 365 ‘ (] (]
Device Mobile Device Management for Microsoft 365° ) a a
Management Office 365 E1

Forms’ 1 ° ° ° ° °
BB ATs _ Cloud Service Part Only

Bookings, Planner, To-Do ° ° °

Content Search, manual sensitivity and retention labels'®, Basic Audit ° ° ° °

Office 365 Data Loss Prevention (DLP) for email and files, eDiscovery Export, eDiscovery Hold, Litigation o o

n Hold, In-Place Hold, Email archiving
Security & g g :
o : : Gl w,| Office 365 E3 & E5

Compliance Advanced Audit, Advanced eDiscovery, Advanced Message Encryption, Office 365 Cloud App Security,

Communication Compliance, Communications DLP (Teams chat), Customer Key, Customer Lockbox, i +

Information Barriers, Records Management, Rules-based auto classification*, Privileged Access BOth C|OUd SerVICe Apps °

Management

Insights by MyAnalytics (Outlook plug-in) [] ° °
Analytics MyAnalytics (dashboard, digests, inline suggestions) o

Power Bl Pro (]

30
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Microsoft 365 Business Client /| Server solutions

Before April 21, 2020 Product was called Office 365 Business ————

/ 5
M365 Apps for Business
Client Apps Only
- o
B ' ' M365 Business Basic o o 2
Task Management | - kings Cloud Service Part Only 5 o
Power Platform Power Apps for Microsoft 3655, Power Automate for Microsoft 365° [
Device & App Mobile Device Management for Microsoft 3656 L) °
Management Microsoft 365 Admin Center, Microsoft Intune, Windows AutoPilot, Fine Tuned User Experience
e G et O e S s D oS M365 Business Standard
Security and Identity |1 fomation Protection, BitLocker Both Service + Apps
Multi-factor authentication
Compliance Content Search, manual sensitivity and retention labels
Analytics Insights by MyAnalytics (Outlook plug-in) L] L]
31
Office 365 E5 differences (compared with 0365 E3)
= Phone System, Audio Conferencing
= Office 365 Data Loss Prevention
» Office 365 Cloud App Security .
= Microsoft Defender for Office 365 g
= Information Protection for Office 365 =
. . . -
= Communication Compliance e
o

32
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Office 365 Bundles

Office 365 E1
Office 365 E3
Office 365 E5

Office 365 Al
Office 365 A3
Office 365 A5

Office 365 F3

M365 Business Basic
M365 Business Standard

Online Services Only
Client Apps + Online Services

Client Apps + Online Services + Security & Compliance

Online Services Only for Academic only
Client Apps + Online Services for Academic only

Client Apps + Online Services + Security & Compliance, Academic

Limited Set of Online Services Only

Online Services Only

Client Apps + Online Services

anoo ;I NI
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Teams in European Economic
Area (EEA)
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Licensing Update for EEA

o July 27 2023, European Commision launched antitrust investigation
* August 31, 2023 Microsoft announced licensing changes

» Office 365 E7, E3, E5, F3

* Microsoft 365 E3, E5, F1, F3, Business Standard, Business Premium, Business Basic

2
. Startmg October 1, 2023 g
new Microsoft 365 / Office 365 suites do not include teams =
* new standalone Teams offering for Enterprise customers )
* Microsoft 365 E3/E5/Business Standard/Business Premium/Office365 E1,E3,E5 - €2.00 5
» Microsoft 365 Business Basic : - €1.00
* Microsoft 365 F1/F3, Office 365 F3 : - €0.50
35
Licinsing Update for EEA
» New EEA-specific Enterprise suites without teams, priced at €2 discount
» New standalone Teams SKU for Enterprise, priced at €5.00
e Customers who intend to buy Office 365 E1/E3/E5 or Microsoft 365 _
E3/E5 seats for the first time will need to transition to EEA (No Teams) 2
* Customers who wish to continue using, expanding, renewing or g
upgrading theit Office 365 E1/E3/E5 seats, may continue to do without 2
impact 5

* https://aka.ms/TeamsinEUPartnerPage

36
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Microsoft 365
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Microsoft 365 Bundle

M365 is a Bundle of 3 other Bundles

= Office 365
= Enterprise Mobility & Security
= Windows 11 Enterprise

anoo ;I NI

39

Enterprise Mobility & Security Bundle

* Bundles five products

Azure Active Directory Premium
Microsoft Endpoint Manager : Intune
Information Protection Premium
Microsoft Cloud App Security
Advanced Threat Analytics

anoio ;A7 Nl
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Windows 11 Enterprise Bundle

» Upgrade from Windows 10/11 Professional

* Microsoft Defender for Endpoint
Windows Defender

* Credential Guard

 Application Guard

* Application Control

Microsoft Application Virtualization (App-V)
Microsoft User Environment Virtualization (UE-V)
Microsoft Universal Print

Azure Virtual Desktop License

anoo ;I NI

Microsoft 365 Products & Plans

Microsoft| Microsoft | Microsoft
365 365 E3 365 E5
Business
Premium
° °

Azure Active Directory Premium P1
Azure Active

Directory Premium

Microsoft Defender
for Office 365

Microsoft Defender
for Endpoint

Microsoft Defender
for Identity

Enterprise Mobility
& Security

Microsoft
Information
Protection

Microsoft Defender
for Cloud Apps

Microsoft Intune

Azure Active Directory Premium P2
Microsoft Defender for Office 365 Plan 1
Microsoft Defender for Office 365 Plan 2
Microsoft Defender for Endpoint Plan 1
Microsoft Defender for Endpoint Plan 2

Microsoft Defender for Identity

Enterprise Mobility & Security Plan 1
Enterprise Mobility & Security Plan 2

Microsoft Information Protection Premium P1

Microsoft Information Protection Premium P2

Insights by MyAnalytics (Outlook plug-in)

Microsoft Intune Plan 1

Microsoft Intune Plan 2

ol

Add-On

Add-On

Add-On

anoio ;A7 Nl
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Add-On Licenses

anoo ;I NI
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Total Overview

https://go.microsoft.com/fwlink/?linkid=2139145 (Download Link)

anoio ;A7 Nl
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Service Descriptions

» What feature is exactly included in which Bundle ?
* Find the answer in the Service Descriptions

 https://docs.microsoft.com/en-us/office365/servicedescriptions/exchange-
online-service-description/exchange-online-service-
description?redirectedfrom=MSDN

e https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-
platform-service-description/office-365-platform-service-description

e https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-
service-descriptions-technet-library

» https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-
service-descriptions/microsoft-365-tenantlevel-services-licensing- A
quidance/microsoft-365-security-compliance-Ticensing-guidancé#information-

protection

anoo ;I NI

45

Zero Trust Security Model
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Microsoft 365 Solutions Included

@
P @

MICROSOFT 365

anoo ;I NI
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Why Microsoft 365 ?

Information Governance

anoio ;A7 Nl
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Security Score & QS Solutions

:
F;.
°
5
49
Zero Trust Security Model
:
g.
o
5
https://docs.microsoft.com/en-us/security/zero-trust/
50
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Principles of Zero Trust

Instead of assuming everything behind the corporate firewall is safe,

s
Zero Trust assumes an open environment where trust must be validated g
E:;g
e
o
5
Assume breach — Assume that attackers will succeed (partially or fully) and design accordingly i
Verify explicitly — Validate trust of users, devices, applications, and more using data/telemetry :
Use least privileged access — to limit the impact of any given compromise
51
E
g.
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Zero Trust Components
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Microsoft Zero Trust Capabilities
Posture Management
Identities Applications
Microsoft
. Defender for
Mflcrgsofft Cloud Apps E
Microsoft Defender for = pycag)
Entra Office 365 g
Data o
Microsoft [y
Defender Microsoft 8
for Identity Information o
. Protection
Endpoints Infrastructure
Microsoft
Defender Microsoft
Microsoft Defender for
" Cloud
Endpoint Network
Manager
Microsoft
Defender for loT/ OT
Microsoft Sentinel
54
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Microsoft Security Portfolio

B0JAIRS B 'SE SO 4 GnO-lo“
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Microsoft Security Portfolio

uuuuu

smeseseaon « (JMNOTD )

56

28



11/21/2023

Six Security Product Families

B0JAIRS B 'SE SO 4 GnO-lo“
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Microsoft Defender & Sentinel
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Microsoft Endpoint Manager
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O
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Microsoft Priva
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Microsoft Purview

®)
O

Apr ‘22
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Microsoft Entra

®)
O

Inspire ‘22
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Six Security Product Families

® :
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Story Telling
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Microsoft Entra

Identity & Access Management
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Authentication Security
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somies e

comn < ANOTD |

66

33



11/21/2023

Microsoft Entra Product Family

oo o2 210 4 qn0'|O§ IANH> NI
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Breaches & techniques Used during Breach
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Same Username and Password

E
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Identities today (Local & Cloud Ildentity)
NTLM SAML
Kerberos OAuth
E
§.
. Azure 8
Active : o
: Active
Directory Director
(On Premise) I(AAD) y
70
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Connect AD with AAD

NTLM SAML
Kerberos OAuth

Azure

AD .
Active

Active

anoo ;I NI

Connect
(On Premise)

Directory

(On Premise) Directory

Y1)

Entra ID Features

» User Identity Directory

* Single sign on to any app

» User self-service portal

» Multifactor (MFA) + Passwordless Authentication

» Conditional Access + ldentity Protection

cssesesons ANOTO (NS NI

* Hybrid Identity Management
* Frontline Worker Identities & External Identities (B2B)

36
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IN“RAIVI{ CLOUD

MFA — Multi-factor Authentication

More than 99.9% of these identity-related attacks are stopped by
using multi-factor authentication (MFA) and blocking legacy
authentication.

Enabling MFA is simple, and you can use the Microsoft
Authenticator App on your mobile device. It is especially critical to
enable it on privileged accounts, such as Global Admin, User Access
Admin, Owner, Contributor, etc. We recommend enabling it on
ALL accounts!

Microsoft Mobile Phone Authenticator App | Microsoft Security

Microsoft

73

Conditional Access

* Assign risk level
» Automated Responses depending on Risk
* Conditional Access

anoio ;A7 Nl
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Password-Less Authentication

:
2
75
Windows Hello for Business
e Biometric Sign-In
» Facial recognition _
* Fingerprint recognition E
:

76
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Entra ID (Azure Active Directory)
Feature Premium P1 | Premium P2 | Office 365
Apps
M365 E3, F1, BP | M365 E5 0365 E1, E3, ES5, F3
SSO 10 Apps/User  Unlimited Unlimited 10 Apps/User g
Self Service Password Reset Yes Yes Yes g
Application Proxy Yes Yes g
Multi Factor Authentication Yes Yes g
Conditional Access Yes Yes
Join Device to Azure AD Yes Yes Yes Yes
Identity Protection (user Risk Policies) Yes
Price Free €5.06 €7.59
user/month* user/month*
78
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Microsoft Entra Permissions Management
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Microsoft Entra Permissions Management

* Acquisition from a company called CloudKnox (July 2021)
*Is a CIEM Solution

* Monitor + right-size Permissions across multi-cloud infrastructures
* Microsoft Azure
* Amazon Web Services (AWS)
» Google Cloud Platform (GCP)

CLOUDKN@X

oo AMNOTO JIANNTES NI
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Microsoft Entra Permissions Management

« Access Management Solution
e Access Management Permissions

 High Risk Cloud Permissions

uuuuu
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Microsoft Entra Permissions Management

seweon« JNOTO (IANTES NI

83

Getting Started with Permissions Management

e Landingspage

e https://docs.microsoft.com/en-us/azure/active-directory/cloud-infrastructure-entitlement-management/

» Get a Free Trial on your Tenant today

¢ http://aka.ms/TryPermissionsManagement

uuuuu

* Manage your Permissions

« https://entra.microsoft.com

ween« ANOTD |

84
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Microsoft Entra Verified ID

wsersoon s ANOTO JINAES NI

85

Microsoft Entra Verified ID

Is a Decentralized Identity Solution (DID) (like ItsMe)
* A Digital Identity WE OWN (not company owned)

 Self-owned identity with complete control over all identity data

» Secure interactions while respecting privacy

https://go.microsoft.com/fwlink/p/?LinkID=2202153&clcid=0x409&culture=en-us&country=US

uuuuu
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Identity & Access Management Features

Identity Feature M365 M365 M365 Other -
Business Enterprise E3 Enterprise E5 A
Azure Active Directory Plan 1 Yes Yes Yes g
Azure Active Directory Plan 2 Yes 'é
Advanced Security Management Yes g
Advanced Treath Analytics (ATA) Yes Yes
Windows Hello for Business Yes Yes
Multi Factor Authentication (MFA) Yes Yes Yes
Microsoft Cloud App Security Yes
87
Story Telling & ldentities
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Microsoft Defender

Device & Threat Protection

11/21/2023

Cyber Attacks some years ago

Virus Malware

Less Complex More Complex

Spam

anoio ;A7 Nl
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Cyber Attacks Today

Domain
Data Impersonation

; Exfiltratrion Password Account
Virus Malware Attack Takeover

Less Complex More Complex

Spam URL Spear Ransomware Lateral
Phishing Phishing Phishing
Business
Email

Compromise

anoo ;I NI

91

Cyber Threats

© 2020 Ingram Micro Inc. All Rights Reserved.

92
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Threat Protection & Defender

Threat Protection for Email Exchange Online Protection

Additional Threat Protection for Email Microsoft Defender for Office 365

Threat Protection for Endpoints Microsoft Defender for Endpoint

Threat Protection for Domain Ctrl Microsoft Defender for Identity

Threat Protection for Servers Microsoft Defender for Servers
93

Multi-Tier Threat Protection

Microsoft Defender for Identity

Microsoft Defender for
Office 365

Microsoft Defender for
Endpoints (MDATP)

anoio ;A7 Nl
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AV - EPP - EDR - XDR

Anti Virus (AV)

* Endpoint Protection Platform (EPP) 3
* Endpoint Detection and Response (EDR) E
» Extended Detection and Response (XDR) o
o
c
A Jeep _Jeor___Dor [
Signature Based Protection Machine Learning Based Behavioral-Based Detection Multiple Layered Security %
Protection 3
Great for Known Threats Prevents Known and Unknown  Alert Triage & Remediation Single Point of Reference for %
Threats (Reactive) (Proactive) Security Analytics
Higher Resource Usage Low Resource Usage Contain — Investigate - XDR Solutions assume a threat
Respond already exists

Breaches originate at Endpoints
Multilevel Breaches

Endpoint Security Gartner Hype Cycle
XDR 5
EDR EPP §
-, é
O
;
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Microsoft Defender For Endpoint

* Endpoint behavior sensors (embedded in Windows 10)
* Cloud Security analytics (machine-learning — big data)

2
* Threat Hunters with Threat protection E
)
5
97
Threat Explorer + Real Time Detection
:
g.
)
5

98
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Microsoft Defender SKUs

Cross platform and enterprise grade Available as a Standalone offering will Supports multi-customer
protection with next-gen protection, standalone offering serve non-Microsoft viewing of security incidents

endpoint detection and response, and and as part of Microsoft 365 customers. No with Microsoft 365 Lighthouse
threat and vulnerability management 365 Business Premium licensing prerequisites for partners in preview

B
2

smnseseaon« JMNOTD
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Microsoft Defender for Business

Cross platform and enterprise grade Available as a Standalone offering will Supports multi-customer
protection with next-gen protection, standalone offering serve non-Microsoft viewing of security incidents

endpoint detection and response, and and as part of Microsoft 365 customers. No with Microsoft 365 Lighthouse
threat and vulnerability management 365 Business Premium licensing prerequisites for partners in preview

sameseseaon« JNOTD

Optimi: for SMB
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Microsoft Defender for Business

Microsoft Defender
for Business
Elevate your security

Threat & Vulnerability Attack Surface
Management Reduction

- Simplified Onboarding

- and Administration

Next Generation

¥ v
Endpoint Detection Auto Investigation
& Response & Remediation

APIs and Integration

*Not all capabilities available at time of preview

101
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Microsoft Intune

* Cloud-based enterprise mobility management (EMM)

Intune = MDM + MAM + PC Management

 Endpoint Management

* Application Management
» PC Management

* Smartphone Management
» Smartphone Applications
* Endpoint Security

* AutoPilot

anoio ;A7 Nl
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Licensing Overview
Threat Protection Feature M365 M365 M365 Other -
B.P. Enterprise E3  Enterprise E5 A
MD for Office 365 Yes Yes g
Advanced Threat Analytics Yes Yes 'é
Advanced Security Management Yes 8
o
Microsoft Intune Yes Yes Yes
Microsoft Cloud App Security Yes
Microsoft Defender for Endpoint Planl Yes
Microsoft Defender for Endpoint Plan2 Yes
Microsoft Defender for Business Yes
103
Story Telling Microsoft Defender
All-In-One Security
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(Mobile) Device/Application Management
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Microsoft Purview

Information Protection

11/21/2023

Company Data Distribution Today
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The lifecycle of sensitive data

Data is monitored

Data is detected
Across devices, cloud
services, on-prem

environments
= (1
/

Data is created, imported,
& modified across
various locations

Reporting on data
sharing, usage,
potential abuse; take
action & remediate

anoo ;I NI

Data is protected
based on policy
Protection may in the
form of encryption,
permissions, visual
markings, retention,
deletion, or a DLP action
such as blocking sharing

Data travels across
various locations, shared
Protection is persistent,
travels with the data

Sensitive data is . .
classified & labeled Retain, expire,

delete data
Via data
governance policies

Based on sensitivity;
used for either
protection policies or
retention policies

107

Information Protection Actions

o  Ua Iars

Discover Classify Protect Maonitor 'Q
o
c
o
Across
Devices Apps Cloud services On-premises
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Information Protection Solutions

O E

Il

COmE

2
f Azure
Office 365 Windows : .
Information Protection Information Protection Information Protection E
F;.
L
[e]
5
What Preserve or remediate emails & Protect files and documents Classify & Protect
documents emails & documents
here Office 365 Apps & Services ) ) : Office Clients, 3 party Apps
PP Windows Clients & Devices & Services, On Premises
How Office 365 Security Console Intune Portal AIP Portal
109
Information Protection Example
E
o
2
o
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o
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Data Loss Prevention (DLP)

* Rules
* Protect your Data
« Conditions A
* When? g
. o‘
* Actions )
* How ? =
e Locations
 Exchange Online
e OneDrive
 SharePoint
e Teams
111
Information Protection Packaging
Information Protection Feature M365 M365 M365 Other -
Business Enterprise E3 Enterprise E5 2
Premium g
Windows Information Protection Yes Yes Yes -
e}
RMS, DLP Yes Yes Yes P
c
Azure Information Protection P1 Yes Yes Yes o
Azure Information Protection P2 Yes
Microsoft Intune Yes Yes Yes
Microsoft Cloud App Security Yes
AIP for Office 365 Option Yes Yes
Automatic Labeling Yes
112
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Story Telling Information Management

What Data ? Protect Data ! Monitor Data ! Data Retention !

anoo ;I NI

113

Microsoft Priva

Privacy & Compliance
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Microsoft Priva : two Solutions

anoo ;I NI
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Privacy Risk Management

Visibility into your organization’s personal data

* Overexposed personal data
» Open data
» Over-privileged personal data
* Easily manage access rights

» Data transfers
» Manage transference of personal data

» Between Departments / Between Counties / Between regional borders

 Data minimization
* Identify personal data that doesn't need to be retained
* Efforts to delete this data

ne
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Subject Rights Requests

The right to review and manage the personal data a company has collected

+ Data Privacy Regulations
 Automatically identify and collect the requested data
» Automatically generated reports
e Built-in Power Automate templates and flows
 Microsoft 365 Subject Rights Request AP

anoio ;A7 Nl

 Data Subject Requests (DSR's)
» Request to access, modify or delete personal information

» Data Subject Access Requests (DSARs)
 User’s request to access their personal data that a company has processed

118
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Story Telling Privacy Management

DSR/DSAR
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Microsoft 365 Security & Compliance

M365 M365 M365 Other -
BP Enterprise E3 Enterprise E5 2
Microsoft Intune Yes Yes Yes g
Office 365 Security & Compliance Portal Yes Yes Yes o
Office 365 Security Score Yes Yes Yes é
Compliance Manager (GDPR) Yes Yes Yes ©
Microsoft 365 Compliance Center Yes
Microsoft Cloud App Security Yes
Compliance — Archiving — eDiscovery - Hold Yes Yes Yes

121

Bundles & Add-On’s
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Microsoft 365 Business Premium
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Microsoft 365 E3
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Microsoft 365 E5
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Wrap-Up

Office 365 or Microsoft 365

Microsoft Subscriptions

Office 365

Microsoft 365

Identity & Access Management (Entra)

Device & Threat Protection (Defender)
Microsoft Defender for Endpoint
Microsoft Endpoint Manager : Intune

Information Protection (Purview)

Privacy & Compliance (Priva)
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1 need more information ...

Speak with Sales
(Netherlands)

cloud@ingrammicro.nl

Speak with Sales
(Belgium/Luxembourg)

cloud@ingrammicro.be

Contact me
diego.lens@ingrammicro.com

Enablement Cloud Champion Newsletter
http://bit.ly/ingramcloud https://ingram.cloudchampion.be http:/bit.ly/imc-email

https://ingram.cloudchampion.nl
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» More as a Service'
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