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Getting Started



Getting Started 

Checklist item Description

Deploy Microsoft 365 Lighthouse https://lighthouse.microsoft.com

Download the M365 Security Guide https://aka.ms/sbmsecurityguide

Download the M365 Security Checklist https://aka.ms/smbsecuritychecklist

Perfect delivery of the MDB Business decision maker pitch https://aka.ms/mdbpitch

Study the MDB Trial Guide https://aka.ms/mdbtrialguide

Review additional resources in MDB partner kit https://aka.ms/mdbpartnerkit

✓

✓

✓

✓

✓

✓

https://lighthouse.microsoft.com/
https://aka.ms/sbmsecurityguide
https://aka.ms/smbsecuritychecklist
https://aka.ms/mdbpitch
https://aka.ms/mdbtrialguide
https://aka.ms/mdbpartnerkit




SMB Security Guide

How do I get the guide?

aka.ms/smbsecurityguide



SMB Security Checklist

How do I get the checklist?

aka.ms/smbsecuritychecklist



Getting Started
Perfect the MDB business decision maker pitch

✓
✓
✓



Microsoft Defender 

for Business

Security for all

Presenter name and title

Date

https://aka.ms/mdbpitch 

https://aka.ms/mdbpitch


Silent partners
The world relies on small and medium businesses

Grocer FloristManufacturer Plumber Construction

of businesses 

are considered SMBs.1

90%

of employees worldwide,

are employed by a SMB.1

50%

1. The World Bank, Small and Medium Enterprises (SMEs) Finance, 2021.



Businesses in the era of hybrid work
Navigating a complex shift

70%
of workers want flexible remote

work options to continue.2

66%
of business decision-makers are

planning to redesign spaces to

accommodate hybrid workspaces.2

This new distributed landscape

can come at the cost of security.

Employees, customers, 

vendors, and partners
AT

multiple locations,

on the move
WITH

more personal and

mobile devices than ever

2. Microsoft research, Work Trend Index, 2021.



Traditional building security
More organized, sophisticated attacks

Increase in organized criminal rings that target 

businesses, costing $30B a year, and rising.
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windows



Traditional building security
As our towns and businesses grow, standard protection isn’t enough

Distributed landscape introduces new risks.

!
!

!

!

!
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windows
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Cybercrime comes home
Debunking the myth of “security through obscurity”

Cybercriminals are increasingly expanding their attention beyond 

large enterprises to small and medium-size businesses.

!

!! !

!

growth of ransomware attacks on

small businesses in the last year.3

300% >50%
of ALL cyber attacks are 

aimed at small businesses.3

3. DHS secretary warns ransomware attacks on the rise, targets include small businesses, Luke Barr, ABC News. May 6, 2021.



When, not if. . .
Traditional business cybersecurity measures in a world of multiple endpoints

Mobile

endpoint

Anti-malware
Fragmented

point solutions
Standard

antivirus

Mobile

endpoint

!

!

! ! ! !

!

!

Volume + Commoditization + Sophistication =

$108K average 

financial cost
Operational costs Business and employee 

reputation suffers61% of small businesses that experienced

a recent cyberattack were not able to operate.44. Microsoft commissioned Forrester research.

 



Microsoft Defender for Business
Elevate your security

Easy to use Cost-effective Top-rated FlexibleEnterprise-grade



Getting Started
Study the MDB trial guide

✓
✓
✓
✓



Trial user guide: Microsoft Defender for Business



Microsoft Defender for 

Business partner kit



Set up your Defender for Business tenant

✓
✓
✓
✓
✓
✓



Set up your Defender for Business tenant

Checklist item Description

Acquire Microsoft 365 Business Premium https://aka.ms/mdtrialrequest

Prepare for device enrollment Windows, iOS, Android, macOS

Prepare test endpoint devices Windows VM, iOS, Android, macOS

Configure Defender for Business

Onboard devices Via Intune, local script, & group policy

Run simulations

Review threats and resolve vulnerabilities

✓

✓

✓

✓

✓

✓

✓



Acquire Microsoft 365 Business Premium

https://aka.ms/mdbtrialrequest

https://aka.ms/mdbtrialrequest


Set up your Defender for Business tenant
Prepare for device enrollment

✓













Set up your Defender for Business tenant
Prepare Test Endpoint Devices

✓
✓















































Set up your Defender for Business tenant
Configure Defender for Business

✓
✓
✓



















Set up your Defender for Business tenant
Onboard test devices

✓
✓
✓
✓

















Set up your Defender for Business tenant
Onboard test devices

✓
✓
✓
✓
✓





Set up your Defender for Business tenant
Onboard test devices

✓
✓
✓
✓
✓
✓



Deploy Defender for Business to test customers

Checklist item Description

Acquire Microsoft 365 Business Premium https://demos.microsoft.com

Enroll test customer into Lighthouse DAP & GDAP

Prepare test endpoint devices Windows VM, iOS, Android, macOS

Deploy MDB to customer via Lighthouse

Complete test customer deployment using checklist

✓

✓

✓

✓

✓

https://demos.microsoft.com/


Deploy Defender for Business to test customers
Acquire M365 Business Premium and Defender for Business











Deploy Defender for Business to test customers
Enroll test customers into Lighthouse

✓

✓



































Deploy Defender for Business to test customers
Deploy MDB to customers via Lighthouse

✓

✓
✓





Get ready to deploy to customers

✓
✓
✓

✓

✓
✓
✓
✓



Get ready to deploy to customers

Checklist item Description

Deliver MDB pitch

Schedule project kick-off

Conduct pre-kick off call

Start trial of M365 Business Premium or Defender for 

Business

Enroll customer into Lighthouse

Remove 3rd party antivirus

Execute completed checklist

✓

✓

✓

✓

✓

✓

✓



Q&A



Next steps 

01

Get ready with the SMB 

Masters Program

• Aka.ms/smbpractice

02

M365 BP Partner Playbook

• Aka.ms/m365bppartnerplaybook

03

MDB Partner Kit

• Aka.ms/mdbpartnerkit



© Copyright Microsoft Corporation. All rights reserved. 

Thank you.
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