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Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

• 24 Years working in Distribution
• Cloud Enablement
• Sales/Technical Trainings
• Microsoft Azure
• Microsoft 365
• Azure Virtual Desktop

• diego.lens@ingrammicro.com

• linkedin.com/in/diegolens

Diego Lens

Training Calendar 2024 – Q3-Q4

28-Nov22-23 Oct

18-Sep 20-Sep 15-Oct

26-Nov

Modern Cloud Platforms

https://bit.ly/2024H2

Click the training to subscribe
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Training Calendar 2024 – Q3-Q4

6-Nov

Seamless Security

20-Nov11-Dec13-Nov

25-Sep 27-Nov

https://bit.ly/2024H2

Click the training to subscribe

Training Calendar 2024 – Q3-Q4

Connected Workplace

9-Oct 18-Dec4-Dec

https://bit.ly/2024H2

Click the training to subscribe
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Training Calendar 2024 – Q3-Q4

Artificial Intelligence

2-Oct 16-Oct 22-Nov

https://bit.ly/2024H2

Click the training to subscribe

tba

Training Calendar 2024 – Q3-Q4

Ingram Micro Cloud

24-Sep
10-Dec

24-Oct 26-Sep

https://bit.ly/2024H2

Click the training to subscribe
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Training Calendar 2024 – Q3-Q4

Are you organizing your own event for your customers ?

Searching for a speaker ?

diego.lens@ingrammicro.com

https://bit.ly/2024H2

Agenda
• Information Protection Challenges

• Microsoft Purview Information Protection

• Know Your Data

• Protect Your Data

• Microsoft Purview Roadmap

• Prevent Data Loss

• Govern Your Data

• Microsoft Purview Licensing
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Information Protection 
Challenges

Protecting data is challenging

#1
Protecting and 

governing sensitive 
data is biggest 

concern in complying 
with regulations1

63%
of organizations fear 

data leak/spillage during 
the pandemic2

88%
of organizations no 

longer have confidence 
to detect and prevent 
loss of sensitive data3

1 Microsoft GDPR research, 2017
2 Microsoft COVID Security Priorities Survey 2020
3 Forrester. Security Concerns, Approaches and Technology Adoption. December 2018 
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Cyber Attacks

Rapid shift in how 
people work

Balance security 
with productivity 

Cost of breaches 
and regulations

Struggle with
‘dark data’

Complex patch work 
of ‘bolt-on’ solutions   

Correlating various 
signals to assess risk

Information Protection Challenges
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devices datausers apps

On-premises /
Private cloud

Security perimeter in the past

On-premises

Security perimeter today
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Microsoft Purview 
Information Protection

Microsoft Security Area’s
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Microsoft Security Solutions

A built-in, intelligent, unified, and extensible platform and solution to protect sensitive data

Built in
Built-in labeling and protection experience in Office apps, 
Office 365 services, other MS services like Power BI, Edge, 
and Windows

Intelligent
Accuracy in classification via ML based trainable classifiers 
exact data match and named entities

Unified
Single admin console to configure and manage your policies 
and view analytics across on-premises, Office apps, Microsoft 
365 services, third-party services (via Microsoft Defender for 
Cloud Apps), and devices

Extensible
MIP SDK extends the protection experience, in a consistent 
way, to popular non-Microsoft apps and services
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Defender for 
Cloud Apps

Microsoft Purview Information Protection Framework

Sensitivity 
Labels

Public

General

Confidential

…

S3

SQL DBADLS

Blobs

Azure Files

Cosmos DB

Microsoft Purview
data governance 
services

Sensitive 
Information Types

Data Classification Service

Out of the Box
CCN/SSN/License
Double Key Encryption
Named entity
10 templates (Finance, IP, 
Legal, Healthcare…)

Custom
RegEx
Dictionary
Fingerprint
Exact Data Match (EDM)

Trainable Classifiers
Sample Content
Test
Validate
Publish

Endpoint DLP

USB Drive

Network

Print

Clipboard

App Control

Cloud Upload

Bluetooth

RDP

Office 365

iOS

Android

MacOS

Windows

On-premises

Advanced compliance solutions

eDiscovery 
(Premium)

Microsoft 
Priva

Insider Risk 
Management

Communication 
Compliance

Extendable via SDK 
to 3rd party tools
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Microsoft Purview Product Suite

Microsoft Information Protection

https://aka.ms/MIPdocs

Vision 2019
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Microsoft Information Protection

https://aka.ms/MIPdocs

Vision 2020

Protect and govern data wherever it lives (vision 2022)

KNOW 
YOUR DATA

PROTECT
YOUR DATA

PREVENT 
DATA LOSS

GOVERN 
YOUR DATA

Data growing at an exponential rate

Sensitivity 
Labels

Sensitive 
Information Types

Archiving
Retention & deletion
Records management
Disposition review

MONITOR
Sensitive info discovery
Content explorer
Activity explorer
Audit trail
Proof of disposals

Understand your data 
landscape and identify 

important data across your 
hybrid environment

Classify data with sensitivity labels, 
apply flexible protection, 

encryption, access restrictions 
and visual markings

POWERED BY AN INTELLIGENT PLATFORM
Unified approach to automatic data classification, policy management, analytics, and APIs

Prevent unauthorized or 
accidental sharing, transfer, 

or use of sensitive data 
with policies

Automatically retain, delete, 
and store data and records in a 

compliant manner

Devices Apps Cloud services On-premises ISV/3rd party

KNOW 
YOUR DATA

PROTECT
YOUR DATA

PREVENT 
DATA LOSS

GOVERN 
YOUR DATA
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Data is created, imported, 
& modified across 
various locations

Data is detected
Across devices, cloud 

services, on-prem 
environments

Sensitive data is 
classified & labeled
Based on sensitivity; 

used for either 
protection policies or 

retention policies

Data is protected 
based on policy

Protection may in the 
form of encryption, 
permissions, visual 

markings, retention, 
deletion, or a DLP action 
such as blocking sharing 

Data travels across 
various locations, shared

Protection is persistent, 
travels with the data 

Data is monitored
Reporting on data 

sharing, usage, 
potential abuse; take 
action & remediate

Retain, expire, 
delete data

Via data 
governance policies 

The lifecycle of sensitive data

MIP : Finding more information

• https://www.yammer.com/askipteam/#/home?type=my_all
• https://docs.microsoft.com/en-us/azure/information-protection/
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History of Azure Information Protection

2015

ADRMS Azure RMS Secure Islands Azure Microsoft Microsoft
acquisition Information Information Purview

Protection protection Information
Protection

ADRMS Azure RMS Secure Islands Azure Microsoft Microsoft
acquisition Information Information Purview

Protection protection Information
Protection

History of Azure Information Protection

2015

On-Premises Cloud

Encryption
Access Control

Rights enforcement

Cloud Based 
Encryption

Access Control
Rights 

enforcement

Classification
Protection

Loss Prevention
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RMS, IRM or AIP ? 

On-Premises products
AD RMS (Active Directory Rights Management)

• Also referred as HYOK (Hold Your Own Key)
Windows RMS (Windows Rights Management 
Services)

Cloud Based
Azure RMS (Azure Rights Management Services)

Microsoft RMS (Both AD RMS + Azure RMS)

IRM (Information Rights Management)
• Office implementation with AD RMS of Azure 

RMS (Older version of RMS)
AIP (Azure Information Protection)
• The new umbrella for the Cloud Based 

solutions above
• Azure RMS is still used as the protection 

technology for AIP

https://docs.microsoft.com/en-us/azure/information-protection/aka

Know your Data

• Sensitive information types
• Identify sensitive data

• Trainable classifiers
• Classify your data with built-in classifiers & own classifiers

• Microsoft Purview Information Protection scanner

31
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Protect your data

• Sensitivity labels
• Azure Information Protection Unified labeling
• Double Key Encryption
• AIP Unified labeling Scanner
• Microsoft Cloud App Security
• Microsoft Information Protection SDK

Prevent Data Loss

• Data loss prevention (DLP)
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Govern your data

• Retain, delete and store data
• Microsoft Information Governance
• Retention Policies
• Retention Labels

Journey to the Cloud LAB 1 Task2

TASK1 : CREATE WINDOWS 10 TEST DEVICE
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https://bit.ly/purview2412

Journey to the Cloud

Know Your Data
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Know your data – Top of mind questions

Tools to know your data
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Discover your Data

Discovering Data

• What Sensitive Information does exist in the Organization ?
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Discover Sensitive Data

• Microsoft Purview Information Protection Scanner
• AIP unified labeling client
• Microsoft Defender for Endpoints
• Microsoft Cloud App Security

What does Microsoft Purview Information Protection scanner do ?

Remark : NFS Shares in Private Preview on 21/09/2020
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Why Microsoft Purview Information Protection scanner ?

Microsoft Purview Information Protection scanner in portal
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Microsoft Purview Information Protection scanner Discovery

Endpont Data Discovery
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Microsoft Cloud App Security Integration

How to Start ?
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Microsoft Purview Information Protection Scanner Overview 

Microsoft Purview Information Protection scanner Requirements (1/5)

• Windows Server 2012R2 / 2016 / 2019 (64 bit)
• 4 core processors / 8 GB RAM / 
• Internet Access (port 443)
• Unified Azure Information Protection client
• SQL database (SQL Express also possible)
• File Server(s) or SharePoint Server(s) or NFS shares
• A Service Account for the AIP Scanner Service

https://learn.microsoft.com/en-us/azure/information-protection/deploy-aip-scanner-prereqs
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Create a Microsoft Purview Information Protection scanner Cluster (2/5) 

Install the AIP Scanner Software (3/5)

• Download the AIP Client
• https://portal.azurerms.com/#/Download
• Launch the Install-AIPScanner command
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Get an Azure AD Token for the Scanner (4/5)

• Set-AIPAuthentication
-webAppId <ID of the "Web app / API" application> 
-webAppKey <key value generated in the "Web app / API" application> 
-nativeAppId <ID of the "Native" application>

Scan your Files (5/5)

• https://portal.azure.com
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OtherM365 
Enterprise E5

M365 
Enterprise E3

M365 
Business 
Premium

Information Protection Feature

YesYesYesWindows Information Protection

YesYesYesRMS, DLP

YesYesYesAzure Information Protection P1

YesAzure Information Protection P2

YesYesYesMicrosoft Intune

YesMicrosoft Cloud App Security

YesYesOptionAIP for Office 365

YesAutomatic Labeling

Information Protection Packaging

Information Protection Plans

Information Protection P1
Information Protection P2
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Proprietary information of Ingram Micro — Do not distribute or duplicate without Ingram Micro's express written permission.

New Microsoft Purview Information Protection 
labeling client

Journey to the Cloud LAB 1
TASK2 : PREPARE WINDOWS 10 DEVICE
TASK3 : CONNECT AS A USER
TASK 4 : VERIFY LICENSES
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Journey to the Cloud

Protect Your Data

Information Protection Vocabulary

Label 
PoliciesLabelsClassification

Sensitive 
Information 

Types
ConditionsSub-Labels

Trainable 
Classifiers

Default
Label
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Classification

• Microsoft Purview provides three ways to classify your data :

1. Manually by users
2. Automated with Sensitive Information Types (SIT)
3. Automated with Machine Learning

1. Manual Classification

• Requires human judgment and action
• Users/Admins categorize content as they encounter it
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2. Sensitive Information Types

• A Sensitive information Type (SIT) is the ability to determine the 
confidentiality of specific sets of sensitive information

• A Sensitive information Type is a regular expression or pattern-
based expression that can help identify the data

Different Sensitive Info Types

• Two Types
• Preset Information Types

• Social Security Number
• Bank Card Numbers
• Belgium eID
• ...

• Custom Info Types
• Own Regular Experssion definition
• Keywords
• Dictionaries
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3. Trainable Classifiers

• Data that isn’t easily identified
• by Manual Categorizing
• by Automated Pattern-matching (Sensitive Information Types)

• Search content by giving similar samples
• Give multiple similar samples
• Narrow your search by giving more samples
• Train the system to detect that kind of data

Different Trainable Classifiers
• Two Types

• Pre-trained classifiers
• Discrimination
• Financial Audit Reports
• Harrassment
• Healthcare
• ...

• Custom trainable classifiers
• Create your own Classifiers
• Feed examples that are definitely in the category
• Sort out : 

• True Positives
• True Negatives
• False Positives
• False Negatives
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What are Sensitivity Labels ?

• Metadata Written into document Files
• Travels with the document as it moves
• In clear text so that other systems such as a DLP engine can read it
• Used for the purpose of applying a protection action or data 

governance action – determined by a policy
• Can be customized per the organization’s needs

Default Sensitivity Labels
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Microsoft New Default Taxonomy Labels

Starting April 2019

Configuring Sensitivity Labels

• Name
• Scope (Files, Emails, Teams, Sharepoint, PC)
• Protection (Encryption, Visual Marking)
• Permissions (Read, Write, Delete, Print)
• Auto-labeling settings
• Visual Marking (watermark / header / footer)
• Conditions

• Sensitive info types
• Trainable classifiers
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Label Settings

Name Visual existence of Label Encryption Automatic Labeling

Visual Markings

• Watermark – Header – Footer Added
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Benefits of labeling

• A label travels with the data
• Labels can be applied automatically based on Sensitive Info Types

Other Possible Sensitivity Labels

75
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Sub-Labels

• Within a label you can create sublabels
• Users can select just one label at a time for each document
• Sub-Labels can only go One-Level deep !
• Labels and Sub-Labels have a priority order

Dynamic Marking

77
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Journey to the Cloud LAB 2
SENSITIVITY LABELS AND POLICIES

Journey to the Cloud Module 3 :
Unified Labeling
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• You can label your office documents using:

• AIP Unified Labeling Add-in for Office Applications

• Does exist already multiple years

• Deprecated in 2024

• Built-in client disabled when AIP Client is installed (Registry Key)

• Built-In labeling 

• More stability

• Better performance

• Latest Purview Features

• Labeling technology extends across platforms (Windows, macos, IOS, Android, Web)

Labeling Client for Office Apps

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-aip?view=o365-worldwide

• You need to deploy Office 365 as a Subscription Edition

• For example Microsoft 365 Apps for Enterprise or Microsoft 365 Apps for Business

• Built-In labeling is not available with Standalone editions (Office Perpetual)

• Look and feel of labeling is different 

• Only for labeling Office Documents & Emails

• Word, Excel, Powerpoint, Outlook

• Supported on Windows, macOS, iOS, Android and Office Web Applications

Built-In Labeling Client
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• Contains the following capabilities & components :

• AIP Unified labeling Add-In for Office apps in Windows (retirement April 11, 2024)

• AIP Viewers on Windows / iOS / Android

• AIP PowerShell extension

• Right-click Classify & Protect (File Explorer support)

• AIP Scanner

• Can Label / Encrypt other document types as well

• Download link :

• https://www.microsoft.com/en-us/download/details.aspx?id=53018

AIP Unified Labeling Client

Office 365 File Type Supported
Classification & Protection

83
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Other File Type Supported
Classification & Protection

File Type Classification

https://learn.microsoft.com/en-
us/azure/information-protection/rms-
client/clientv2-admin-guide-file-types

85
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Sensitive Info Types

• Two Types
• Preset Information Types

• Social Security Number
• Bank Card Numbers
• Belgium eID
• ...

• Custom Info Types
• Own Regular Experssion definition
• Keywords
• Dictionaries

Custom Info Types

87
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Regular Expressions 

• [a-z] Any lowercase Letter
• [a-z0-9] Any Number or lowercase Letter
• \. Escape charater for special characters  . ( ) [  ] ^$
• \.? A point can follow but do not need to follow
• a{1,9} Preceeding character minimum 1x, maximum 9x
• . Any character
• \d decimal character 0-9
• (?ab|cd|ef) ab or cd or ef
• \s whitespace

Test your Regular Expressions

• https://regex101.com
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Examples Pre-trained classifiers

• Resumes (overview of accounts, profession, qualification, experience)
• Source Code (C#, C++, Java, Perl, Python, ...)
• Harassment (offensive language, religion, gender, sexual orientation)
• Profanity (offensive language, embarrassing people)
• Threat (offensive language, physical harm, damage)

https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about?view=o365-worldwide

Label Policies (Publishing Labels)

• A Group of Labels and Label Settings pushed to a group of Users or 
all Users is called a Policy

• A Policy contains :
• Labels

• Apply Classification Value to documents and Emails
• Labels are part of a specific Policy

• Settings
• Change the Default behavior of the AIP Client

• A Policy is assigned to Users, Groups of Users, All Users

91
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Policy Components

Name

Journey to the Cloud LAB 3
UNIFIED LABELING AGENT

CUSTOM INFO TYPES

93
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Journey to the Cloud

Prevent Data Loss

Data Loss Prevention

• Identify sensitive information
• Prevent the accidental sharing
• Monitor and protect sensitive information
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Reuse Sensitive Information Types

• Use the same sensitive information types as in AIP

DLP Configuration
• Rules

• Protect your Data
• Conditions

• When ?
• Actions

• How ?
• Locations

• Exchange Online
• OneDrive
• SharePoint
• Teams
• …

97
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DLP Location Configuartion

New DLP Locations in 2020
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Data Loss Prevention for Endpoints

• Available in Plan 2 Bundles
• Protect Documents on the Device

New DLP Locations in 2021

101
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DLP Locations 2022

DLP Notifications & Alerts

• https://compliance.microsoft.com

103
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Journey to the Cloud LAB 4
MODULE 4 : DATA LOSS PREVENTION  (DLP)

Connecting to different data sources

105
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Microsoft Purview Roadmap

Microsoft Purview Data map
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• Microsoft Purview Data Map is a metadata store

• Labels are applied to the asset metadata; not applied to the actual files

• Sensitivity labels don’t modify your files and databases

• Labels are applied to the Asset Metadata

Microsoft Purview Data Map

Microsoft Purview Data Map

109
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Extend labeling to assets

• Data Maps supports automatic labeling only

• Manual applying a label to a Data Map is not possible

• Scanning for credentials is not supported

• Data Maps does not support encryption (only Metadata)

• Microsoft Purview Data Map does not currently provide DLP capabilities

• Trainable Classifiers are not supported yet

Limitations of MS Purview Data Maps
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• Microsoft Purview Data Map :

• Microsoft 365 E5/A5

• Office 365 E5

Licensing

• Spend less time looking for data

• Have more time getting value of your data

• Create insights into data sets

• https://aka.ms/AzurePurview

• https://azure.microsoft.com/en-us/services/data-catalog/

Microsoft Purview Data Catalog
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Journey to the Cloud

Govern your Data

Microsoft Information Governance
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Records Management

• https://compliance.microsoft.com/recordsmanagement
• Intelligent Classification
• Regulations
• Corporate Policies

Retention Labels

• Retention labels for different types of content
• Compare with Sensitivity Labels
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Retention Policies

• Data is increasing daily
• Comply with industry regulations
• Comply with internal policies
• Reduce risk of security breach
• Share knowledge effectively

• Retaining
• Content can’t be permanently deleted before ...

• Deleting
• Content permanently delete at the end of ...

Retention Actions

• Retain Only
• Delete Only
• Retain and Delete

119
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Apply Retention Policies

Journey to the Cloud
Information Protection 

Licensing
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Microsoft 365

Microsoft 365 Subscription Options

Microsoft 365 
Enterprise

Microsoft 365 
Education

Microsoft 365 E5
Microsoft 365 E3
Microsoft 365 F1

Microsoft 365 
Business

Microsoft 365 Business 
Premium

Microsoft 365 A5
Microsoft 365 A3

A : Academic
F : Firstline Workers
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Microsoft 365 Subscription Options

Microsoft 365 
Enterprise

Microsoft 365 
Education

Microsoft 365 E5
Microsoft 365 E3
Microsoft 365 F1

Microsoft 365 
Business

Microsoft 365 Business
Premium

Microsoft 365 A5
Microsoft 365 A3

A : Academic
F : Firstline Workers

Designed for small & midsize 
business

Up to 300 users

Designed for a Secure 
Productive Enterprise

• Bundles five products
• Entra ID
• Microsoft Intune
• Information Protection
• Microsoft Cloud App Security
• Advanced Threat Analytics

Enterprise Mobility + Security
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• EM + S E5
• EM + S E3

EnterPrise Mobility & Security Suites

Microsoft 365 E3, E5, E5 Security, E5 Compliance

IPG SKU
Information Protection 
& Governance

127
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IPG E5 or IPG F5

IPG E5 SKU +Business Premium
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Wrap-up

• The Security Opportunity
• Microsoft Information Protection
• Know Your Data
• Protect Your Data
• Prevent Data Loss
• Govern Your Data
• Information Protection Licensing

Journey to the Cloud Thank You !
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