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90%
of enterprises use AI

Source: McKinsey, The state of AI: How organizations are rewiring to capture value

We are in the era of AI

https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai?utm_source=chatgpt.com


Agentic AI is the next wave 81%
Leaders expect agents to be integrated into 

their company’s AI strategy in next 12–18 

months —Work Trend Index Annual Report

Source: Work Index Annual Report,  2025: The Year the Frontier Firm Is Born

https://www.microsoft.com/en-us/worklab/work-trend-index/2025-the-year-the-frontier-firm-is-born


The growing AI trust gap
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Willing to rely on AI systems Perceive AI systems as trustworthy Worried about AI systems

Source: KPMG, Trust, attitudes and use of artificial intelligence: A global study 2025 

https://kpmg.com/xx/en/our-insights/ai-and-technology/trust-attitudes-and-use-of-ai.html


Malfunctions Misuses
Systemic 

risks

AI risks

Source: International Safety Report

https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf


Task

misalignment

Prompt 

injection attacks

Leaking 

sensitive data

77% 85% 82%

Agent malfunctions

Source: KPMG, Trust, attitudes and use of artificial intelligence: A global study 2025 

https://kpmg.com/xx/en/our-insights/ai-and-technology/trust-attitudes-and-use-of-ai.html


Agent misuses

Hijacking Cybersecurity

risks

Automating

scams

85% 85% 81%

Source: KPMG, Trust, attitudes and use of artificial intelligence: A global study 2025 

https://kpmg.com/xx/en/our-insights/ai-and-technology/trust-attitudes-and-use-of-ai.html


Developers

Security & 

Risk

Teams

Trust is a team sport



Build Announcements

• M365 Copilot Tuning

• Multi-Agent Orchestration

• Agent Cost Controls

• Azure AI Foundry Models including 

xAI/Grok3, Mistral, Llama and more 

• GitHub Copilot Coding Agent

• Cosmos DB in Fabric

• Entra Agent ID

• Secure data and compliance 

for AI Agents with Microsoft 

Purview

• Proactive secure agents

with Microsoft Defender

* Bold signifies GA.



Security
Announcement Entra Agent ID Secure data and compliance for AI agents with 

Microsoft Purview

Proactively secure agents with Microsoft 

Defender

Availability Public Preview Public Preview Public Preview 

Summary Microsoft Entra Agent ID extends identity 
management and access capabilities to AI 
agents. 

Now, AI agents created within Microsoft 
Copilot Studio and Azure AI Foundry are 
automatically assigned identities in a Microsoft 
Entra directory. 

This is analogous to etching a unique VIN into 
every new car and registering it before it leaves 
the factory - centralizing agent and user 
management in one solution. 

Microsoft Purview data security and compliance 
controls are now extended to any custom-built AI app 
with the new Microsoft Purview software development 
kit (SDK). 

Purview controls are also enabled natively for AI agents 
built within Azure AI Foundry and Copilot Studio.

Microsoft Defender now integrates AI security 
posture management recommendations and runtime 
threat protection alerts directly into Azure AI Foundry. 
This integration reduces the tooling gap between 
security and development teams.

Why it Matters Security starts with identity and Microsoft Entra.  
With more than 900 million monthly active users 
today, Microsoft Entra plays a pivotal role in 
securing all identities in the agentic era – 
because Security is not just for CISOs anymore, 
it is for everyone building AI solutions.

AI agents can now inherently benefit from Microsoft 
Purview’s robust data security and compliance 
capabilities. Developers can leverage these controls to 
help reduce the risk of their AI applications oversharing or 
leaking data.  Microsoft Purview supports compliance 
efforts, while security teams gain visibility into AI risks and 
mitigations. 

Developers are empowered to enhance the security of 
their applications, by proactively mitigating AI 
application risks and vulnerabilities from within the 
development environment.

Resources Announcement Announcement
More depth on Tech Community

Announcement

Microsoft Build 2025 Book of News

https://www.microsoft.com/en-us/security/blog/2025/05/19/microsoft-extends-zero-trust-to-secure-the-agentic-workforce/
https://www.microsoft.com/en-us/security/blog/2025/05/19/microsoft-extends-zero-trust-to-secure-the-agentic-workforce/
https://techcommunity.microsoft.com/blog/microsoft-security-blog/enterprise-grade-controls-for-ai-apps-and-agents-built-with-azure-ai-foundry-and/4414757
https://www.microsoft.com/en-us/security/blog/2025/05/19/microsoft-extends-zero-trust-to-secure-the-agentic-workforce/
https://news.microsoft.com/build-2025-book-of-news/?msockid=38acd331a67b68701bf7c618a79b690f


Microsoft Entra Agent ID

Secure by design Deployable at scale Enterprise-grade visibility

Preview

Enforce least privilege, 

protect access, and 

reduce sprawl

Org-wide onboarding, 

multi-tenant ready, no 

extra dev work

Track, audit, and 

govern AI agents from 

a single directory

Azure AI Foundry x Microsoft Security

aka.ms/EntraAgentID



Microsoft Purview + Foundry

Discover data risks Protect sensitive data Govern AI interactions

Preview

Discover data security and 

compliance risks and get 

recommended actions

Protect sensitive data 

against insider risks

Govern user prompts and 

AI responses with audit 

logs, data lifecycle 

policies, eDiscovery, and 

compliance policies

Azure AI Foundry x Microsoft Security



Data security and compliance for AI apps
Purview SDK in action

Query → Knowledge

Vector DB*
Data sources 

PDFs, docs, etc.

AI app UX App Server, 

Orchestrator
Prompt + Knowledge → Response

Large 

Language Model*

Microsoft 

Purview
Protect data against 

leaks and insider risks

1

Prevent data oversharing

2

Govern AI data by 

maintaining compliance

3

* Bring your own Vector DB or LLMaka.ms/Learn-Purview-Dev



Microsoft Defender + Foundry

AI security posture recommendations Runtime threat protection alerts

Preview

Discover and remediate misconfigurations 

and vulnerabilities in AI services and 

provide best practices to reduce risk 

Notify developers of active threats and 

provide guidance for mitigation, across 

more than 15 detection types 

Azure AI Foundry x Microsoft Security



Strengthen your AI security posture from code-to-runtime
AI security posture management 

Gain visibility across your AI services including 

Azure OpenAI Service, Azure AI Foundry, 

Azure ML, Amazon Bedrock​, and Google Vertex AI

Detect AI models in use—including Model

as a Service (MaaS), custom-built models

and fine-tuned models

Map attack paths to find direct and indirect 

exploitable risks ​to your AI workloads

Identify and remediate cross-cloud misconfigurations 

and attack paths across AI pipelines, deployments, ​

and risks to sensitive data​ stores

Single pane of glass over data and AI—focus on 

urgent issues and gain insights into AI discovery, 

security posture and threat protection



Security announcements – summary - next steps
Announcement

Key 
Sessions Partner-facing resources Additional Notes

BRK230
Enterprise-grade controls for AI apps and agents built 
with Azure AI Foundry and Copilot Studio | Microsoft 
Community Hub

Accelerate the adoption of generative AI (GenAI) apps and agents 
across the enterprise.

DEM555 GitHub Advanced Security · Built-in protection for every 
repository · GitHub

Gain comprehensive visibility around data security risks and posture 
across the AI portfolio with a single pane of glass.
Reduce the risk of data oversharing and data leakage.

BRK234 Microsoft Purview Data Security Posture Management (DSPM) for AI

BRK145 Insider Risk Management

Microsoft Purview Audit

BRK234 AI security posture recommendations

BRK230 Threat protection alerts for AI services
Security insights from Defender for Cloud is in preview and will be made 

available in the Azure AI Foundry portal by June 2025.

New Microsoft Purview capabilities for Copilot 
Studio now in preview

BRK233
Enterprise-grade controls for AI apps and agents built 
with Azure AI Foundry and Copilot Studio | Microsoft 
Community Hub

Microsoft Purview Data Security Posture Management (DSPM) for AI and 
Audit will support Copilot Studio agent interactions specifically for 
agents created by organizations for their customers.
Last year, Microsoft announced DLP for Microsoft 365 Copilot, which will 
enable data security admins to exclude Microsoft SharePoint documents with 
specified sensitivity labels from being summarized or used to create 
responses in Microsoft 365 Copilot. This capability will be generally available 
in late June.
This capability will also extend to Microsoft 365 Copilot agents now in 
preview.
See all AI agents created using Copilot Studio and Azure AI Foundry in 
one place.
Know what those agents can access inside their organization.

Azure AI Foundry evaluation now integrated with 
Microsoft Purview

BRK145

The Azure AI Foundry evaluation tool will be integrated with Microsoft 
Purview Compliance Manager. Once evaluations are conducted in 
Azure AI Foundry, developers will be able to obtain a report with 
documented risk, mitigations and residual risk for compliance teams to 
upload to Microsoft Purview Compliance Manager to support audits and 
provide evidence to regulators or external stakeholders. This update is 
in preview.

Microsoft Entra Agent ID now in preview Announcing Microsoft Entra Agent ID: Secure and 
manage your AI agents | Microsoft Community Hub

Microsoft Purview SDK will offer enterprise-
grade data security and compliance controls

New Microsoft Purview capabilities for AI 
interactions within Azure AI workloads

Enterprise-grade controls for AI apps and agents built 
with Azure AI Foundry and Copilot Studio | Microsoft 
Community Hub

Microsoft Defender for Cloud brings security 
insights into Azure AI Foundry

Enterprise-grade controls for AI apps and agents built 
with Azure AI Foundry and Copilot Studio | Microsoft 
Community Hub

Data Loss Prevention controls for Microsoft 365 
Copilot agents

Enterprise-grade controls for AI apps and agents built 
with Azure AI Foundry and Copilot Studio | Microsoft 
Community Hub



DEMO

Microsoft Purview  DSPM for AI

 Compliance manager

Microsoft Defender
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Are you ready to create the future of AI?

Explore Azure AI 

Foundry

ai.azure.com 

Download the 
Azure AI SDK

aka.ms/aifoundrysdk

Review Azure AI
Documentation

aka.ms/AzureAI
FoundryDocumentation

Take the Azure AI 
Learn Courses

aka.ms/CreateAgentic
AISolutions

Learn the latest 

Security for AI 

updates
aka.ms/SecurityforAI

Review Security 
documentation

aka.ms/SecurityforAI/Learn

Learn more about the 
Purview SDK

aka.ms/Learn-Purview-Dev

Learn more about 
Security for AI

aka.ms/SecureGovernAI



Thank you

Let’s keep the conversation 

going …..
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