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Securing SMB customers

“No one is interested in my data”.
Well, the SMB customer is – and ransomware 

prevents them from accessing their data.

“The Internet is a dangerous place” FUD is not 
enough to convince SMBs to invest

Prove them with data for their existing 
environments where they have gaps.



Security is top of mind for every business

Employees are working 

from more locations than 

ever. Are you confident 

that your data is safe? 

+300% 
Ransomware attacks in 

the past year, with more 

than 50% targeted at 

small businesses 1

1 in 4
Nearly one in four small

or medium businesses state 

that they had a security 

breach in the last year 2

70%
Over 70% think cyber 

threats are becoming 

more of a business risk 2

$108K average cost of a 

SMB data breach 3

1. Homeland Security Secretary Alejandro Mayorkas, 06 May 2021 ABC report 

2. Microsoft commissioned research, April 2022, US SMBs 1-300 employees

3. Kaspersky Global Corporate IT Security Risks Survey, 2019

https://abcnews.go.com/Politics/dhs-secretary-warns-ransomware-attacks-rise-targets-include/story?id=77512872
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgo.kaspersky.com%2Frs%2F802-IJN-240%2Fimages%2FGL_Kaspersky_Report-IT-Security-Economics_report_2019.pdf&data=04%7C01%7Cv-katdi%40microsoft.com%7C332c18ec13134f52a70208d897b86f2c%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C1%7C637426165676867138%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=2q%2BI0o7YiAaDVj4TRbicILZtP9gnd5jTHBP9BlIpxvs%3D&reserved=0


SMB & Scale SA Agenda

I. Strategy for Solution Assessments

II. What´s a Solution Assessment & Solution Assessment Desk

III. Partner Value within the SA process

IV. SMB & Scale SA Desk Offering

V. Criteria for nomination & Nomination Form

VI. Self-Serve Security Assessment

VII. Wrap-up and closure



Continuity – KEY for success!

Impact

Simplicity

Scale

5



What is a Solution Assessment?

We provide customers with an in depth
understanding of the opportunities available
in their environments to improve
productivity, reduce cost and optimize
investments.

Our assessments provide insights for data-
driven recommendations to help customers
determine actionable steps for digital
transformations, cloud migrations and
process improvement.



Partner Value

Reduce time to market ready to present final project proposal

Allows you to focus on Partner core business

Demonstrates deep partnership with Microsoft

Assessment data gathering and deliverables built by the ADesk

Partner involved in every step and leads the final project



III. SMB & Scale Solution Assessment Portfolio FY23 | Overview

Business 

Applications

Modern 

Workplace
Security, Compliance, and IdentityApps + Infra; Data and AISolution Area 

Business 

Applications
Modern WorkplaceCloud SecurityData and AI

App and database

modernization

Infrastructure and 

database migration

Portfolio

Seller Selected

Business Applications 

Provides established 

customers with a fast, 

data-driven analysis, 

and business case 

recommendation 

to move to 

Dynamics 365

Modern Workplace 

Assessment

Provide customers with 

an in-depth scan of 

deployed hardware and 

productivity software 

while evaluating security 

and compliance 

positions

Data Protection & Governance 

Assessment

assessment focused on Data 

Governance providing data 

map of customer sensitive 

information and current 

governance maturity. 

delivering high level business 

case for improving governance 

and compliance maturity

Cloud Security 

Assessment 

Analysis of an 

organization's security 

posture, evaluating 

vulnerabilities, identity, 

and compliance risks 

with remediation 

recommendations

Analytics 

Assessment 

Transforming 

data-

analytics Maturity 

Model

Application and 

Database 

Modernization 

Application 

Remediation or 

Refactoring

Data and Infra 

Migration 

Infrastructure 

migration Apps, Data 

& Infra to IaaS/VMs

Delivery Model: SMB & Scale 100% thru the Assessment Desk



Assessment delivery | Wrap-up

1. Executive Summary: A high-level summary of project background and 
scope, data discovery.

2. Summary of Current Environment

 Data Collection info

 PowerBI

 “Solution Assessment as a service” Final Outcome

 Partner Comments

3. Business case: Deliver a compelling business case aligned to the 
customer’s initial objective, evaluating the benefit, cost, and risks of the 
proposed solution

4. Recommended Next Steps

 Provide a customized Migration Plan that addresses scope, time, and 
cost, including 

 recommendations for a base architecture and landing zone 
foundation.

Microsoft

Partner



Self Service Security Assessments for
Demand Generation



QS solutions

Independent Software Vendor developing 
Security, Governance, and Migration tools.

Strong technology partner with deep 
knowledge of, and experience with the 
Microsoft Cloud.

Facts:

• 70 Employees 

• Over 500+ Partners Worldwide

• Offices in The Netherlands, Germany, and 
Vietnam

About QS solutions and CSAT

CSAT
QS solutions’ Cloud Migration & Security 
Platform widely used by Microsoft and 
partners.

Cross solution sales based on deep 
insight into the client’s cybersecurity risk.

Facts:
Performed over 5000 assessments
Proven ROI in all customer segments

A Selection of our Global Partners



Concerning state of cyber-security 
investment decision-making

Decisions

Perceptions

• 60% of SMBs out of business six months after a breach 
• 25% probability large company breach. 10% face multi-million loss

Outcomes

• Lacking management insights into the organization's cybersecurity position
• 56% take reactive (costly) approach to security

• Overestimate attack success
• Underestimate consequences

Sources: (Smidt & Botsen, 2017), (Zeijlemaker, 2022), (Aguilar, 2015), (Iris, 2020)



Provide a holistic view of the cybersecurity position 
together with fact-based recommendations based on an 
internationally recognized cybersecurity framework.

CSAT collects and analyzes data from the hybrid IT 
environment in a short period of time to provides data-
driven recommendations and insights like:

• Company score based on CIS controls v8

• Migration plans to improve cybersecurity based on the Zero 
Trust Architecture

• Urgent Action Items and Quick Wins

• Risk-based action plan with improvement actions

• Total Cost of Ownership for Security and other relevant 
topics

Cybersecurity Assessments with CSAT



CSAT ASSESSMENT TYPES

CSAT Self Service AssessmentCSAT QuickScan AssessmentCSAT Cloud Security Solution 
Assessments (FullScan)

SMB, Corporate-scale, CorporateSMB (Up-to 300 employees)Enterprise, Corporate and Top SMB (300+ 
employees)

TARGET GROUP

1. Lead Generation for full-service 
assessments. 
2. Show customers they need a more 
detailed assessment to identify all 
cybersecurity risks. 
3. Based on a limited number of controls 
of the Zero Trust Architecture
4. Limited datasets and concise report. 
Allow for first improvement actions while 
sparking interest for a full assessment

1. Do a quick check on the cybersecurity 
hygiene
2. Propose improvement actions based 
on actual data
3. Quick report and few customizations
4. Based on the CIS controls IG1

1. Comprehensive cybersecurity 
assessment
2. Align Business and IT management 
3. Help to decide on new security 
initiatives based on facts
4. Deployment and implementation plan
5. Based on the CIS controls IG 1-3

PURPOSE OF THE ASSESSMENT

Positioning of Microsoft's Security 
solutions in M365 and Azure. Customer 
will be interested in a comprehensive 
assessment

Upsell to Microsoft 365 Business 
Premium, Azure migrations and increase 
of Azure Consumed Revenue by adding 
Azure Security

Upsell to Microsoft 365 E3+E5 and 
Sentinel, Azure migrations and increase 
of Azure Consumed revenue by adding 
Azure Security

OUTCOMES OF THE ASSESSMENT

• Manual Endpoint Scan of Windows OS
• Local Active Directory
• Email DNS check
• Limited datasets of Microsoft 365 

environment
• Limited datasets from the Azure tenant
• Questionnaire on basic security controls – no 

official framework

• Basic Automated Endpoint Scan
• Local Active Directory
• Email DNS check
• Microsoft 365 environment
• Limited datasets from the Azure tenant
• Checked against CIS IG1 (basic security 

hygiene controls)

• Comprehensive Automated Endpoint Scan 
including Linux machines and network 
devices

• Local Active Directory
• Email DNS check
• Microsoft 365 environment
• Comprehensive scan of the Azure tenant
• SharePoint on-premises
• Google Workspace and AWS included
• Checked against the full CIS18 controls

SCAN SOURCES IN SCOPE

CSAT Assessment types



Microsoft.com landing page

https://www.microsoft.com/en-us/solutionassessments/self-assessment

https://www.microsoft.com/en-us/solutionassessments/self-assessment
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Automated reporting



Automated reporting



Microsoft follow-up



Thank you!
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